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ABSTRACT

Title of Thesis: Policies For Oblivious Cloud Storage Using Semantic Web Technologies
Vaishali Narkhede, MS Computer Science, 2016

Thesis directed by: Dr. Karuna P Joshi,
Research Assistant Professor
Department of Computer Science and
Electrical Engineering

Consumers want to ensure that their enterprise data is stored securely and obliviously
on the cloud, such that the data objects or their access patterns are not revealed to anyone,
including the cloud provider, in the public cloud environment. We have created a detailed
ontology describing the oblivious cloud storage models and role based access controls that
should be in place to manage this risk. Our colleagues at USNA have developed an algo-

rithm to store cloud data using oblivious data structure.

We have also implemented the ObliviCloudManager application that allows users to man-
age their cloud data by validating it before storing it in an oblivious data structure. This
application uses role based access control model and collection based document manage-
ment to store and retrieve data efficiently. Cloud consumers can use our system to define
policies for storing data obliviously and manage storage on untrusted cloud platforms, even
if they are not familiar with the underlying technology and concepts of the oblivious data

structure.
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Chapter 1

INTRODUCTION

An efficient cloud storage service provides, at a minimum, high availability and re-
liability along with assured data integrity, retrieval and confidentiality (37). While such
services are attractive for their cost savings and rapid provisioning/scaling features; pri-
vacy and security of cloud data remains a concern for most consumers (44). and a key

barrier in adoption of the cloud.

1.1 Motivation

Cloud consumers, like federal agencies and business organizations, need a secure en-
vironment for their corporate data. Public cloud infrastructure is attracting a lot of or-
ganizations to migrate to cloud for various reasons such as cost, maintenance, scalability
etc. However, there are security concerns and to be addressed before the customers readily
want to outsource their sensitive data. Moreover, the customers may want some advanced
features so that the cloud storage can be effectively used in the organizational setting. In
summary, the cloud storage should provide the following features and security guarantees

(at least):

e Confidentiality: The cloud storage provider does not learn any information about

customer data.



e Availability: Customer data is accessible from any machine and at all times.

e Integrity: Any unauthorized modification of customer data by the cloud storage
provider can be detected by the customer while retaining the main benefits of a public

storage service.
e Reliability: Customer data is reliably backed up.
e Data sharing: Customers can share their data with trusted parties.

e Efficient retrieval: Data retrieval times are comparable to a public cloud storage ser-

vice.

While storing their data on cloud, consumers usually regard cloud providers under
two main adversary models Honest But Curious (HBC) adversary model (44), where
providers run the programs and algorithms correctly, but might look at the information
passed between entities; and the malicious adversary model (44), where providers be-
have in an arbitrary manner. In this paper, we look at the malicious adversary model
where the cloud storage provider is not completely trusted by the consumer. In this use
case, cloud consumers want their cloud data as well its usage to remain private and so
along with encryption of their data objects, they also want the access patterns to be obliv-
ious to the provider. Various approaches like Oblivious RAM (ORAM) (1; 2; 3; 4; 5; 6;

7) and Oblivious Storage (40) have been proposed to address obliviousness of data.

1.2 Thesis Statement

This thesis investigates following claim:
”Storing data on cloud obliviously keeping it’s confidentiality and integrity along with
high availability and reliability and using semantic web technologies to implement security

policies defined for oblivious cloud storage”
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Cloud based storage services are increasingly being used by consumers for their enter-
prise storage needs. These often contradicting requirements results in research challenges
that this thesis aims to address. I have conducted a comprehensive study to review the var-
ious solutions in place to store data securely in such a way that even access patterns of data
should not be reviled to anyone including cloud provider in public cloud environment and
have determined the oblivious storage models and role based access controls that should be
in place to manage the risk. Based on this study, we have developed an ontology describing
the cloud security controls, threats and compliances. I have also developed an application
that manages the storage on cloud; it validates the data before storing data in oblivious map
data structure defined. It uses a role based access control model and collection based doc-
ument management to store and retrieve data efficiently. With the help of ontology defined
for oblivious cloud storage we intend to use it to detect if there are any contradictions in the
constraints defined by policies in ontology to the data stored using the application. Cloud
consumers can use this system to define oblivious storage policies and manage storage on
untrusted cloud even if they are not familiar with the underlying technology and concepts

of oblivious data structure implementation.

1.3 Thesis Overview

Chapter 2 does a survey of previous work relevant to the task described in this thesis. I
briefly mention the contributions made in the area of oblivious cloud storage and establish
the importance of the problem at hand. Chapter 3 provides details of oblivious cloud storage
ontology we have developed and rules I have implemented for policy enforcement. Chapter
4 describes the oblivious map data structure. Chapter 5 begins with a description of the
architecture of the prototype we have designed for implementing oblivious cloud storage.

It follows with the details of how it is implemented and description of each module in it.
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Finally, chapter 6 mentions the conclusions drawn from this work and comments on the

future scope in this area.



Chapter 2

RELATED WORK

I have reviewed papers on various oblivious data structures available for high level
privacy in cloud storage. I have also referred to the National Institute of Standards and
Technology (NIST) (14; 41) and Cloud Security Alliance (CSA) (25) guidelines for secure
cloud storage and ontologies that define cloud security and compliance. The main focus of
my research is to be able to ensure secure deletion of cloud data, for this purpose we have
considered the NIST Cloud Deletion Use Case to securely Erase Data Objects in Cloud.

17).

2.1 Semantic Ib Technologies

Ontology can be defined as an act of describing concepts (classes) in a domain with
reference to the characteristic of each concept (class) elaborating its features, attributes and
roles and role restrictions (22). It can be said that Ontology is an overall collection of entity
instances of the classes, which compose a base for knowledge (22). An ontology contains
classes that represent concepts organized in taxonomies to define superclass-subclass hi-
erarchy, relations that represent association between concepts, attributes to describe the
features of the concepts, instances that signify elements in an ontology (24).

I have used Semantic Web technologies to develop the oblivious cloud storage ontol-
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ogy and prototype development, since they enable us to build the vocabulary (or ontology)
using standardized languages that support our design requirements, which include interop-
erability, sound semantics, Web integration, and the availability of tools and system compo-
nents. Semantic Web enables data to be annotated with machine understandable meta-data,
allowing the automation of their retrieval and their usage in correct contexts. Semantic
Web technologies include languages such as Resource Description Framework (RDF) (46)
and Web Ontology Language (OWL) (18) for defining ontologies and describing meta-
data using these ontologies as well as tools for reasoning over these descriptions. OWL
Semantic Web knowledge can also be encoded in rule format using several approaches,
including N3-logic rules, SWRL (Semantic Web Rule Language) rules (47) and RIF, the
new W3C standard for Rule Inter-change Formalism. These technologies can be used to
provide common semantics of Service information and policies enabling all agents who
understand basic Semantic Web technologies to communicate and use each others data and
Services effectively.

Our most fundamental requirement is for a representation that supports inter-operability
at both the syntactic and semantic levels. The OWL (18) language has a well-defined se-
mantics that is grounded in first order logic and model theory. This allows programs to
draw inferences from OWL expressions with the assurance that the subsequent interpreta-
tion is sound. An important advantage for OWL over many other knowledge-based sys-
tems languages is that there are well defined subsets (or profiles, as they are called in OWL
2) that guarantee sound and complete reasoning with various levels of completely (e.g.,
N2ExpTime for OWL 2 DL). Moreover, there are also profiles that are tuned to work well
with popular implementation technologies, e.g., OWL QL for databases and OWL RL for
rule-based systems.

A second design requirement is for a language that is designed to integrate well with

the Web, which has become the dominant technology for today’s distributed information
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systems. OWL is built on basic Web standards and protocols and is evolving to remain
compatible with them. It is possible to embed RDF and OWL knowledge in HTML pages
and several search engines (including Google) will find and process some embedded RDF.
RDF is also compatible with Microdata, a Web Hypertext Application Technology Working
Group HTML specification that is used to nest semantic statements within existing content
on web pages. Microdata has been adopted by Schema.org, a collaboration by Google,
Microsoft, and Yahoo!, and has been used to define a number of basic ontologies that are

being supported by search engines.

2.2 Oblivious RAM / oblivious data structures

The goal of oblivious data structures (ODS) is to protect the access pattern from an
observer such that it is impossible to determine which operation is occurring, and on which
item. The seminal work on the topic is by Goldreich and Ostrovsky (1), and since then,
many works have focused on improving efficiency of Oblivious RAM (ORAM) in the
space, time, and communication cost complexities (For example (2; 3; 4; 5; 6; 7) are few
implementations for the same; see the references section).

There has been work done on various types of solutions for storing data where cloud
providers are untrusted. For instance Hybrid cloud model separates trusted components
from untrusted components and host the trusted components in private cloud and storing
untrusted content on public cloud infrastructure. For example, Zhang et. al. (10) and others
(11) describe such a hybrid cloud scenario in their paper. In the oblivious storage (OS)
model, proposed by Boneh et al. (40), the storage provided by cloud providers is viewed
as a collection of key-value pairs and the query and update operations are viewed in terms
of operations dealing with key-value pairs, also call items. An Oblivious Storage solution

is oblivious in this context if an HBC polynomial-time adversary is unable to distinguish
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between the (obfuscated) versions of two possible access sequences of equal length and
maximum set size, which are polynomially related, beyond a negligible probability.

Wang et al. (8) achieved ODS for maps, priority queues, stacks, and queues much
more efficiently than previous works or naive implementation of the data structures on top
of ORAM. I have used ODS map system (31) developed by research partners at USNA, it
improves the efficiency over Wang et al. (8) by introducing an ORAM that admits variable-
size blocks and also introducing a new randomized B-tree where the node size is variable
and the height of the tree is fixed to reduce the round complexity. Please refer to (31) for

the detailed design and implementation of ODS map I have used to store data securely.



Chapter 3

OBLIVIOUS CLOUD STORAGE ONTOLOGY

I have designed Ontology such that each data item irrespective of its type is stored as
a document and every document belongs to only one collection. So a collection has one or
more documents which share similar security requirements and classify under same group.
All the security policies are applied to Collection level, and all the documents in that col-
lection automatically gets the assigned those policies. This saves time on selecting security
policies every time a new document is to be added in system. Based on cloud computing
security guidelines from NIST (14)(41) and Cloud Security Alliance (25), we have devel-
oped oblivious cloud storage ontology which defines classes for Document, Collection,
EncryptionPolicy, StoragePolicy, AuditPolicy, LoggingPolicy, KeyManagement, Deletion-
Policy, ChunkingPolicy, ModificationPolicy, Permission, User, UserGroup, Whitelisted-
CloudProviders, Whitelisted Vendors etc.

All the classes have data properties and object properties. The data properties of
class defines the relation between individuals (instances) of OWL classes to literal val-
ues whereas object properties define relation between individuals (instances) of two OWL
classes. Object properties define relation between one OWL class to the other OWL class,
for example hasDocuments property of Collection class defines relation between Collec-

tion class to Document class in the ontology. Figure 3.1 describes relation between different
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Imported: Cloud Security
| Class: User I and Compliance

Ontologyl
hasUsers Class:
. hasCloudProviders R )
| Class: WhitelistedVendor |—§ WhitelistedCloud
| Class: User-Group | Provider

hasPermissions

hasAccessToCollections hasDocuments
Class: Collection M Class: Document |
Class: .

AccesslLevel_Collection

l hasAccessLevel

Class:

| Class: AccesslLevel |
ChunkingPolicy

Class: ModificationPolicy |

| Class: AuditPolicy p°//'oy

Class: EncryptionPolicy |——ﬁ| Class: KeyManagement |
hasKeyManagement

| Class: LoggingPolicy

FIG. 3.1. Ontology describing relation between Oblivious Cloud Storage Classes.

Oblivious Cloud Storage Classes.

3.1 Usergroup, User and Access Permissions

Figure 3.2 shows Usergroup class, it has following data properties - groupld its a
unique primary identifier, groupName a string literal for name of the user-group, It has ob-
ject properties such as hasUsers contains a list of users assigned this usergroup, hasPermis-
sions contains a list of access level permissions given for a collection for the usergroup.For
example, supervisor usergroup may have WRITE access to Project2-technical collection,

but just READ access to Project2-Sales collection.

AccessLevel _Collection class has hasAccessLevel property which defines level of ac-
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UserGroup
groupld User
groupName userld
hasUsers

hasAccessToCollect >| userName
ons userEmail
hasUsers

password
hasPermissions

FIG. 3.2. Oblivious Cloud Ontology classes - Usergroup and User.

cess and hasAccessToCollection property which defines collection for which we assigning
access level. Example, proj2-read instance of AccessLevel _Collection defines read access

to proj2 collection.

User class defines details specific to a user which are userld, a primary identifier, user-
name, email address of user and account password to access the oblivious cloud manager

system.

3.2 Collection and Document

Figure 3.3 shows Collection class, it has following data properties - collectionld is a
unique primary identifier, collectionName a string literal for name of the collection, de-
scription which is string literal, rootKey which holds key to access the collection and it’s
documents,

It has object properties such as hasDocuments contains a list of documents assigned to
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Collection

Document
collectionld

documentld
collectionName

documentName
description

hasDocuments Author

hasDocuments N

lastUpdatedBy
hasEncryptionPolicy

lastUpdatedDate,
haslLoggingPolicy

UploadedBy
hasAuditPolicy

uploadDate
hasStoragePolicy

F1G. 3.3. Oblivious Cloud Ontology classes - Collection and Document.

it, hasEncryptionPolicy is a EncryptionPolicy class instance (refer secton 3.3), hasLog-
gingPolicy is a LoggingPolicy class instance (refer section 3.5), hasAuditPolicy is a Au-
ditPolicy class instance (refer section 3.5) and hasStoragePolicy is a StoragePolicy class
instance(refer section 3.4). Document class defines details specific to a document/data file
which are documentld its a primary identifier, document name, name of the author, last

updated date, last updated by user, uploaded by user and upload date etc

3.3 EncryptionPolicy and KeyManagement

Figure 3.4 shows EncryptionPolicy class, it has following data properties - encryp-
tionAlgorithm defines which encryption algorithm should be applied while storing the data
using this EncryptionPolicy, for example AES, RSA, DES etc. EncryptionType a string lit-

eral for type of the Encryption, for example symmetric, asymmetric, basic function, hash-
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EncryptionPolicy KeyManagement
encryptionAlgorithm cryptoPeriod
: keyType
encryptionType
keyLength

attributeBasedEncryption

hardwareBasedKeyStore
identityBasedEncryption hasKeyManagement
keyRegistration

searchableEncryption
keyDeregistration

hardwareBasedEncryption
keyDestructionProtocol

multiUserSSE
keyBackupProtocol

sslCertHashingAlgorithm
keyRecoveryProtocol

hasKeyManagement

keyRevocationProtocol

F1G. 3.4. Oblivious Cloud Ontology classes - EncryptionPolicy and KeyManagement.

ing function etc. AttributeBasedEncryption is string literal its an optional field and should
be used if attribute based encryption is desired. In attribute based encryption, secret key
of user and cipher-text is dependent attribute (e.g. the country he lives). IdentityBasedEn-
cryption is string literal, its an optional field and should be used if identity based encryption
is desired (e.g. encrypt and decrypt using email address of the user receiving data). Search-
ableEncryption a boolean literal should be selected if data should be searchable. Note that
vORAM is searchable encryption HardwareBasedEncryption is string literal which is op-
tional field and should be used if encryption is to be enforced using hardware. It has object
properties such as hasKeyManagement which is a KeyManagement class instance.

For detailed attributes for key management class we have referred to NIST Key Man-

agement Recommendation guide(41). KeyManagement class has data properties as follows

e cryptoPeriod: This defines period after which encryption keys should be changed.
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This enhances the security of the encrypted data.

keyType: This defines type of the encryption key. e.g. signature key, authentication

key, data encryption key, master key, transport key etc.

keyLength: This defines encryption key length in bits. More the length more difficult
encryption to break, but it takes long to encrypt or decrypt the data. Alternatively

known as key size.

hardwareBasedKeyStore: This defines if the key should be generated using hardware

for password generation for example RSA Tokens.

keyRegistration: This defines the process of officially recording the keying material

by a registration authority.

keyDeregistration: This defines protocol for the marking of all keying material

records and associations to indicate that the key is no longer in use.

keyDestructionProtocol: This defines protocol to remove all traces of keying material

so that it cannot be recovered by either physical or electronic means.

keyBackupProtocol: This defines if the keys should be backed up. Some keys should

not be backed up. For example, Private Signature keys.

keyRecoveryProtocol: This defines mechanisms and processes that allow authorized

entities to retrieve or reconstruct keying material from key backup or archive.

keyRevocationProtocol: This defines a process whereby a notice is made available to
affected entities that keying material should be removed from operational use prior

to the end of the established cryptoperiod of that keying material.
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ModificationPolicy

. approversListinOrder
StoragePolicy PP

hasModificationApprovers

redundancyCount

hasModificationPolicy

duplication

ChunkingPolicy

storeUsingObliviousDa
taStructure chunkCount

proofOfStorage chunkSize

hasChunkingPolicy

proofOfStorageWithD chunksOnMultipleCloud
eduplication

hasChunksOnClouds
proofOfOwnership

proofOfRetrievability DeletionPolicy

hasDeletionPolicy ArcheivedAndInaccessible

hasModificationPolicy | hasDeletionPolicy DeleteKeyOnly

hasChunkingPolicy SecureWipe

SimpleDataDeletion

F1G. 3.5. Oblivious Cloud Ontology classes - StoragePolicy, ModificationPolicy,
ChunkingPolicy and DeletionPolicy.

3.4 StoragePolicy and related classes

As shown in figure 3.5, StoragePolicy class defines details about how data should
be stored using following attributes - redundancyCount is count of number of copies of
the data to store. Duplication is boolean field which stores if the data should be dupli-
cated or not. proofOfStorage is protocol to verify integrity of the data outsourced to the
cloud. ProofOfStorageWithDeduplication (42) is similar but also checks if the storage is

not getting duplicated. ProofOfOwnership is used to alleviate the cloud server from storing
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multiple copies of the same data, which could substantially reduce the consumption of both
network bandwidth and server storage space. ProofOfRetrievability is similar to proof of
storage but offers an extra property that the client can actually recover the data outsourced
to the cloud. Storage class also contains instances of ModificationPolicy, ChunkingPolicy
and DeletionPolicy.

ModicationPolicy defines if the modification to data stored in cloud should go through
approval workflow. Chunking Policy defines attributes for chunking the data before storing
it in cloud, for e.g. chunk size, chunk count, chunk storage on different clouds etc. Dele-
tionPolicy defines how data should be deleted, for e.g. secure wipe, archive and make it

inaccessible to normal users, deleting encryption key only and simple data deletion etc.

AccesslLevel WhitelistedVendors
ADMIN hasCloudProviders
WRITE —
WhitelistedCloudPr
READ oviders
LoggingPolicy AuditPolicy
loglevel auditFrequency
loggingOnOperations auditReportLocation
logFileLocation randomAudit

FIG. 3.6. Oblivious Cloud Ontology classes - AuditPolicy, LoggingPolicy, AccessLevel
WhitelistedCloudProvider and Whitelisted Vendors.
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3.5 AuditPolicy and LoggingPolicy

As shown in figure 3.6, There are two more policies about auditing and logging that
are applied at collection level. AuditPolicy class defines attributes such as frequency of
audit, audit report file location and if random audit should be done or not. LoggingPolicy
class defines log file location, log level such as INFO, ERROR, WARNING etc. Apart from

log level if logging on custom operations is required etc.

3.6 WhitelistedCloudProvider and Whitelisted Vendors

Now a days cloud customers tend to use one or more cloud providers for their enter-
prise needs and migrating existing business to cloud. Cloud vendors help them to do both
tasks, they manage and provide cloud integration services to cloud customers. Whitelisted-
CloudVendors class defines list of cloud vendors who are whitelisted, whereas Whitelist-

edCloudProvider defines list of cloud providers that are whitelisted.

3.7 SWRL Rules

The purpose of having ontology is to determine if there are any constraint violations
in the Oblivious Cloud Storage Manager application. To do so I am using relational data
to ontology mapping tool "TRDBToOnto”, and convert the database instances to RDF file,
I have also wrote a simple java program which takes this RDF generated by RDBToOnto
tool and adds datatype to all the instances (which RDBToOnto does not do on it’s own and
add rules defined in ontology) and then reason over the RDF generated to see if there are
any violations to the rules defined by cloud customer. We have used relational database as
backend of the application as most of the customers still comfortable with using relational

databases at backend of system instead of RDF. So if we synchronize the backend data from
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relational databases to map to a RDF file, so that to verify if all the constraints and policies

are followed. For example, cloud customer may want to have a policy for keyLength prop-

erty as per Collection, for instance documents in HR-Document-Collection to have key

length of 64 whereas UserManual-Collection to have key length of 32. If the user uploads

a document in HR-Document-Collection with key length other than 64, reasoned should

be able to detect this violation of rule. In encryptionPolicy class, if searchable encryption

is selected then encryption must also be symmetric. ORAM is by default searchable so

if searchable is unchecked, it should identify as rule violation. In storagePolicy class if

duplication is unchecked but redundancyCount is more than 1 then it should detect. In

ChunkingPolicy either chunkCount or chunkSize should be used etc.

Below is list of some of the rules defined in ontology -

e If a chunking policy, has defined chunk size then chunk count must not be set, hence
set to -1.

ChunkingPolicy(?x), chunkSize(?x, ?y), swrlb:greaterThan(?y, 0) -; chunkCount(?x,
-1)

If a chunking policy, has defined chunk count then chunk size must not be set, hence
setto -1.

ChunkingPolicy(?x), integer([; 0](?y), chunkCount(?x, ?y) -; chunkSize(?x, -1)

If a chunking policy, has defined chunk count to 1 then chunk on multiple cloud flag
should be false.
ChunkingPolicy(?x), chunkCount(?x, 1) -; chunksOnMultipleCloud(?x, false)

If we want to have custom rule, for example if chunks on multiple cloud is set to true,
then hasChunkInClouds should have specific cloud provider then it can be defined as

below:
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ChunkingPolicy(?x), chunksOnMultipleCloud(?x, true) -;hasChunksOnClouds(?x,

Amazon)

If a Storage policy, has defined redundancy count less than or equal to 1 then dupli-
cation flag should be set to false.

StoragePolicy(?x), redundancyCount(?x, ?z), integer[j=1](?z)-; duplication(?x, false)

If a Storage policy, has defined redundancy count greater than 1 then duplication flag
should be set to true.

StoragePolicy(?x), redundancyCount(?x, ?y), integer[; 1](?y) -;, duplication(?x, true)

If a Encryption policy, has defined searchable encryption flag to true then encryption
type should be set to symmetric.
EncryptionPolicy(?ep), searchableEncryption(?ep, ?s),equal(?s, true)-;encryptionType(?ep,

”symmetric”’)

Cryptoperiod is integer value in days.
KeyManagement(?km), keyType(?km, “Private Authentication Key”) -; cryptope-
riod(?km, 730)

KeyManagement(?km), keyType(?km, “Public Authentication Key”) -; cryptope-
riod(?km, 365)

KeyManagement(?km), keyType(?km, ~’Private Signature Key ) -; cryptoperiod(?km,
1095)

KeyManagement(?km), keyType(?km, ”Symmetric Data Encryption Key”) - cryp-
toperiod(?km, 730)

KeyManagement(?km), keyType(?km, “Private Authorization Key”) -; cryptope-
riod(?km, 730)
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e KeyManagement(?km), keyType(?km, “Public Authorization Key ) -; cryptope-
riod(?km, 730)

e Below is example of custom rule, which defines if modification policy requires ap-
proval then list of approvers must have supervisor.
ModificationPolicy(?mp), approvalRequired(?mp, ?ar), equal(?ar, true) -; hasModi-

ficationApprovers(?mp, SuperVisorGroupl)



Chapter 4

OBLIVIOUS DATA STRUCTURE

The oblivious cloud storage manager application uses an oblivious data structure
(ODS) for map as the back-end to store files. Our colleagues at USNA have designed
and implemented a new ODS map; the system details and experiment results have been
reported in a separate article (31). Here is brief overview the system and it’s useful security

features.

4.1 Brief Overview
The main features that the oblivious map provides are as follows:

e Its a keyword-value map. In other words, it is a data structure where each item
is a (keyword, value) pair, and it supports inserting an item, searching for an item
containing a given keyword, deleting an item containing a given keyword. In our
context, a data item corresponds to a file, with the filename as the keyword and the

file contents as the value.

e [t provides obliviousness. That is, the data structure will ensure that not only the
raw data exchanged between the client and the server but also the client’s pattern

of access to the server storage reveals nothing to the server about the underlying
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data or about the operations the client has performed on them (except the number of
operations performed so far, which is unavoidably revealed simply by the amount of
the network traffic). This a strong privacy guarantee for the client against the server.
This privacy guarantee is meaningful, since its known that the access pattern, even
if the actual data is encrypted, may leak sensitive information about the underlying

stored data, such as keyword search queries or encryption keys (28; 29; 30).

This implementation greatly improved the efficiency of existing ODS maps. The per-
formance of it using Amazon Web Services, and the single-operation time for a realistic
database (up to 2 18 entries) is less than 1 second. This represents a 100x speedup com-

pared to the previous system by Wang et al. (8).

4.2 Security Guarantees

In addition to obliviousness, ODS map system provides other beneficial security guar-
antees. In the cloud storage scenario, obliviousness will protect the clients privacy from
any observer of network traffic or from the cloud server itself. However, if the attacker
compromises the client and obtains critical information such as the encryption keys used
in the ODS, all the sensitive information stored in the cloud will simply be revealed to
the attacker. We call this scenario a catastrophic attack, and it is important to stress that
this attack is quite realistic. The client machine may be stolen or hacked, or it may even
be legally seized due to a subpoena. This ODS system provides the following security

guarantees even against the catastrophic attack:

4.2.1 Bounded History independence:

By inspecting the internal structure of the currently existing data in the cloud after a

catastrophic attack, the attacker may still be able to infer information about which items
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were recently accessed or the likely prior existence of a record even if that record was
previously deleted. However, if an ODS scheme provided perfect history independence,
the catastrophic attacker cannot infer which sequence of operations was applied, among all
the sequences that could have resulted in the current set of the data items. Interestingly,
we show that it is impossible to achieve perfect history independence in our setting with a
computationally limited server (31). This ODS system achieves bounded history indepen-
dence; that is, the internal structure of the map system reveals only the recent operations,

and old operations cannot be inferred by the structure.

4.2.2 Secure deletion:

Given that only bounded history independence is possible, the privacy of deleted data
must be considered. In our system, the catastrophic attacker cannot guess information

about deleted data.

4.3 System Components

Following the previous ODS system by Wang et al. (40), we achieve an ODS by
constructing a tree-based data structure on a non-recursive ORAM. In order to improve
efficiency and provide a better security guarantee, however, we designed a new tree-based
data structure, called HIRB (history-independence randomized b-tree) and a new ORAM

that admits variable size data blocks, called VORAM.

4.3.1 vORAM

The design of VORAM is based on the non-recursive version of Path ORAM (6), but
it adds more flexibility by allowing each ORAM bucket to contain as many variable-size

blocks (or parts of blocks) as the bucket space allows. VORAM preserves obliviousness and
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maintains a small stash as long as the size of variable blocks can be bounded by a geometric
probability distribution. To support secure deletion, it stores encryption keys within each
bucket for its two children, and these keys are re-generated on every access, similarly to

other work on secure deletion (27).

Ei1lkolidy| blkq - hdgl Ly blky 0
header [1 bytes l; bytes

FIG. 4.1. A single vVORAM bucket with partial blocks.

Each node (or bucket) in vVORAM tree is split into two areas: header and data. See
Figure 4.1 for a pictorial description. The header area contains two encryption keys for
the two child buckets. The data area contains a sequence of (possibly partial) blocks, each
preceded by a unique identifier string and the block data length. The end of the data area
is filled with O bits. Each idi uniquely identifies a block and also encodes the path of
buckets along which the block should reside. Partial blocks share the same identifier with
each length 1 indicating how many bytes of the block are stored in that bucket. Recovering
the full block is accomplished by scanning from the stash along the path associated with
id (see Figure 4.2). The main observation is that the irregularity of block sizes can be
smoothed over O(log n) buckets from the vVORAM root to an vVORAM leaf, where n is the
maximum number of blocks that VORAM contains. VORAM is the first ORAM that deals

with variable size blocks, and may be of independent interest.

4.3.2 HIRB

It’s a new data structure, called a HIRB tree (history independent, randomized B-tree),

that satisfies all the aforementioned requirements. Conceptually, it is a fixed height B-tree
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stash

@3] bbb, | [i0,]12] bbbbbobbbbD, |

root bucket

idy | 2| bybs || id, |3 | bybabs || id, | 1] b

idg [ 1] bs || id, | 5| bsbebsbgby

idg | 6 [ bgbsbgbgb,gbyiby,

FI1G. 4.2. A sample vVORAM state with partial blocks with id0, id1, id2, id3: Note that the
partial blocks for idO are opportunistically filled up the vVORAM from leaf to root and then
remaining partial blocks are placed in the stash.

such that when each item is inserted, the level in HIRB tree is determined by log n trials
of (pseudorandom) biased coin flipping where is the block factor. The tree may split or
merge depending on the situation, but it never rotates. The fixed height of the tree, i.e. H
= 1+log n, is very beneficial for efficiency. In particular, every operation visits at most 2H

nodes, which greatly saves on padding costs, compared to previous ODS schemes.



Chapter 5

OBLIVIOUS CLOUD STORAGE MANAGER

Oblivious Cloud Manager Application is web based application, it should be used to
securely store the data on cloud, it validates the data before storing data in oblivious map
data structure defined. It uses a role based access control model and collection based doc-
ument management to store and retrieve data efficiently. With the help of ontology defined
for oblivious cloud storage, it can be used it to detect if there are any contradictions in the
constraints defined by policies in ontology to the data stored using the application. Cloud
consumers can use this system to define oblivious storage policies and manage storage on
untrusted cloud even if they are not familiar with the underlying technology and concepts

of oblivious data structure implementation.

5.1 Architecture

Figure 5.1 shows architecture diagram of the application. Its a web application which
defines the policies enforcement on the documents. User accesses the application using
browser and it has role based access control system for managing User module. User-group
permissions are automatically given to all its users. Application back-end uses relational
database structure which is mapped from the Ontology we have defined in chapter 3. Appli-

cation hosts oblivious data structure (ODS) implementation described in chapter 4. So all
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Untrusted Cloud Infrastructure

>
Data Store

Data Store Data Store

Encrypted
Data blocks

Oblivious Map using V-ORAM

1

1

1

1

I

Policies Enforcement based on !
ontology !
1

1

1

1

1

1

1

1

1

1

1

Oblivious Cloud Document
Manager (Trusted Management
Infrastructure) Access & Key Management

1t 4

Client (browser)

User

FIG. 5.1. Oblivious Cloud Manager Architecture.

the documents are stored using ODS and only encrypted blocks of the file are then sent to
cloud for storage. These blocks do not require any security while communicating to cloud
such as secure FTP connection or anything else as it cannot be encrypted at all without
root-key of VORAM which stays with the application. The application can be deployed
on in house infrastructure of cloud customer or on a trusted private cloud. Oblivious cloud
storage manager uses policies defined in Ontology and stores the documents in ODS only if
all the constraints in ontology are met. This application acts as a client to oblivious storage
system and manages how the data is getting stored on public cloud infrastructure and it
should be hosted on trusted infrastructure such as private cloud or in house infrastructure.

This scenario is similar to that considered by Emil Stefanov and Elaine Shi in ObliviStore:
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High Performance Oblivious Cloud Storage paper (13) and Williams et. al. in their Pri-

vateFS system (12).

. Oblivious Cloud Manager

Welcome. Please log in to continue. logout

g fini \r;ﬁ &
T

="

Access Control ~

Policies -

Collections

Documents

Copyright © ONR, UMBC, USNA

F1G. 5.2. Oblivious Cloud Manager Login Dashboard.

5.2 Design

e Every Document is stored as a part of Collection.

e Document is stored in ODS based on the policies applied to the Collection it belongs

to.

e User-group will have different level of access to Collection such as read or write or

admin.

e User will be assigned to a user-group, so all the permissions to that user-group are

automatically given to the user.
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e Access permissions can be either given to the user-group or to individual user. We
can assign a single user to multiple user-groups, so that s/he can access different

collections (of documents) as per her/his role.

Home Home
Access Control -
Policies ~ Users Policies -
Groups
' Collections
wollections Storage Policies
Documents Docl""ents ACCQSS Per'mISSIOﬂS

F1G. 5.3. Oblivious Cloud Manager Modules.

For example, as a programmer John should have read - write access to a projects
technical specification guide, but should not necessarily have write permissions to that
projects pricing document. As a manager of the project Dave, should have admin access
to all project related collections, so that he can add/edit users, read write documents to all

collections.

5.3 Implementation

It’s a web application developed using Django Framework in Python, HTML, java-

script, jJQu ery for Ul and MySQL database in the back-end. It uses a Model-View-
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Controller design pattern and comes with many in built modules such as administration

module, support and easy migration to various databases.

Oblivious Cloud Manager

Welcome, admin logout

Home > > Documents

Select document to change
Access Control -

Policies ~

userl

Collections Doc 3

Documents

Copyright © ONR, UMBC, USNA

F1G. 5.4. Oblivious Cloud Manager Document Dashboard.

Figure 5.4 illustrates the application dashboard, which has 4 different modules shown
at left panel - Access Control, Policies, Collections and Document modules. Access Con-
trol has two sub modules user and group model. Policies have three sub modules for defin-
ing encryption policy, storage policy and access permission policy for collection and user-
group mapping.

We can view collections as a set of documents. User-group will have access to Collec-
tions. This will be one to many relationship. User-group will have different level of access
permissions on different collections. A mapping of this role based access model will be
stored in access permission sub-module.

Key Management can be deployed using different types of key management mech-
anisms, such as 1) Storing keys in cloud itself using their key management software on

segregated cloud than data cloud. 2) Storing keys at customer trusted infrastructure to
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Home > Filestore > Documents > Add document

Add document

Collection: Project-ABC-Sales * .~ &
Document ABC-Sales-2012-Report
name:

File location:  cloud VORAM

Upload date: Date: 2016-02-03
Time: 20:16:55

Last modified Date: 2016-02-02

date: )

Time: 20:16:57
Added by: admin v |2
Last modified = =--eeeeee v &

by:
Access count: o

Docfile: Choose File | download.pdf

Save and add another Save and continue editing E

FIG. 5.5. Oblivious Cloud Manager Add/Edit Document.

have full access of keys hence data. 3) Hardware based cryptographic storage. 4) Rotating
credentials for enhanced password protection.

Figure 5.9 shows add/change encryption policy form; it has all the fields defined by
the ontology such as encryption algorithm, type, attribute/identity based encryption etc. It
also defines which type of Key Management is supported in this encryption policy. Upon
clicking on add new key Management policy a similar form with details particular to en-
cryption key details and storage pops up. It has fields such as key length, key type, type of
key storage, crypto period etc.

Figure 5.10 shows add/change storage policy form, it has all the fields defined by
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Home > Filestore > Documents
@ Document uploaded in VORAM with access key = b"\x88\xd8\xfd \xf6"\xd9\x85"

© The document "ABC-Sales-2012-Report™ was added successfully.

Select document to change

777777777 v | Go
Document name

ABC-Sales-2012-Report

Tutorial_7
Tutorial_6
Tutorial_5
Tutorial_3
Tutorial_2
tutorial_1
DummyDoc

8 documents

FIG. 5.6. Oblivious Cloud Manager Document Upload message with vVORAM Key (for
demo purpose only).

the ontology such as redundant storage, proof of storage protocol, proof of ownership etc.
It also defines which type of deletion policy, modification policy, and chunking policy is
supported in this storage policy. Upon clicking on add new policy form is generated with
respective details.

Application is Cross-Site Request Forgery (CSRF) safe (25). CSRF is a type of attack
that occurs when a malicious Web site, email, blog, instant message, or program causes a
user’s Web browser to perform an unwanted action on a trusted site for which the user is
currently authenticated. CSRF holds potential to compromise complete web application, if
victim is administrative account. CSRF attacks are target state-changing requests, not theft
of data, since the attacker has no way to see the response to the forged request. With this
though attacker cannot get any data, he is able to execute instructions of his choice which
may have serious security threats. For example, changing email address, transfer or delete

of data.



33

UMBC

AN HONGRS BAVEASITY %

\I,){m \NJ 73

Oblivious Cloud Manager NE

Welcome, admin logout
Home Home » Filestore > Storage policys

Add storage policy +

Access Control - D — LT

Policles ~ [) Storage policy
D Secure Storage

Encryption Policies | [ Redundant storage 2

Storage Policies () Redundant storage 3

Access Permissions | () Simple Storage 1

Collections

Documents

4 storage policys

pvascript:loadContent('filestore/storagepolicy’)

F1G. 5.7. Oblivious Cloud Manager Storage Policy Dashboard.

Home > Filestore » Collections > Add collection
Add collection
Collection I |
name:
Date Date: Today | [
published: Time: | Now | @
Description:
Rootkey: default_root_key
/
EncryptionPol AR
icy:
StoragePolicy | ---eeee- v
Save and addamﬂarl Save and continue editing lm

F1G. 5.8. Oblivious Cloud Manager Add/Edit Collection.



Home » Filestore » Encryption policys » RSA_Strict_Enc_Policy Algorithm: RSA

Change encryption policy

Encryption
policy name:

EncryptionAl
gorithm:

EncryptionType
AttributeBased
Encryption:

IdentityBasedE
ncryption

SearchableEncr
yption:

HardwareBase
dEncryption:

MultiUserSSE:

SsiCertHashing
Algorithm:

Key
management:

RSA_Swict_Enc_Policy

Symmentnc

EMAIL

Key management policy: GeneralKeyManagement-1, Key Length: 32, Crypio Penod: 120 Days j R

# Delete  save and add another Save and continue editing E

FIG. 5.9. Oblivious Cloud Manager Add/Change Encryption Policy.
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ProofOfStorage | ves
WithDeduplicat
on:

hip:

ability

icy:

Home > Filestore > Storage policys > Simple Storage 1

Change storage policy

Storage Simple Storage 1
policy name:
Duplication: No

ProofOfStorage | Every10Days

ProofOfOwWners | NOT REQUIRED
ProofOfRetriev | NOTREQUIRED

DeletionPolicy SecureDeletonPolicy L‘ @

ModificationPol | oneApproverModificasonPolicy ;] @

ChunkingPolicy | schunkpolicy LI L

8 Delete save and add another Save and continue editing E

F1G. 5.10. Oblivious Cloud Manager Add/Change Storage Policy.

Home > Filestore » Chunking policys » Add chunking policy
Add chunking policy

Chunking 3ChunkPolicy
policy name:

ChunkCount 3
ChunkSize

ChunksOnMulti | yes -
pleCloud: J

ChunksOnClo  ==el (-

uds: Radspace || o
Maosok Azure Ji
GoogleClowd |~

Saveandaddanoher | Save and continue ediing E

Home » Filestore » Deletion policys > Add deletion policy

Add deletion policy

Deletion SecureDelesonPobcy
policy name:

ArcheivedAnd| No -
naccessible J

DeleteKeyOnly: | no

SimpleDataDel | no
etion

=]
SecureWipe Yes j
=]

Saveandaddanoher | Save and consinue ediing E
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F1G. 5.11. Oblivious Cloud Manager Add/Change Chunking Policy and Deletion Policy.
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Oblivious Cloud Manager

Mmoo, sdmim g
[ Home » Aythentication snd Authorization » Users
Access Control -
Polickes -
Collections
Documents.

F1G. 5.12. Oblivious Cloud Manager User Dashboard.

Home > Authentication and Authorization > Groups > Add group

Add group
Name: content-admin
Permissions: Available permissions ©
Q,[Filter
‘ admin | log entry | Can add log entry a

admin | log entry | Can change log entry
admin | log entry | Can delete log entry
auth | group | Can add group

auth | group | Can change group

auth | group | Can delete group

auth | permission | Can add per

auth | permission | Can change permission
auth | permission | Can delete permission
auth | user | Can add user

auth | user | Can change user

auth | user | Can delete user

contenttypes | content type | Can add content type

Choose all ©

Hold down "Control”, or "Command"” on a Mac, to select more than one.

(] +]

filestore | collection | Can add coll.
filestore | collection | Can change collection
filestore | collection | Can delete collection

filestore | ds t | Can add d t
filestore | document | Can change document
filestore | d t | Can delete d t

filestore | encryption policy | Can add encryption policy
filestore | encryption policy | Can change encryption policy
filestore | encryption policy | Can delete encryption policy
filestore | key store | Can add key store

filestore | key store | Can change key store

filestore | key store | Can delete key store

filestore | storage policy | Can add storage policy

filestore | storage policy | Can change storage policy

L filestore | storage policy | Can delete storage policy

O Remove all

4

FIG. 5.13. Oblivious Cloud Manager UserGroup assign permissions .



Chapter 6

CONCLUSION

To evaluate our web application we implemented it on a trusted Amazon EC2 instance.
I were successfully able to upload various types of files and store them at a defined file
location obliviously as encrypted blocks of data. Unauthorized users cannot access the
files even if they get access to these encrypted blocks, nor can they learn anything from the
access pattern structure.

I have defined rules to implement security policies using ontology, and have mapped
oblivious cloud manager’s data to create RDF to reason over the data store in oblivious

cloud manager to check if there are any policy violations.

6.1 Future Work

As this part of my thesis I built a system which cloud customers can use to store their

data obliviously in cloud, Future Work for this project can be -

e Synchronizing application with ontology
Integrating ontology and application so that changes in ontology can reflect in appli-

cation as soon as possible.

e Multiple Clouds

37
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Implementing oblivious cloud storage on multiple cloud providers as ontology de-

fines option to store data on multiple clouds for enhanced security.

e Detailing Ontology
Adding details to ontology to expand key management protocols, for example,
keyRegistration, keyDeregistration, keyRevocation are string properties which can

be expanded to new Key Management child classes.

e Hierarchical collection
Implementing hierarchical collection system, so that usergroups can inherit access

permissions to all children collection.

e Configurable Oblivious Data Structure
Modifying ODS to accept various security parameters to store data in it etc. For

example, encryption algorithm, key length etc.

6.2 Conclusion

I have conducted a comprehensive study to review cloud computing security guide-
lines for secure storage and deletion. I have reviewed many oblivious storage algorithms
and their implementations. I used this study to develop a semantically rich ontology to
define policies for oblivious storage. The ontology defines policies for oblivious storage in
cloud that should be in place to detect if there are any constraint violations in the policies
defined by the cloud consumer. I have also developed an easy to use oblivious cloud stor-
age manager application for consumers who are planning to move their data to the cloud
but are hesitant due to security concerns as they may not be aware of the security controls.
I have added various constraints in policies defined in ontology and mapped the applica-

tion back-end data to RDF file and reasoned over it to check if there are any constraint



violations.
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Appendix A

APPENDIX

<?7xml version="1.0"7?>

<IDOCTYPE rdf :RDF [

1>

<IENTITY

<IENTITY

<!ENTITY

<IENTITY

<IENTITY

<!ENTITY
>

<IENTITY

owl “http ://www.w3.0rg/2002/07/owl#” >

swrl “http ://www.w3.0rg/2003/11/swrl#” >

swrlb “http ://www.w3.0rg/2003/11/swrlb#” >

xsd “http ://www.w3.0rg/2001/XMLSchema#” >

rdfs “http ://www.w3.0rg/2000/01/rdf —schema#” >
rdf “http ://www.w3.0rg/1999/02/22 —rdf —syntax —ns#”

obliviouscloud “http ://userpages.umbc.edu/"

vaishall /ontologies/securecloudstorage .owl#” >

40
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<rdf:RDF xmlns="http :// userpages.umbc.edu/" vaishall/
ontologies/securecloudstorage . owl#”
xml:base="http :// userpages .umbc.edu/" vaishall /ontologies/
securecloudstorage .owl”
xmlns: rdf="http ://www.w3.0rg/1999/02/22 —rdf —syntax —ns#”
xmlns:owl="http ://www.w3.0rg/2002/07/owl#”
xmlns: obliviouscloud="http :// userpages .umbc.edu/" vaishall
/ontologies/securecloudstorage .owl#”
xmlns:swrlb="http ://www.w3.0rg/2003/11/swrlb#”
xmlns:swrl="http ://www.w3.0rg/2003/11/swrl#”
xmlns : xsd="http ://www.w3.0rg/2001/XMLSchema#”
xmlns: rdfs="http ://www.w3.0rg/2000/01/rdf —schema#”’>
<owl:Ontology rdf:about="http :// userpages.umbc.edu/"
vaishall /ontologies/securecloudstorage .owl”>
<owl:imports rdf:resource="http ://www.semanticweb.org/
ontologies/2014/5/untitled —ontology —207/>

</owl:Ontology >

<l

LEEEEETEEEr i r e rrr i rrrrrrrrrrrrrg

/1

/1 Object Properties
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/1
LEEEEETEErr i r e rr i r i rrrrrrrrrrrrrg

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasAccessToCollections —>

<owl: ObjectProperty rdf:about="&obliviouscloud;
hasAccessToCollections”>
<rdfs:range rdf:resource="&obliviouscloud; Collection”/>
<rdfs:domain rdf:resource="&obliviouscloud; Usergroup”/ >

</owl: ObjectProperty >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasAuditPolicy —>

<owl:ObjectProperty rdf:about="&obliviouscloud;
hasAuditPolicy”>

<rdfs:range rdf:resource="&obliviouscloud; AuditPolicy”/>
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<rdfs :domain rdf:resource="&obliviouscloud; Collection”/>

</owl: ObjectProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasChunkingPolicy —>

<owl: ObjectProperty rdf:about="&obliviouscloud;
hasChunkingPolicy”>
<rdfs:range rdf:resource="&obliviouscloud; ChunkingPolicy
7>
<rdfs:domain rdf:resource="&obliviouscloud; StoragePolicy
7[>

</owl: ObjectProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasChunksOnClouds —>

<owl: ObjectProperty rdf:about="&obliviouscloud;
hasChunksOnClouds”>
<rdfs:domain rdf:resource="&obliviouscloud;

ChunkingPolicy”/>
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<rdfs:range rdf:resource="&obliviouscloud;
WhitelistedCloudProviders”/>

</owl: ObjectProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasCloudProviders —>

<owl:ObjectProperty rdf:about="&obliviouscloud;
hasCloudProviders”>
<rdfs:range rdf:resource="&obliviouscloud;
WhitelistedCloudProviders”/>
<rdfs:domain rdf:resource="&obliviouscloud;
WhitelistedVendors”/>

</owl: ObjectProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasDeletionPolicy —>

<owl:ObjectProperty rdf:about="&obliviouscloud;
hasDeletionPolicy”>

<rdfs:domain rdf:resource="&obliviouscloud; Collection”/>
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<rdfs:range rdf:resource="&obliviouscloud;DeletionPolicy
’9/>

</owl:ObjectProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasDocuments —>

<owl:ObjectProperty rdf:about="&obliviouscloud;
hasDocuments”>
<rdfs:domain rdf:resource="&obliviouscloud; Collection”/>
<rdfs:range rdf:resource="&obliviouscloud ;Document”/>

</owl: ObjectProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasEncryptionPolicy —>

<owl: ObjectProperty rdf:about="&obliviouscloud;
hasEncryptionPolicy”>
<rdfs :domain rdf:resource="&obliviouscloud; Collection”/>
<rdfs:range rdf:resource="&obliviouscloud;

EncryptionPolicy”/>
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</owl: ObjectProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasFileLocations —>

<owl: ObjectProperty rdf:about="&obliviouscloud;
hasFileLocations”>
<rdfs :domain rdf:resource="&obliviouscloud ; Document”/>

</owl: ObjectProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasKeyManagement —>

<owl: ObjectProperty rdf:about="&obliviouscloud;
hasKeyManagement”>
<rdfs :domain rdf:resource="&obliviouscloud ;
EncryptionPolicy”/>
<rdfs:range rdf:resource="&obliviouscloud ; KeyManagement
7[>

</owl: ObjectProperty >
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<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasLoggingPolicy —>

<owl: ObjectProperty rdf:about="&obliviouscloud;
hasLoggingPolicy”>
<rdfs:domain rdf:resource="&obliviouscloud; Collection”/>
<rdfs:range rdf:resource="&obliviouscloud;LoggingPolicy
7>

</owl: ObjectProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasModificationApprovers —>

<owl: ObjectProperty rdf:about="&obliviouscloud;
hasModificationApprovers”>
<rdfs :domain rdf:resource="&obliviouscloud;
ModificationPolicy”/>
<rdfs:range rdf:resource="&obliviouscloud;User”/>

</owl: ObjectProperty >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasModificationPolicy —>

<owl: ObjectProperty rdf:about="&obliviouscloud;

hasModificationPolicy”>

<rdfs:range rdf:resource="&obliviouscloud;
ModificationPolicy”/>

<rdfs:domain rdf:resource="&obliviouscloud; StoragePolicy
7>

</owl: ObjectProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasPermissions —>

<owl: ObjectProperty rdf:about="&obliviouscloud;

hasPermissions”>

<rdfs:range rdf:resource="&obliviouscloud; AccessLevel”/>
<rdfs:domain rdf:resource="&obliviouscloud; Usergroup”/ >

</owl: ObjectProperty >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasStoragePolicy —>

<owl:ObjectProperty rdf:about="&obliviouscloud;
hasStoragePolicy”>
<rdfs :domain rdf:resource="&obliviouscloud; Collection”/>
<rdfs:range rdf:resource="&obliviouscloud; StoragePolicy
7[>

</owl: ObjectProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hasUsers —>

<owl:ObjectProperty rdf:about="&obliviouscloud;hasUsers”>
<rdfs:range rdf:resource="&obliviouscloud ;User”/>
<rdfs:domain rdf:resource="&obliviouscloud; Usergroup”/ >

</owl: ObjectProperty >

<l—
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/1

// Data properties

/1
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#approvalRequired —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
approvalRequired”>
<rdfs :domain rdf:resource="&obliviouscloud;
ModificationPolicy”/>
<rdfs:range rdf:resource="&xsd;boolean”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#approversListInOrder —>
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<owl: DatatypeProperty rdf:about="&obliviouscloud;
approversListInOrder”>
<rdfs :domain rdf:resource="&obliviouscloud;
ModificationPolicy”/>
<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#attributeBasedEncryption —>

<owl:DatatypeProperty rdf:about="&obliviouscloud;
attributeBasedEncryption”>
<rdfs:isDefinedBy rdf:datatype="&xsd;string”>In public—
key cryptography , a message is encrypted for a
specific receiver using the receiver s public—key,
in Attribute Based Encryption, identity can be set of

values e.g. roles.

User should only be able to decrypt a ciphertext if the
person holds a key for &quot;matching attributes&quot; (
more below) where user keys are always issued by some

trusted party.</rdfs:isDefinedBy>
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<rdfs:domain rdf:resource="&obliviouscloud;
EncryptionPolicy”/>
<rdfs:range rdf:resource="&xsd;string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#auditPeriod —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
auditPeriod”>
<rdfs:domain rdf:resource="&obliviouscloud; AuditPolicy
7>
<rdfs:range rdf:resource="&xsd;integer”/>

</owl:DatatypeProperty >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#author —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;author”>
<rdfs:domain rdf:resource="&obliviouscloud ;Document”/>

<rdfs:range rdf:resource="&xsd; string”/>
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</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#blockSize —>

<owl: DatatypeProperty rdf:about="&obliviouscloud ;blockSize
7>
<rdfs:isDefinedBy rdf:datatype="&xsd;string”>Block size
in KB</rdfs:isDefinedBy>
<rdfs:domain rdf:resource="&obliviouscloud;
ChunkingPolicy”/>
<rdfs:range rdf:resource="&xsd;long”/>

</owl: DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#chunkCount —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
chunkCount”>
<rdfs :domain rdf:resource="&obliviouscloud;

ChunkingPolicy”/>
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<rdfs:range rdf:resource="&xsd;integer”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#chunkSize —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;chunkSize

2

>

<rdfs:domain rdf:resource="&obliviouscloud;
ChunkingPolicy”/>

<rdfs:range rdf:resource="&xsd;integer”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#chunksOnMultipleCloud —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
chunksOnMultipleCloud”>
<rdfs :domain rdf:resource="&obliviouscloud;
ChunkingPolicy”/>

<rdfs:range rdf:resource="&xsd;boolean”/>
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</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#cloudAuditor —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;

cloudAuditor”>

<rdfs:domain rdf:resource="&obliviouscloud ; AuditPolicy
’7/>
<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#collectionDescription —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;

collectionDescription”>

<rdfs :domain rdf:resource="&obliviouscloud; Collection”/>
<rdfs:range rdf:resource="&xsd;string”/>

</owl:DatatypeProperty >
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<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#collectionld —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
collectionld”>
<rdfs:domain rdf:resource="&obliviouscloud; Collection”/>
<rdfs:range rdf:resource="&xsd;long”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#collectionName —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
collectionName”>
<rdfs :domain rdf:resource="&obliviouscloud; Collection”/>
<rdfs:range rdf:resource="&xsd;string”/>

</owl:DatatypeProperty >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#cryptoperiod —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
cryptoperiod”>
<rdfs:isDefinedBy rdf:datatype="&xsd;string”>The time 1in
days span during which a specific key is authorized

for use by legitimate

entities , or the keys for a given system will remain in

effect </rdfs:isDefinedBy >

<rdfs:domain rdf:resource="&obliviouscloud ; KeyManagement

’,/>

<rdfs:range rdf:resource="&xsd;integer”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#docld —>

<owl: DatatypeProperty rdf:about="&obliviouscloud ;docld”>
<rdfs :domain rdf:resource="&obliviouscloud ; Document”/>
<rdfs:range rdf:resource="&xsd;long”/>

</owl:DatatypeProperty >
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<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#docTitle —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;docTitle
”>
<rdfs:domain rdf:resource="&obliviouscloud ; Document”/>

<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#docUploadDate —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
docUploadDate”>
<rdfs :domain rdf:resource="&obliviouscloud ; Document”/>
<rdfs:range rdf:resource="&xsd;dateTime”/>

</owl:DatatypeProperty >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#duplication —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
duplication”>
<rdfs:domain rdf:resource="&obliviouscloud; StoragePolicy
7[>
<rdfs:range rdf:resource="&xsd;boolean”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#encryptionAlgorithm —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
encryptionAlgorithm”>
<rdfs:domain rdf:resource="&obliviouscloud;
EncryptionPolicy”/>
<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >



<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#encryptionType —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;

encryptionType”>

<rdfs:comment rdf:datatype="&xsd;string”>example,
hardware encryption.</rdfs:comment>

<rdfs:domain rdf:resource="&obliviouscloud;
EncryptionPolicy”/>

<rdfs:range rdf:resource="&xsd;string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hardwareBasedAuthenticator —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;

hardwareBasedAuthenticator”>

<rdfs :domain rdf:resource="&obliviouscloud ;

EncryptionPolicy”/>

<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

60
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#hardwareBasedKeyStorage —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;

hardwareBasedKeyStorage”>

<rdfs:domain rdf:resource="&obliviouscloud ; KeyManagement

”/>

<rdfs:range rdf:resource="&xsd;boolean”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#identityBasedEncryption —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;

identityBasedEncryption”>

<rdfs:isDefinedBy rdf:datatype="&xsd;string”>In public—

key cryptography , a message is encrypted for a

specific receiver using the receiver s public—key,
in Identity Based Encryption, identity to be an
arbitrary string, e.g., the email address of the

receiver.</rdfs:isDefinedBy >
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<rdfs:domain rdf:resource="&obliviouscloud;

EncryptionPolicy”/>

<rdfs:range rdf:resource="&xsd;string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#keyBackupProtocol —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;

keyBackupProtocol”>

<rdfs:domain rdf:resource="&obliviouscloud ; KeyManagement

,7/>

<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#keyDeregistration —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;

keyDeregistration”>
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<rdfs:domain rdf:resource="&obliviouscloud ; KeyManagement
’9/>
<rdfs:range rdf:resource="&xsd;string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#keyDestructionProtocol —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
keyDestructionProtocol”>
<rdfs:domain rdf:resource="&obliviouscloud ; KeyManagement
7>
<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#keyLength —>

<owl: DatatypeProperty rdf:about="&obliviouscloud ;keyLength

2

>
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<rdfs:domain rdf:resource="&obliviouscloud ; KeyManagement
7>
<rdfs:range rdf:resource="&xsd;integer”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#keyRecoveryProtocol —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
keyRecoveryProtocol”>
<rdfs:domain rdf:resource="&obliviouscloud ; KeyManagement
7>
<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#keyRegistration —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;

keyRegistration”>
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<rdfs:domain rdf:resource="&obliviouscloud ; KeyManagement
’9/>
<rdfs:range rdf:resource="&xsd;string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#keyRevocationProtocol —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
keyRevocationProtocol”>
<rdfs:domain rdf:resource="&obliviouscloud ; KeyManagement
7>
<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#keyType —>

<owl: DatatypeProperty rdf:about="&obliviouscloud ;keyType”>
<rdfs:comment rdf:datatype="&xsd;string”>private , public

, symmentric, asymmentric etc.
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[encryption key, authentication key, signature key, master
key, transport key, agreement key, wrapping key]</rdfs:
comment>
<rdfs:domain rdf:resource="&obliviouscloud ; KeyManagement

7>
<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#lastUpdated —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
lastUpdated”>
<rdfs :domain rdf:resource="&obliviouscloud ; Document”/>
<rdfs:range rdf:resource="&xsd;dateTime”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#lastUpdatedBy —>
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<owl: DatatypeProperty rdf:about="&obliviouscloud;
lastUpdatedBy”>
<rdfs :domain rdf:resource="&obliviouscloud ; Document”/>
<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#logginglevel —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
loggingLevel”>
<rdfs:domain rdf:resource="&obliviouscloud;LoggingPolicy
7>
<rdfs:range rdf:resource="&xsd;string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#loggingOnOperations —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;

loggingOnOperations”>
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<rdfs:domain rdf:resource="&obliviouscloud;LoggingPolicy
’9/>
<rdfs:range rdf:resource="&xsd;string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#multiuserSSE —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
multiuserSSE”>
<rdfs :domain rdf:resource="&obliviouscloud ;
EncryptionPolicy”/>
<rdfs:range rdf:resource="&xsd;boolean”/>

</owl:DatatypeProperty >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#password —>

<owl: DatatypeProperty rdf:about="&obliviouscloud ;password

2

>

<rdfs:domain rdf:resource="&obliviouscloud ; User”/>
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<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#proofOfOwnership —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
proofOfOwnership”>
<rdfs:domain rdf:resource="&obliviouscloud; StoragePolicy
7>
<rdfs:range rdf:resource="&xsd;string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#proofOfRetrievability —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
proofOfRetrievability”>
<rdfs:domain rdf:resource="&obliviouscloud; StoragePolicy
7>

<rdfs:range rdf:resource="&xsd; string”/>
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</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#proofOfStorage —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
proofOfStorage”>
<rdfs:domain rdf:resource="&obliviouscloud; StoragePolicy
7>
<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/
securecloudstorage .owl#proofOfStorageWithDeduplication

—>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
proofOfStorageWithDeduplication”>
<rdfs:domain rdf:resource="&obliviouscloud; StoragePolicy
7>

<rdfs:range rdf:resource="&xsd; string”/>
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</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#randomAudit —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
randomAudit”>
<rdfs:domain rdf:resource="&obliviouscloud; AuditPolicy
7>
<rdfs:range rdf:resource="&xsd;boolean”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#redundancyCount —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
redundancyCount”>
<rdfs:domain rdf:resource="&obliviouscloud; StoragePolicy
7>
<rdfs:range rdf:resource="&xsd;integer”/>

</owl: DatatypeProperty >



72

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#searchableEncryption —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
searchableEncryption”>
<rdfs :domain rdf:resource="&obliviouscloud;
EncryptionPolicy”/>
<rdfs:range rdf:resource="&xsd;boolean”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#sslCertHashingAlgorithm —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;
sslCertHashingAlgorithm”>
<rdfs:domain rdf:resource="&obliviouscloud;
EncryptionPolicy”/>
<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >
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<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#userEmail —>

<owl: DatatypeProperty rdf:about="&obliviouscloud ;userEmail
”>
<rdfs:domain rdf:resource="&obliviouscloud;User”/>

<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#userld —>

<owl: DatatypeProperty rdf:about="&obliviouscloud ;userld”>
<rdfs:domain rdf:resource="&obliviouscloud ;User”/>
<rdfs:range rdf:resource="&xsd;long”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#userName —>
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<owl: DatatypeProperty rdf:about="&obliviouscloud ;userName
7>
<rdfs :domain rdf:resource="&obliviouscloud ; User”/>
<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#usergroupld —>

<owl:DatatypeProperty rdf:about="&obliviouscloud;
usergroupld”>
<rdfs:domain rdf:resource="&obliviouscloud; Usergroup”/ >
<rdfs:range rdf:resource="&xsd;long”/>

</owl:DatatypeProperty >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#usergroupName —>

<owl: DatatypeProperty rdf:about="&obliviouscloud;

usergroupName”>
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<rdfs:domain rdf:resource="&obliviouscloud; Usergroup”/ >

<rdfs:range rdf:resource="&xsd; string”/>

</owl:DatatypeProperty >

<l—

LHETEEEEEE i r i rrr i i i r b r b r i r i rrrrrrirg

//
// Classes
//

LEEETETEEEr i r i r i rrrrrrrrrrrrg

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage . owl#ADMIN —>

<owl:Class rdf:about="&obliviouscloud ;ADMIN’>
<rdfs:subClassOf rdf:resource="&obliviouscloud;

AccessLevel”/>
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</owl:Class>

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#AccessLevel —>

<owl:Class rdf:about="&obliviouscloud; AccessLevel”/>

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#AuditPolicy —>

<owl:Class rdf:about="&obliviouscloud; AuditPolicy”/>

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#ChunkingPolicy —>

<owl:Class rdf:about="&obliviouscloud ; ChunkingPolicy”>
<rdfs :subClassOf rdf:resource="&obliviouscloud;
StoragePolicy”/>

</owl:Class >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#Collection —>

<owl:Class rdf:about="&obliviouscloud; Collection”/>

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#DeletionPolicy —>

<owl: Class rdf:about="&obliviouscloud; DeletionPolicy”>
<rdfs:subClassOf rdf:resource="&obliviouscloud;
StoragePolicy”/>

</owl:Class >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#Document —>

<owl:Class rdf:about="&obliviouscloud ; Document”/>
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<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#EncryptionPolicy —>

<owl:Class rdf:about="&obliviouscloud; EncryptionPolicy”/>

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#KeyManagement —>

<owl:Class rdf:about="&obliviouscloud ; KeyManagement”>
<rdfs:subClassOf rdf:resource="&obliviouscloud;
EncryptionPolicy”/>

</owl:Class >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#LoggingPolicy —>

<owl:Class rdf:about="&obliviouscloud;LoggingPolicy”>
<rdfs:subClassOf rdf:resource="&obliviouscloud;

StoragePolicy”/>
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</owl:Class>

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#ModificationPolicy —>

<owl:Class rdf:about="&obliviouscloud; ModificationPolicy”>
<rdfs :subClassOf rdf:resource="&obliviouscloud;
StoragePolicy”/>

</owl:Class>

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage . owl#READ —>

<owl:Class rdf:about="&obliviouscloud ;READ”>
<rdfs :subClassOf rdf:resource="&obliviouscloud;
AccessLevel”/>

</owl:Class>
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#StoragePolicy —>

<owl:Class rdf:about="&obliviouscloud; StoragePolicy”/>

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#User —>

<owl:Class rdf:about="&obliviouscloud ; User”/>

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#Usergroup —>

<owl: Class rdf:about="&obliviouscloud; Usergroup”/ >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage . owl#WRITE —>

<owl:Class rdf:about="&obliviouscloud ; WRITE’>
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<rdfs:subClassOf rdf:resource="&obliviouscloud;
AccessLevel”/>

</owl:Class >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#WhitelistedCloudProviders —>

<owl:Class rdf:about="&obliviouscloud;

WhitelistedCloudProviders”>

<rdfs:comment rdf:datatype="&xsd;string”>This is
contains list of whitelisted cloud providers, that is
only approved and trusted cloud providers that
client wants to work with. If multi—cloud or vendor
based solution 1is used then all cloud providers in
the vendor solution should be whitelisted.</rdfs:
comment>

</owl:Class >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#WhitelistedVendors —>
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<owl:Class rdf:about="&obliviouscloud; WhitelistedVendors”>
<rdfs:comment rdf:datatype="&xsd;string”>This is
contains list of whitelisted vendors, that is only
approved and trusted vendors that client wants to
work with.</rdfs:comment>

</owl:Class >

<l—
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//
// Individuals
//
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage . owl#Amazon —>
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<owl: NamedIndividual rdf:about="&obliviouscloud ; Amazon”>
<rdf:type rdf:resource="&obliviouscloud;
WhitelistedCloudProviders”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#ArchivedAndInaccessible —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
ArchivedAndInaccessible”>
<rdf:type rdf:resource="&obliviouscloud;DeletionPolicy
7>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#BiweeklyAudit —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
BiweeklyAudit”>

<rdf:type rdf:resource="&obliviouscloud ; AuditPolicy”/>
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<auditPeriod rdf:datatype="&xsd;integer”>15</auditPeriod
>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#ClientSideKeySore —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
ClientSideKeySore”>
<rdf:type rdf:resource="&obliviouscloud ; KeyManagement”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#Cloud9Vendor —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
Cloud9Vendor”>
<rdf:type rdf:resource="&obliviouscloud;
WhitelistedVendors”/>
<hasCloudProviders rdf:resource="&obliviouscloud ; Amazon

’,/>
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<hasCloudProviders rdf:resource="&obliviouscloud;
MicrosoftAzure”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#ComputeServerStorage —>

<owl: NamedIndividual rdf:about="&obliviouscloud;

ComputeServerStorage”>

<rdf:type rdf:resource="&obliviouscloud; StoragePolicy”/>
<redundancyCount rdf:datatype="&xsd;long”’>1</
redundancyCount>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage . owl#DEBUG —>

<owl: NamedIndividual rdf:about="&obliviouscloud ;DEBUG >
<rdf:type rdf:resource="&obliviouscloud;LoggingPolicy”/>

</owl: NamedIndividual >
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<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#DeleteKeyOnly —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
DeleteKeyOnly”>
<rdf:type rdf:resource="&obliviouscloud; DeletionPolicy
7>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage . owl#ERROR —>

<owl: NamedIndividual rdf:about="&obliviouscloud ;ERROR”>
<rdf:type rdf:resource="&obliviouscloud;LoggingPolicy”/>

</owl: NamedIndividual >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#EncryptedCloudKeyStore —>



87

<owl: NamedIndividual rdf:about="&obliviouscloud;
EncryptedCloudKeyStore”>
<rdf:type rdf:resource="&obliviouscloud ;KeyManagement”/>
<keyLength rdf:datatype="&xsd;integer”>32</keyLength>
<keyType rdf:datatype="&xsd;string”’>asymmetric </keyType>

</owl: NamedIndividual >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#ExtraSecureKeyStore —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
ExtraSecureKeyStore”>
<rdf:type rdf:resource="&obliviouscloud ; KeyManagement”/>
<keyLength rdf:datatype="&xsd;integer”>64</keyLength>
<keyType rdf:datatype="&xsd; string”’>symmentric </keyType>
<hardwareBasedKeyStorage rdf:datatype="&xsd;boolean”>
true </hardwareBasedKeyStorage >

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage . owl#HR —>
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<owl: NamedIndividual rdf:about="&obliviouscloud ;HR”>
<rdf:type rdf:resource="&obliviouscloud ; Usergroup”/>
<usergroupName rdf:datatype="&xsd;string”>HR</
usergroupName >

</owl: NamedIndividual >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#Lenient EP —>

<owl: NamedIndividual rdf:about="&obliviouscloud ;Lenient_EP
7>

<rdf:type rdf:resource="&obliviouscloud; EncryptionPolicy
7>

<encryptionAlgorithm rdf:datatype="&xsd;string”>Tiny
Encryption Algo</encryptionAlgorithm >

<searchableEncryption rdf:datatype="&xsd;boolean”>true </
searchableEncryption>

<hasKeyManagement rdf:resource="&obliviouscloud;

ClientSideKeySore”/>

</owl: NamedIndividual >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#MicrosoftAzure —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
MicrosoftAzure”>
<rdf:type rdf:resource="&obliviouscloud;
WhitelistedCloudProviders”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#ModifyWithApproval —>

<owl: NamedIndividual rdf:about="&obliviouscloud;

ModifyWithApproval”>

<rdf:type rdf:resource="&obliviouscloud;
ModificationPolicy”/>

<approvalRequired rdf:datatype="&xsd;boolean”>true </
approvalRequired >

<hasModificationApprovers rdf:resource="&obliviouscloud;
UserGroupl™”/>

</owl: NamedIndividual >
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<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#MonthlyAudit —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
MonthlyAudit”>
<rdf:type rdf:resource="&obliviouscloud ; AuditPolicy”/>
<auditPeriod rdf:datatype="&xsd;integer”>30</auditPeriod
>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage . owl#NoChunking —>

<owl: NamedIndividual rdf:about="&obliviouscloud ; NoChunking
7>
<rdf:type rdf:resource="&obliviouscloud ; ChunkingPolicy
7[>
<chunkCount rdf:datatype="&xsd;integer”>1</chunkCount>

</owl: NamedIndividual >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage . owl#RSA _moderate_EP —>

<owl: NamedIndividual rdf:about="&obliviouscloud;

RSA_moderate _EP”>

<rdf:type rdf:resource="&obliviouscloud; EncryptionPolicy
7[>

<attributeBasedEncryption rdf:datatype="&xsd;string”>NA
</attributeBasedEncryption >

<encryptionAlgorithm rdf:datatype="&xsd; string”>RSA</
encryptionAlgorithm >

<encryptionType rdf:datatype="&xsd;string”>asymmetric </
encryptionType >

<identityBasedEncryption rdf:datatype="&xsd; string”>
email </identityBasedEncryption >

<searchableEncryption rdf:datatype="&xsd;boolean”>false
</searchableEncryption >

<hasKeyManagement rdf:resource="&obliviouscloud;
EncryptedCloudKeyStore”/>

</owl: NamedIndividual >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#RandomAudit —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
RandomAudit”>
<rdf:type rdf:resource="&obliviouscloud; AuditPolicy”/>
<randomAudit rdf:datatype="&xsd;boolean”>true </
randomAudit>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#SecureWipe —>

<owl: NamedIndividual rdf:about="&obliviouscloud ;SecureWipe
7>

<rdf:type rdf:resource="&obliviouscloud;DeletionPolicy
7>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#SimpleDataDeletion —>
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<owl: NamedIndividual rdf:about="&obliviouscloud:;
SimpleDataDeletion”>
<rdf:type rdf:resource="&obliviouscloud;DeletionPolicy
7>

</owl: NamedIndividual >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#SimpleStorage2 —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
SimpleStorage2”>
<rdf:type rdf:resource="&obliviouscloud; StoragePolicy”/>
<redundancyCount rdf:datatype="&xsd;integer”’>2</
redundancyCount>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#SimplyModify —>
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<owl: NamedIndividual rdf:about="&obliviouscloud;
SimplyModify”>
<rdf:type rdf:resource="&obliviouscloud;
ModificationPolicy”/>
<approvalRequired rdf:datatype="&xsd;boolean”>false </
approvalRequired >

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#Strict_ EP —>

<owl: NamedIndividual rdf:about="&obliviouscloud; Strict_EP
>

<rdf:type rdf:resource="&obliviouscloud;EncryptionPolicy
7>

<encryptionAlgorithm rdf:datatype="&xsd; string”>RSA</
encryptionAlgorithm >

<encryptionType rdf:datatype="&xsd;string”>Symmetric </
encryptionType >

<multiuserSSE rdf:datatype="&xsd;boolean”>true </
multiuserSSE >

<hasKeyManagement rdf:resource="&obliviouscloud;

ExtraSecureKeyStore”/>
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</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#SuperVisorGroupl —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
SuperVisorGroupl”>
<rdf:type rdf:resource="&obliviouscloud ; Usergroup”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#Supervisorl —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
Supervisorl”>
<rdf:type rdf:resource="&obliviouscloud ;User”/>
<userEmail rdf:datatype="&xsd;string”>supervisorl @onr.
com</userEmail >

</owl: NamedIndividual >



96

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#Userl —>

<owl: NamedIndividual rdf:about="&obliviouscloud ;Userl”>
<rdf:type rdf:resource="&obliviouscloud ; User”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#User2 —>

<owl: NamedIndividual rdf:about="&obliviouscloud ; User2”>
<rdf:type rdf:resource="&obliviouscloud;User”/>

</owl: NamedIndividual >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage . owl#UserGroupl —>

<owl:NamedIndividual rdf:about="&obliviouscloud ; UserGroupl

2

>

<rdf:type rdf:resource="&obliviouscloud ; Usergroup”/>
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<hasUsers rdf:resource="&obliviouscloud ; Userl”/>

<hasUsers rdf:resource="&obliviouscloud ; User2”/>

<hasAccessToCollections rdf:resource="&obliviouscloud ;cl
7>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#UserHelpCollection —>

<owl: NamedIndividual rdf:about="&obliviouscloud;

UserHelpCollection”>

<rdf:type rdf:resource="&obliviouscloud; Collection”/>

<collectionld rdf:datatype="&xsd;long”>99999</
collectionld >

<collectionDescription rdf:datatype="&xsd; string”>This
collection holds user help documents. </
collectionDescription >

<collectionName rdf:datatype="&xsd;string”>
UserHelpCollection </collectionName >

<hasDeletionPolicy rdf:resource="&obliviouscloud;
DeleteKeyOnly”/>

<hasLoggingPolicy rdf:resource="&obliviouscloud ;ERROR”/>
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<hasEncryptionPolicy rdf:resource="&obliviouscloud;
RSA _moderate _EP”/>

<hasAuditPolicy rdf:resource="&obliviouscloud;
RandomAudit”/>

<hasStoragePolicy rdf:resource="&obliviouscloud;
SimpleStorage2”/>

<hasDocuments rdf:resource="&obliviouscloud ; UserHelpDocl
7[>

<hasDocuments rdf:resource="&obliviouscloud ; UserHelpDoc2
7>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#UserHelpDocl —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
UserHelpDocl”>
<rdf:type rdf:resource="&obliviouscloud ;Document”/>

</owl: NamedIndividual >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#UserHelpDoc2 —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
UserHelpDoc2”>
<rdf:type rdf:resource="&obliviouscloud ;Document”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage . owl#WARN —>

<owl: NamedIndividual rdf:about="&obliviouscloud ;WARN’ >
<rdf:type rdf:resource="&obliviouscloud;LoggingPolicy”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#WeeklyAudit —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
WeeklyAudit”>

<rdf:type rdf:resource="&obliviouscloud ; AuditPolicy”/>
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<auditPeriod rdf:datatype="&xsd;integer”>7</auditPeriod >

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#adminAccess —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
adminAccess”>
<rdf:type rdf:resource="&obliviouscloud ; AccessLevel”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#adminGroup —>

<owl:NamedIndividual rdf:about="&obliviouscloud ;adminGroup
7>
<rdf:type rdf:resource="&obliviouscloud ;Usergroup”/>
<usergroupld rdf:datatype="&xsd;long”>1</usergroupld>
<usergroupName rdf:datatype="&xsd; string”>adminGroup </
usergroupName >

</owl: NamedIndividual >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#cl —>

<owl: NamedIndividual rdf:about="&obliviouscloud;cl”>

<rdf:type rdf:resource="&obliviouscloud; Collection”/>

<collectionld rdf:datatype="&xsd;long”>123456</
collectionld >

<collectionDescription rdf:datatype="&xsd; string”>This
is sample collection </collectionDescription >

<collectionName rdf:datatype="&xsd;string”>
sampleCollection </collectionName >

<hasAuditPolicy rdf:resource="&obliviouscloud;
BiweeklyAudit”/>

<hasStoragePolicy rdf:resource="&obliviouscloud;
ComputeServerStorage”/ >

<hasEncryptionPolicy rdf:resource="&obliviouscloud;
RSA _moderate EP”/>

<hasDeletionPolicy rdf:resource="&obliviouscloud;
SecureWipe”/>

<hasLoggingPolicy rdf:resource="&obliviouscloud ;WARN"/>

<hasDocuments rdf:resource="&obliviouscloud ;d1”/>

</owl: NamedIndividual >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#dl —>

<owl: NamedIndividual rdf:about="&obliviouscloud;d1”>

<rdf:type rdf:resource="&obliviouscloud ; Document”/>

<docld rdf:datatype="&xsd;long”>12345</docld>

<docUploadDate rdf:datatype="&xsd;dateTime”>2014—-09-23
T23:03:11Z</docUploadDate >

<author rdf:datatype="&xsd;string”>ABC</author>

<docTitle rdf:datatype="&xsd;string”>Sample Document DI
</docTitle >

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#modifyAccess —>

<owl: NamedIndividual rdf:about="&obliviouscloud;

modifyAccess”>

<rdf:type rdf:resource="&obliviouscloud ; AccessLevel”/>

</owl: NamedIndividual >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#readAccess —>

<owl: NamedIndividual rdf:about="&obliviouscloud;readAccess
”>
<rdf:type rdf:resource="&obliviouscloud; AccessLevel”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#rootUser —>

<owl: NamedIndividual rdf:about="&obliviouscloud;rootUser”>
<rdf:type rdf:resource="&obliviouscloud ;User”/>
<userld rdf:datatype="&xsd;long”>1</userld>
<userEmail rdf:datatype="&xsd;string”>root@onr.com</
userEmail >
<userName rdf:datatype="&xsd;string”>rootUser </userName>

</owl: NamedIndividual >
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<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#splitln256kb —>

<owl: NamedIndividual rdf:about="&obliviouscloud;
splitIn256kb”>
<rdf:type rdf:resource="&obliviouscloud ; ChunkingPolicy
7[>
<chunkSize rdf:datatype="&xsd;integer”>256</chunkSize>
<chunksOnMultipleCloud rdf:datatype="&xsd;boolean”>true
</chunksOnMultipleCloud >

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#splitln3 —>

<owl:NamedIndividual rdf:about="&obliviouscloud;splitln3”>
<rdf:type rdf:resource="&obliviouscloud ; ChunkingPolicy
7[>
<chunkCount rdf:datatype="&xsd;integer”>3</chunkCount>
<hasChunksOnClouds rdf:resource="&obliviouscloud ; Amazon

,7/>



105

<hasChunksOnClouds rdf:resource="&obliviouscloud;
MicrosoftAzure”/>

</owl: NamedIndividual >

<!—— http :// userpages.umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#superCollection —>

<owl: NamedIndividual rdf:about="&obliviouscloud;

superCollection”>

<rdf:type rdf:resource="&obliviouscloud; Collection”/>

<collectionld rdf:datatype="&xsd;long”>1</collectionld >

<collectionDescription rdf:datatype="&xsd; string”>This
is System Generated root level collection.</
collectionDescription >

<collectionName rdf:datatype="&xsd;string”>
superCollection </collectionName >

<hasDocuments rdf:resource="&obliviouscloud ;d1”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#superUserGroup —>
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<owl: NamedIndividual rdf:about="&obliviouscloud:;

superUserGroup”>

<rdf:type rdf:resource="&obliviouscloud ; Usergroup”/>

<usergroupld rdf:datatype="&xsd;long”>1</usergroupld >

<usergroupName rdf:datatype="&xsd; string”>superUserGroup
</usergroupName >

<hasUsers rdf:resource="&obliviouscloud;rootUser”/>

<hasAccessToCollections rdf:resource="&obliviouscloud ;
superCollection”/>

</owl: NamedIndividual >

<!—— http :// userpages .umbc.edu/" vaishall /ontologies/

securecloudstorage .owl#test_class_2_inst —>

<owl: NamedIndividual rdf:about="&obliviouscloud;

test_class_2_inst”/>

<l—
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/1

/1l Rules

/1
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<rdf:Description rdf:about="urn:swrl#x’>
<rdf:type rdf:resource="&swrl; Variable”/>

</rdf:Description >

<rdf:Description rdf:about="urn:swrl#y”’>
<rdf:type rdf:resource="&swrl; Variable”/>

</rdf:Description >

<rdf:Description rdf:about="urn:swrl#ep’>
<rdf:type rdf:resource="&swrl; Variable”/>

</rdf:Description >

<rdf:Description rdf:about="urn:swrl#s”’>
<rdf:type rdf:resource="&swrl; Variable”/>

</rdf:Description >

<rdf:Description rdf:about="urn:swrl#z”>
<rdf:type rdf:resource="&swrl; Variable”/>

</rdf:Description >

<rdf:Description rdf:about="urn:swrl#et”>
<rdf:type rdf:resource="&swrl; Variable”/>

</rdf:Description >
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<rdf:Description rdf:about="urn:swrl#mp’>
<rdf:type rdf:resource="&swrl; Variable”/>
</rdf:Description >
<rdf:Description rdf:about="urn:swrl#ar”>
<rdf:type rdf:resource="&swrl; Variable”/>
</rdf:Description >
<rdf:Description>
<rdf:type rdf:resource="&swrl;Imp”/>
<swrl :head>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf: first>
<rdf:Description >
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom™/>
<swrl:argument2 rdf:datatype="&xsd;integer’>—-1</
swrl:argument2>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ; chunkSize”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf:Description >
</rdf:first>
</rdf:Description >

</swrl :head>
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<swrl :body>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf: first>
<rdf:Description >
<rdf:type rdf:resource="&swrl;ClassAtom”/>
<swrl:classPredicate rdf:resource="&
obliviouscloud ; ChunkingPolicy”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf :Description >
</rdf: first >
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;DataRangeAtom
7>
<swrl:argumentl rdf:resource="urn:swrl#y”/>
<swrl:dataRange>
<rdfs:Datatype>
<owl:onDatatype rdf:resource="&xsd;
integer”/>
<owl: withRestrictions rdf:parseType="

Collection”>
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<rdf:Description>
<xsd: minExclusive rdf:datatype="&xsd
;integer”>0</xsd : minExclusive >
</rdf:Description >
</owl: withRestrictions >
</rdfs:Datatype>
</swrl:dataRange>
</rdf:Description >
</rdf: first >
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf:first>
<rdf:Description >
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ; chunkCount”/>
<swrl:argumentl rdf:resource="urn:swrl#x
7>
<swrl:argument2 rdf:resource="urn:swrl#y
7>
</rdf:Description >

</rdf: first >
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</rdf:Description >
</rdf:rest>
</rdf :Description >
</rdf:rest>
</rdf:Description >
</swrl :body>
</rdf:Description >
<rdf:Description >
<rdf:type rdf:resource="&swrl;Imp”/>
<swrl :body>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf: first>
<rdf:Description >
<rdf:type rdf:resource="&swrl;ClassAtom”/>
<swrl:classPredicate rdf:resource="&
obliviouscloud ; ChunkingPolicy”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf:Description >
</rdf:first>
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>

<rdf: first>
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<rdf:Description>
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:argument2 rdf:datatype="&xsd;integer
”>1</swrl:argument2>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ; chunkCount”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf:Description >
</rdf:first>
</rdf:Description >
</rdf:rest>
</rdf:Description >
</swrl :body>
<swrl :head>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:argument2 rdf:datatype="&xsd;boolean”>

false </swrl:argument2>
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<swrl:propertyPredicate rdf:resource="&
obliviouscloud ; chunksOnMultipleCloud”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf :Description >
</rdf: first >
</rdf:Description >
</swrl :head>
</rdf:Description >
<rdf:Description>
<rdf:type rdf:resource="&swrl;Imp”/>
<swrl :body>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest>
<rdf:Description >
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:argument2 rdf:datatype="&xsd;boolean”>
true </swrl:argument2 >
<swrl:propertyPredicate rdf:resource="&

obliviouscloud ; chunksOnMultipleCloud”/>
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<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf:Description >
</rdf:first>
</rdf :Description >
</rdf:rest>
<rdf: first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;ClassAtom”/>
<swrl:classPredicate rdf:resource="&
obliviouscloud ; ChunkingPolicy”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf:Description >
</rdf:first>
</rdf:Description >
</swrl :body>
<swrl :head>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf: first>
<rdf:Description >
<rdf:type rdf:resource="&swrl;
IndividualPropertyAtom”/>
<swrl:argument2 rdf:resource="&obliviouscloud;

Amazon”/ >
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<swrl:propertyPredicate rdf:resource="&
obliviouscloud ; hasChunksOnClouds”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf :Description >
</rdf: first >
</rdf:Description >
</swrl :head>
</rdf:Description >
<rdf:Description>
<rdf:type rdf:resource="&swrl;Imp”/>
<swrl :head>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;
IndividualPropertyAtom”/>
<swrl:argument2 rdf:resource="&obliviouscloud ;
SuperVisorGroupl”/>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ; hasModificationApprovers”/>
<swrl:argumentl rdf:resource="urn:swrl#mp”/>
</rdf:Description >

</rdf: first >
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</rdf:Description >
</swrl:head>
<swrl :body>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf: first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;ClassAtom”/>
<swrl:classPredicate rdf:resource="&
obliviouscloud ; ModificationPolicy”/>
<swrl:argumentl rdf:resource="urn:swrl#mp”/>
</rdf:Description >
</rdf:first>
<rdf:rest>
<rdf:Description >
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;

BuiltinAtom?”/>
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<swrl:builtin rdf:resource="&swrlb;equal
7>
<swrl:arguments>
<rdf:Description >
<rdf:type rdf:resource="&rdf; List”/>
<rdf:first rdf:resource="urn:swrl#ar
7[>
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&rdf;
List”/>
<rdf:first rdf:datatype="&xsd;
boolean”>true </rdf: first >
<rdf:rest rdf:resource="&rdf;nil
7>
</rdf :Description >
</rdf:rest>
</rdf:Description >
</swrl:arguments>
</rdf :Description >
</rdf: first >
</rdf:Description >
</rdf:rest>
<rdf:first>

<rdf:Description>
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<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ;approvalRequired”/>
<swrl:argument2 rdf:resource="urn:swrl#ar”/>
<swrl:argumentl rdf:resource="urn:swrl#mp”/>
</rdf:Description >
</rdf: first >
</rdf:Description >
</rdf:rest>
</rdf:Description >
</swrl :body>
</rdf:Description >
<rdf:Description >
<rdf:type rdf:resource="&swrl;Imp”/>
<swrl :body>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;ClassAtom”/>
<swrl:classPredicate rdf:resource="&
obliviouscloud ; EncryptionPolicy”/>
<swrl:argumentl rdf:resource="urn:swrl#ep”/>

</rdf:Description >
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</rdf: first >
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:first>
<rdf:Description >
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ;encryptionType”/>
<swrl:argumentl rdf:resource="urn:swrl#ep”/>
<swrl:argument2 rdf:resource="urn:swrl#et”/>
</rdf:Description >
</rdf: first >
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;
BuiltinAtom”/>
<swrl:builtin rdf:resource="&swrlb;equal
7>

<swrl:arguments>
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<rdf:Description>
<rdf:type rdf:resource="&rdf; List”/>
<rdf:first rdf:resource="urn:swrl#et
7>
<rdf:rest>
<rdf:Description >
<rdf:type rdf:resource="&rdf;
List”/>
<rdf:first >symmetric </rdf: first >
<rdf:rest rdf:resource="&rdf;nil
7>
</rdf:Description >
</rdf:rest>
</rdf:Description >
</swrl:arguments >
</rdf :Description >
</rdf: first>
</rdf:Description >
</rdf:rest>
</rdf :Description >
</rdf:rest>
</rdf:Description >
</swrl :body>
<swrl :head>

<rdf:Description>
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<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf: first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:argument2 rdf:datatype="&xsd;boolean”>true
</swrl:argument2>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ;searchableEncryption”™/>
<swrl:argumentl rdf:resource="urn:swrl#ep”/>
</rdf:Description >
</rdf:first>
</rdf:Description >
</swrl:head>
</rdf:Description >
<rdf:Description>
<rdf:type rdf:resource="&swrl;Imp”/>
<swrl :head>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf: first>

<rdf:Description >
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<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:argument2 rdf:datatype="&xsd;boolean”>true
</swrl:argument2>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud; duplication”/ >
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf:Description >
</rdf: first >
</rdf :Description >
</swrl:head>
<swrl :body>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;

DataRangeAtom”/>
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<swrl:argumentl rdf:resource="urn:swrl#z
7>
<swrl:dataRange>
<rdfs:Datatype>
<owl:onDatatype rdf:resource="&xsd;
integer”/>
<owl: withRestrictions rdf:parseType
="Collection”>
<rdf:Description>
<xsd: minExclusive rdf:datatype
="&xsd;integer”>1</xsd:
minExclusive >
</rdf:Description >
</owl: withRestrictions >
</rdfs:Datatype>
</swrl:dataRange>
</rdf:Description >
</rdf: first >
</rdf:Description >
</rdf:rest>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;

DatavaluedPropertyAtom”/>
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<swrl:propertyPredicate rdf:resource="&
obliviouscloud ;redundancyCount”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
<swrl:argument2 rdf:resource="urn:swrl#z”/>
</rdf:Description >
</rdf:first>
</rdf :Description >
</rdf:rest>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;ClassAtom”/>
<swrl:classPredicate rdf:resource="&
obliviouscloud ; StoragePolicy”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf:Description >
</rdf:first>
</rdf:Description >
</swrl :body>
</rdf:Description >
<rdf:Description>
<rdf:type rdf:resource="&swrl;Imp”/>
<swrl :head>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>

<rdf:rest rdf:resource="&rdf;nil”/>
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<rdf:first>
<rdf:Description >
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:argument2>symmetric </swrl:argument2>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ;encryptionType”/>
<swrl:argumentl rdf:resource="urn:swrl#ep”/>
</rdf:Description >
</rdf:first>
</rdf:Description >
</swrl:head>
<swrl :body>
<rdf:Description >
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf: first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;ClassAtom”/>
<swrl:classPredicate rdf:resource="&
obliviouscloud ; EncryptionPolicy”/>
<swrl:argumentl rdf:resource="urn:swrl#ep”/>
</rdf:Description >
</rdf:first>
<rdf:rest>

<rdf:Description>
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<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf: first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;
BuiltinAtom”/>
<swrl:builtin rdf:resource="&swrlb;equal
7>
<swrl:arguments>
<rdf:Description>
<rdf:type rdf:resource="&rdf; List”/>
<rdf:first rdf:resource="urn:swrl#s
7>
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&rdf;
List”/>
<rdf:first rdf:datatype="&xsd;
boolean”>true </rdf: first >
<rdf:rest rdf:resource="&rdf;nil
7>

</rdf:Description >
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</rdf:rest>
</rdf:Description >
</swrl:arguments>
</rdf:Description >
</rdf: first >
</rdf:Description >
</rdf:rest>
<rdf: first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ;searchableEncryption”™/>
<swrl:argumentl rdf:resource="urn:swrl#ep”/>
<swrl:argument2 rdf:resource="urn:swrl#s”/>
</rdf:Description >
</rdf:first>
</rdf:Description >
</rdf:rest>
</rdf:Description >
</swrl :body>
</rdf:Description >
<rdf:Description>
<rdf:type rdf:resource="&swrl;Imp”/>

<swrl : head>
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<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf: first>
<rdf:Description >
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:argument2 rdf:datatype="&xsd;boolean”>
false </swrl:argument2>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud; duplication”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf :Description >
</rdf: first>
</rdf:Description >
</swrl :head>
<swrl :body>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest>
<rdf:Description >
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest>
<rdf:Description>

<rdf:type rdf:resource="&swrl; AtomList”/>
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<rdf:rest rdf:resource="&rdf;nil”/>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;
DataRangeAtom™/>
<swrl:argumentl rdf:resource="urn:swrl#y
7>
<swrl:dataRange>
<rdfs:Datatype>
<owl:onDatatype rdf:resource="&xsd;
integer”/>
<owl: withRestrictions rdf:parseType
="Collection”>
<rdf:Description >
<xsd: maxInclusive rdf:datatype
="&xsd;integer”>1</xsd:
maxInclusive >
</rdf:Description >
</owl: withRestrictions >
</rdfs:Datatype>
</swrl:dataRange>
</rdf:Description >
</rdf:first>
</rdf:Description >

</rdf:rest>
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<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ;redundancyCount”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
<swrl:argument2 rdf:resource="urn:swrl#y”/>
</rdf:Description >
</rdf:first>
</rdf:Description >
</rdf:rest>
<rdf: first>
<rdf:Description >
<rdf:type rdf:resource="&swrl;ClassAtom”/>
<swrl:classPredicate rdf:resource="&
obliviouscloud ; StoragePolicy”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf:Description >
</rdf:first>
</rdf:Description >
</swrl :body>
</rdf:Description >
<rdf:Description >

<rdf:type rdf:resource="&swrl;Imp”/>
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<swrl :head>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf:first>
<rdf:Description >
<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom™/>
<swrl:argument2 rdf:datatype="&xsd;integer”’>—1</
swrl:argument2>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ; chunkCount”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf:Description >
</rdf: first >
</rdf:Description >
</swrl:head>
<swrl :body>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:first>

<rdf:Description>
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<rdf:type rdf:resource="&swrl;DataRangeAtom
7>
<swrl:argumentl rdf:resource="urn:swrl#y”/>
<swrl:dataRange>
<rdfs:Datatype>
<owl:onDatatype rdf:resource="&xsd;
integer”/>
<owl: withRestrictions rdf:parseType="
Collection”>
<rdf:Description>
<xsd: minExclusive rdf:datatype="&xsd
;integer”>0</xsd: minExclusive >
</rdf:Description >
</owl: withRestrictions >
</rdfs:Datatype>
</swrl:dataRange>
</rdf:Description >
</rdf: first >
<rdf:rest>
<rdf:Description>
<rdf:type rdf:resource="&swrl; AtomList”/>
<rdf:rest rdf:resource="&rdf;nil”/>
<rdf: first>

<rdf:Description >
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<rdf:type rdf:resource="&swrl;
DatavaluedPropertyAtom”/>
<swrl:propertyPredicate rdf:resource="&
obliviouscloud ; chunkSize”/>
<swrl:argumentl rdf:resource="urn:swrl#x
7>
<swrl:argument2 rdf:resource="urn:swrl#y
7>
</rdf:Description >
</rdf:first>
</rdf:Description >
</rdf:rest>
</rdf :Description >
</rdf:rest>
<rdf:first>
<rdf:Description>
<rdf:type rdf:resource="&swrl;ClassAtom”/>
<swrl:classPredicate rdf:resource="&
obliviouscloud ; ChunkingPolicy”/>
<swrl:argumentl rdf:resource="urn:swrl#x”/>
</rdf:Description >
</rdf: first >
</rdf:Description >
</swrl :body>

</rdf:Description >
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</rdf :RDF>

<!—— Generated by the OWL API (version 3.5.1) http://owlapi.

sourceforge . net —>
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