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Abstract mining is to categorize these sessions. In this light, Web

mining can be viewed as a special case of the more general
Mining typical user profiles and URL associations from problem of knowledge discovery in databases [7, 8].

the vast amount of access logs is an important component Most data mining applications involve data that is cor-
of Web personalization. In this paper, we define the no- rupted with noise. Existing robust estimators suffer from
tion of a “user session” as being a temporally compact their strong dependence on a known or assumed amount
sequence of Web accesses by a user. We also define af noise (contamination rate), or equivalently an estimated
dissimilarity measure between two Web sessions that cap-scale value or inlier bound. The Maximal Density Estima-
tures the organization of a Web site. To cluster the user tor (MDE) [12] yields a robust estimate of the parameters
sessions based on the pair-wise dissimilarities, we intro- without assuming that the contamination rate is known. An
duce the Relational Fuzzy—Maximal Density Estimator ~ extension of this estimator, called the Fuzzy Maximal
(RFC—MDE) algorithm. RE'—MDE is robust, and can  Density Estimator (E—MDE), can perform fuzzy clus-
deal with outliers that are typical in this application. We tering [12]. Since Web sessions are too complex to con-
show real examples of the use of RFMDE for extraction vert to simple numerical features, we extend thie-AVIDE
of user profiles from log data, and and compare its perfor- so that it can work on non-Euclidean relational data. The
mance to the standard Non Euclidean Fuzzy Means. Web sites at the University of Missouri, Columbia, and the

University of Maryland at Baltimore County were used as

testbeds for the algorithm.

1 Introduction 2 Defining Similarity Between User Sessions
Personalization deals with tailoring a user’s interac- 2.1 Preprocessing and Segmentation of the ac-
tion with the Web information space based on information cess log data into sessions

about him/her. It can be accomplished either via search  Each access log entry consists of :(i) User’s IP address,
engines such as Lycos, or by making Web sites adaptive.(ii) Access time, (iii) Request method (“GET”", “POST",
Initial work in this area such as the Firefly system [1] con- ---, etc), (iv) URL of the page accessed, (v) Data trans-
centrated on creating recommender systems. More recentnission protocol (typically HTTP/1.0), (vi) Return code,
systems that deal with this idea afé*I1Q [2], PHOAKS and (vii) Number of bytes transmitted. First, we filter out
[3], and the Webwatcher project [4]. Mining typical user log entries that are not germane for our task. These include
profiles from server or access logs is a possible approachentries that: (i) result in any error (indicated by the error
to personalization [5, 6]. So far, most efforts have relied on code), (ii) use a request method other than “GET”, or (iii)
relatively simple non-fuzzy techniques which can be inad- record accesses to image files (.gif, .jpeg; , etc.), which
equate for real user profile data. In this paper, we define are embedded in other pages. Next, analogous to [6], the
the notion of a “user session” as being a temporally com- individual log entries are grouped into user sessions. Since
pact sequence of Web accesses by a user. We also define Web servers do not typically log user names (unigsatd

new distance measure between two Web sessions that capis used), we define a user session as accesses from the same
tures the organization of a Web site.The goal of our Web IP address such that the duration of elapsed time between



two consecutive accesses in the session is within a prespec- Sk = max(S1,k1, S2,k1) 4)
ified threshold. Each URL in the site is assigned a unique

numberj € {1,..., Ny}, whereNy is the total number For relational clustering, this S|m|Iar|ty is mapped to the
of valid URLs. Thei** user session is encoded as/¥n- dissimilarity measure?(k, 1) = (1 — Su)”.
dimensional binary vecta?) with the property 3 MDE and Extensions
S _ 1 if user accesseff" URL duringi®" session 3.1 The Maximal Density Estimator (MDE)
5j 0 otherwise MDE [12] is a new robust estimator that is free of any
) ) ) presuppositions about the noise proportion. Bét=
Our scheme will map one user’s multiple sessions to mul- {x; | j = 1,...,N} be a set of feature vectors in an

tiple user sessions. This notion of multiple user sessions,, dlmenS|onaI feature space. l&tepresent the parame-

enable us to better capture the situation when the same usefers to be estimated, and letdenote the scale of the data
displays a few (different) access patterns on this site. set. MDE is given by:

2.2 Adaptation of Session Data to Clustering

A simple measure of similarity between sessiaffs _ N d?
ands® is given by: min ¢ J= > wj - a D w;s. (5)
ZNul 5B ()
Ste = L% % 1) In (5), d2 is the square of the residual of data pointwith
Nu (k) Nu (l) J X
\/Zz 15 \/Ez 15 respect to the fit computed from the parameterandw;

is a positive weight associated with poiat. The weight
w; can be considered as the degree of membership of data
point x; in the inlier set or the set of good points. The
first term of this objective function tries to minimize the
scaled residuals of the good points. The second term of
this objective function tries to use as many good points (in-
liers) as possible in the estimation process, via their high
weights. Thus, the combined effect is to optimize the den-
(pi N | sity. To balance th_e two terms, in 2-D, we choose- 1.
Su(i,j) = min (1, SRR ) , (2 For the generah-dimensional case: should be close to
max(1, max(|pil, [p;]) = 1) n, since the ratio of the first term to the second term ap-
wherep; denotes the path traversed from the root node to proaches the average ofg@ distribution for Gaussian
the node corresponding to ti#¢ URL, and|p;| indicates data. Also, we choose to use the Gaussian weight func-
the length of this path or the number of edges included in tion w; = exp{—d;/20}. Finally, we should note thaf;
the path. Now the similarity on the session level which should be a suitable distance measure.
incorporates the syntactic URL similarities is defined by If the weights are fixed, then the update equa-
correlating all the URL attributes and their similarities in tions prototype parameters are found by sett% =

The problem with this similarity measure is that it com-
pletely ignores the hierarchical organization of the Web
site. For example, the session pdicourses/cecs345
and {/courses/cecs343 as well as the session pair
{/courses/cecs345and {/research/granjswill receive a

0 similarity score according t8;. This leads us to define
an alternative similarity measure that takes into account the
syntactic representation of two URLs as follows.

two sessions as follows: (1/o) TL, wj%i; = 0. Similarly, the update equation
Z ZNUl Z(k) (I)S (i, 7) for scale can be derived by fixing the prototype parame-

So k1 = . @ 0 3 ters and settingZ = 0. MDE consists of iterative updates
Zz 15 ZJ 155 of the prototype parameters, followed by updates of the

Unlike S1, this similarity uses soft URL level similarities. ~ SC@le parameter and the weights until convergence, or until

When the two sessions are identicab, ; simplifies to a fixed maximum number of iterations is reached.

Sokr = w, which can be con5|derably small de- 3-2 Fuzzy Clustering with MDE

Z . .
pending on the number of URLs accessed. Besides iden- .TO perform .robust fuzzy clusterm.g, we generalize the
objective function of MDE as follows:

tical sessions, this similarity will generally be underesti-
mated for session pairs who share some identical URLs

while the rest of the unshared URLs have low syntactic  in ¢ J = Z Zu” w”— - O‘Z Zum wij

similarity. In general for such sessio§ x; provides a ©,0i,uij i1 =1 =1 j=1

higher and more accurate session similarity. Therefore, we (6)
define a new similarity between two sessions that takes ad-

vantage of the desirable propertiesSefandS- as follows: Here® = (6,,...,0¢) represents th€-tuple of pro-

totype parameters to be estimated, € [1,00) is a



fuzzifier parameter that controls the degree of fuzziness
of the resulting partition, andv;; is given by w;; =
exp{—d‘fj}/(Zai). The membershipg,;; in (6) are subject
to the following constraints0 < u;; < 1; Zf:l Ui =
1Vj=1,...,N;and0o < N w;; < NVi=1,...,C.
Since each cluster is ind7ependent of the rest, it is easy
to show that the optimal update equations are similar to the
ones obtained for estimating the parameters for one cluster.
The scale parameter of thié cluster is given by

¢ = DL (b)

yoo 1 > =1 ufwigdy @)
" (2+a) Z].V_l uw;;dz; Figure 1. Performance of E—MDE on contaminated
Jj=1"ij ij
o . . 5 data. (a) Result on clean data set. (b) Result on data set
Whend;; is the Euclidean d'Stand%j =[|x; — cl?, the contaminated wit52% uniform noise

update equation for the centeris given by

Ci = Z:z_\r ey (8) A relational dual of E—MDE exists when there exists a
J=1 " set of N points inR™V !, called a realization dR, satisfy-
To simplify the algorithm, we decouple the robust parame- ing R = [Rjr] = |Ix; — xk||2, When this is not the case,

ter estimation process via the robust weighfs, fromthe  some of the distances computed usRignay be negative.
partitioning process via the membershipg, and use the  To overcome this problem, we use thespread transform
simpler Fuzzy c-Means [9] objective function to update the [11]to converta non-Euclidean matiikinto an Euclidean

memberships;; in each iteration as follows: Matrix Rs. The resulting Relational®—MDE algorithm
1 (RFC—MDE) can deal with complex and subjective dis-
(gi—) similarity/similarity measures which are not restricted to
Uij = ————————- (9) be Euclidean or metric.

T ()
k=1 \d; 4 Experimental Results
Therefore, the optimization process will consist of alternat- 4.1 Measures for Evaluation of Results
ing updates of the memberships, as given by (9), and the We interpret the results of RIFMDE on the user-
cluster centers and scale parameters as given by (8) andession data by using the following quantitative measures.
(7). We call the resulting clustering algorithm the Fuzzy First, the user sessions are assigned to the closest clusters

C— Maximal Density Estimator (€—MDE). based on the distances. This creatéglustersy;, for
Fig. 1 illustrates the performance oCMDE on a 1 < i < C. The sessions in clusté¥; are summarized in
noisy data set containing clusters of different sizes and a typical session “profile” vectd?; = (Pj, . .. ,piNU)T,

densities. Here #—MDE was applied withC = 5 and where the components &; are URL weights that rep-
m = 2.2. It was initialized using FCM withn = 3. The resent the probability of access of each URL during the
initial scale parameters were all initialized to the fuzzy av- sessions oft; as follows:

N u™ d2

erage intracluster distance; = ﬁ Figs. 1(a) " |, |

and (b) show the centers and the inlier bounds found by Pij=p (Sj =1]s € Xi) = |X;| ;o (A1)
FC—MDE for the clean data set and the data set contami-

nated with52% noise respectively. whereX;, = {s® € x; | 35,’“) > 0}. The URL weights
3.3 The Relational C—MDE P,; measure the significance of a given URL to tifepro-

Since our application deals with similarities be- file. Besides summarizing profiles, the components of the
tween user sessions, we formulate the relational dual of profile vector can be used to recognize an invalid profile
FC—MDE, by following the model established by Hath- which has no strong or frequently accessed pattern. For

away et al. [10] and Wriﬁe'{l?k_ = (Rvi), — viRvi/2, such a profile, all URL weights will be low. We also use
whereR = [Rjy;] is the dissimilarity betweer; andxy, the intra-cluster or within-cluster distance givenBy; =
andv; is the membership vector defined by o) ¢y 2 a) ety 1 Tt

; EAIGARSY , the total average pairwise dis-
_ (ufwi, .., ufjwin) tance of all sessions, and the inter-cluster or between-
v = . (10) :
2ok ex; s en; Uit
[ 1125

2 =1 Uiy Wi cluster distance given b ;; = to




evaluate the results. It is important to recall that all dis- profiles found by RE'—MDE into a single cluster (this
tances are ifo, 1]. corresponds to th&? profile found by NERF). Moreover,
as can be inferred from the higher cardinality and average

4.2 Examples of Profile Extraction . . .
) ) intra-cluster distance for comparable profiles (such as the
We applied RE'-MDE to log data of the Web sites of  gth 4715t profiles found by RE'—MDE and NERF re-

two departments at two_dlfferent universities. For space spectively), NERF's clusters tend to contain more irrele-
reasons, we only describe the results on the log data ofyant sessions or noise. This is mainly because the data is
the Web site for the Computer Science department at thenoisy, and NERF is not designed to handle such data.
Uniyersity of_ Maryland, Bgltimore County. We useq data We note that as a by-product of the clustering pro-
during a period of hours in the late evening. After filter-  co55 associations between different URL addresses on the
ing out irrelevant entries, the data was segmenteddngo B site can easily be inferred from the resulting ro-
sessions. The maximum elapsed time between two consecy st profiles. In general, the URLS that are present in the

utive accesses in the same session was séfi minutes.  game profile tend to be visited together in the same session.
The number of distinct URLs accessed in valid entries was g, example, by looking at th&" profile in Table 1, we

1681. After clustering the relational data with RF-MDE 3 deduce that the URLs making up that profile tend to
and_C_ = 35, t_he sessions were assigned to the clusters in .q_qccur to form a largitem se{7].
a minimum distance classifier sense. Only 12 clusters that
had cardinalities exceeding were kept, i. e., those mak- 5 Conclusion
ing a sufficiently strong profile. Table 1 illustrates four pro- In this paper, we have presented a new approach for au-
files computed using (11), where only the significant URLs tomatic discovery of user session profiles in Web log data.
(P;; > 0.15) are displayed, and the individual components We defined the notion of a “user session” as being a tem-
are displayed in the formdtP;; - jt* URL}. Table 2 lists porally compact sequence of Web accesses by a user. A
the cardinality and the intra-cluster distance for the clus- new similarity measure to analyze session profiles is pre-
ters. sented which captures both the individual URLs in a pro-
The results show that all clusters correspond to real pro- file as well as the structure of the site. The@(RFMDE
files reflecting leisurely users of the World Wide Web in the algorithm was successfully used to cluster the sessions ex-
late evening, as most profiles reflect an interest in free in- tracted from real server access logs into typical user ses-
ternet games offered by some of the department’s graduatesion profiles, and even to identify the noisy sessions and
students (Profiles N, 5, 6, and8). Also profile No.10 profiles. As a by-product of our clustering process, associ-
reflects an interest in a large set of pictures of a famous su-ations between different URL addresses on a given site can
permodel, posted on a graduate student’s homepage. Mangasily be inferred from the resulting robust profiles.
sessions that do not belong to any profile are lumped in the Acknowledgments
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