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ABSTRACT

INCREASING LEARNING AND ENGAGEMENT IN CYBERSECURITYHROUGH
SEGMENTED AND INTERACTIVE MODULES

Sagar Raina

Cybersecurity is a global crisis. Continuously gasing cyber threats and attacks
have lead the United States to take several iméato produce skilled cybersecurity
workforce professionals. One such initiative isititeoduction of cybersecurity
education in schools. Since a majority of cyberggcproblems are attributed to
software vulnerabilities, there is a need for t@aglsecure coding and computer security
concepts to students using effective cybersecle#gning modules. Learning
intervention based on modules are common in comgatence education. Some
cybersecurity learning modules have been develdpeldiding the Security Injections
@Towson cybersecurity modules. Learning modulesgresent a large amount of
content on a single web page in a linear format leagt to pedagogical issues including -
1) content skipping, and 2) lower student engageed learning. Addressing these
issues in web-based learning modules is criticaltahe when module-based
pedagogical approach is widely adopted by instrgdgtoacademia and industry. This
research presents a theoretical framework thatthses-learning design principles of
segmentation and interactivity to address these issues; describes a system built on this

framework; and tests its effectiveness through quasi-experimental studies using the
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Security Injections @Towson cybersecurity modutesamputer literacy, Computer

Science 0 (CS0) and Computer Science | (CS1) csurse

A total of four studies compare linear modules asagmented-interactive
modules using the two group control group expertaetesign in the following order -
1) student engagement evaluations using post surveys in spring 2014; 2) student learning
(retention of knowledge and ability to apply knodde) evaluations using pre-survey,
post-survey in fall 2014 and spring 2015, 3) stusferontent skipping evaluations using
an eyetracking in fall 2015 and spring 2016; and 4) usability evaluations using surveys
in fall 2015. A significant increase in student aggment (p < 0.05), ability to apply
knowledge (0.05) and students’ content reading Qu08) was demonstrated by students
using segmented-interactive modules compared ¢éalimodules. The segmented-
interactive modules were found to be significaifflyc 0.05) more usable than the linear
modules. In addition, students indicated highegriggt towards segmented-interactive

modules.



Table of Contents

LISt OFf TADIES ... ..t eee e e s e e e e e e e e e e e e eeeeeeanees Vil
LISE OF FIQUIES .ttt e e e e e e e e e IX
1. INErOAUCTION ... r e e e e s 1
2. LItErature REVIEW .......uuiiieieiiiie oottt e e e e e e e e e e e eeee e eneneeeenenee 8
2.1 Content skipping in hypertext dOCUMENTS ......ccceeiiiiiiiiiiiiiiiiee e 8
2.1.1 Prior knowledge & Hypertext StruCture............eeeeeeeveeviveveeiiniiieae. 10
2.1.2  LearNErIS INTEIESE.. ..ot e e e e e e e eees 11
2.1.3  Complexity Of CONCEMAL.......uuiiiiei et 11
2.2 Interactivity and ENQAgEMENT.........uuuiiiiimmmme et e e e e e e e e e e e aeea 12
2.2 1 INTEIACHIVILY ..ottt a e e e 14
2.2.1.1  Dialoguing - ASSESSIMENT .....uuuuuiiiiee e e e e e e e eeeeeeeaeeennnaa e eas 14
2.2.1.2 Dialoguing - FeedbacK...........cccceviiririiiiiiecieie e 15
2.2.1.3 Controlling the Presentation ... 17
2.2.2 Approaches to Learning — Surface & Deep..........ccoovvvviiiiiiiiniiiiinnnenn. 71
2.3 Learning in Interactive versus non-interactive 88t ...............ccceeeeevvvvveennnnns 18
2.4 Eye tracking and Reading Research..........cccccoiiiiiiiiiiiiiiiiiciie e 19
2.5 Usability and Learning ........ccoooeeeiiiiiiieeeeeiiiiiies et 22
2.6 Theoretical FramewWork ..........oooiiiiiiii e 24
3. 1Y 11 Lo o [P P P PP PP 27
3.1 Research QUESTHIONS .......cooviiiiieeie et s e e e e e e e et e e e e e eeaae e e e s eeeennnan 27
T2 & (=TT 1o o T T [ | o 28
3.3 SAMPIE e 29
3.4 INSIIUMENTS ...t e ettt e e e e e e et e e e e e e e s bmmea e e e eeeees 31
3.4.1 Pre and Post Software Security SUIVEY..........ccovvvvvveeeeiviiiiiiieee s 31
3.4.2 Pre and Post Computer Literacy SUINEY...........cuuvrrreiiiiiieeeeeeeeeeeeeeeen. 33
3.4.3 Student ENgagement SUINVEY..........uuiiiiiianeeeeeeeeeeeeeeeeeiieeeeeeeeeeveas 35
3.4.4 Module Usability SUIVEY........cccceeieiiiiiieieeeese e e e e e e e e e e e 36
3.4.5 Eye-tracking APParatus...........ccouveererruuimiiiiiiiaseeeeeeeeseaeseeeeeeeeeseeenannnnnn 36
3.5  Learning MOAUIES ........coooiiiiiiiiiiiii e 39



IS T = (e To1 =10 11 | (=TT 40

T A 1Y/ 010 11 [T Y= 43
3.8 DaAta@ ANAIYSIS....cceeeeeiiiiiiiiiiies e e e e e s e e e e e e e e e e e ——————— 46
3.9 Limitations and ASSUMPLIONS .......ccoiiiiiiieeee e e e 51
3.10 Institutional Review Board..........cccooiiiiioiciiiiiieeeeee 52
1 700 B R T U1 0 4 1 =Y PP 52
4. System IMpPIeMENTAtION .........ccooii i 53
o R |V T To [ ] L= I 7= T | USSR 53
4.1.1 Security Injections@Towson ModUIES...........cceeiiiieeieeeeiiieieeeeeeeeeee 54
4.2 System DeVelOPMENL.........cooiiiiiiiiiiiiitmmmmmn et e e e e e e e 58
4.3 SUMIMATY euiiiiiiieeeiii et e et eemm e e e et e e e et e e e et e e e es e e e enaennennsaneeeees 68
5. RESUILS ... e 70
5.1 Can the use of learning modules with segmentagdnae content skipping as
compared to linear MOAUIES? ........ccooiiiieeeeeeee e 70
5.2 Can the use of learning modules with segmentatighigteractivity increase
student engagement as compared to linear modules?............ccccceeevieeieeeeeennnn. 72
5.3 Can the use of modules with segmentation and ictigity increase student
learning as compared to linear modules?..........c.oooviiiiiiiiiiiiii e 74
5.4  Are learning modules with segmentation and intéragtsignificantly more
usable than linear MOAUIES? ... e 80
5.4.1  StudentsS’ COMMENTS .....cuuuuruuiiiieee e et s e e e e e e e e e e eeeeeeeeeennnnns 86
6. Conclusions and DiSCUSSION ..........oooiiiceiiiiiiiiiiei et 88
Y o] o1 Lo [To =1 TP 92
Appendix A — Institutional Review Board DOCUMENLES.............ccoevvvvivviiiiiiieneeeeeennn. 93
Appendix B — Assessment for Student LearNing cceee...oooovvvvvevvveiiiiiiiiinieee e, 94
APPENDIX 1: Pre-Survey CSO0, CSL............ummmmmmeeessinnnnnnnmeneeereerrreeeaaaeeaens 94
APPENDIX 2: Post survey CS0, CS1, CS2 ...t 99
APPENDIX 3: Pre Survey Computer LIiteracy......ccccceeeeeeiiieeeeeeeeeeeeeeeeeeinnnnnnnnns 107
APPENDIX 4: Post Survey Computer LItEracCy ... eveueeriiiiieeeeeeeeieeeeeeeeiinnnnns 113
APPENDIX 5: Module Usability SUIVEY ... 22
LISt Of REFEIEINCES .....uviiiiiiiiiiiiiiee ettt a e e 126
CUITICUIUM VITBE ...ttt a e e e e e e e e e e e e e 135



Table 1: Summary of Research Methods ... e 6
Table 2: Code Segments (ADility t0 @PPIY) ..ceeeeeeririmmiiiiie s 32
Table 3: Survey questions (Software Security AWBSEI...............uuvvvriiiiiiereeeeeeeeenen. 33
Table 4: Survey Questions (Phishing AWareness).........cooouvvviiiiiiiiiiiiinneeeeeeeeeeeen 34
Table 5: Sample e-mail to identify Phishing (Alyilib apply).........cccoeeeeiiiiiiiiiiiiinnnns 34
Table 6: Student engagement SUIVEY qUESTIONS..........uvuvviruriiiiiinieeeeee e eeeeeeeeeeeeeens 35
Table 7: Usability QUESLIONNAITE ...........eeeeeeeeiiieieieeiiiicee e e e e e e e e e e eeeeeeeeeeeeeaenes 38
Table 8: Score evaluation matrix for ability to giing knowledge ..........ccccooeeeiiiiiiinn. 49
Table 9: Results of individual engagement survesstions ............cceeeeeevevevvveeevnnnnnns 73.
Table 10: Mean usability scores for individual qeEss in a SUrvVey ...........cooovvevveevinnneee 82

List of Tables

Table 11: Mean scores for individual questions usability survey for integer overflow,
input validation, buffer overflow in CS0 and CSbiftrol and treatment)......................

viii

86



List of Figures

Figure 1: Theoretical framework of segmentation meractivity...............ccoevvvvvvviiinnnnns 4
Figure 2: Reading-skimming detection algorithm ..o, 22
Figure 3: Eye-tracker mounted on a 17" inch monitar..............c.cecoeevvevveeeeiviiiivnees 37
Figure 4: Calibration ProCeSS STEPS ... iccceeeerrriiiiiaa e e e e e e e 41
Figure 5: Data processing in EYe-tracking..ccccccc.coovvviivveeviiiiiiiiieee e eeeeeee e a7
Figure 6: Fixations detected above the text lioenfeye-tracker software..................... 48
Figure 7: Fixations aligned on the text line usfy@eMap ..........ccccceeevvvvvvvveviiivveeee e 48
Figure 8: Segmentation & Interactivity Module DEBIg...........cccoeiviieiieiiiiiiiiiiiiiiiines 54
Figure 9: Original Security Injections Linear ModWormat ..............ccoeeevvvvvvevennnnns 56.
Figure 10: Mapping cognitive levels in Blooms Tagory to enhanced learning modules
................................................................................................................................. 57
Figure 11: Django MVC arChit€CtUIe ..........cccoo i 58
Figure 12: MCQ HtmMI COAE SNIPPEL....ueueiiiieee e et e e e e ee e e 60
Figure 13: MCQ XMI SNIPPEL ..ceeviiiiiteieet s ettt e e e e e e e e e e e e e e eeeeeeeeeesnnnnasnnenn s 60
Figure 14: Constructed Response HTML Code SNipPet......ccccovvveeeieeeeeieeveeiieiinnnns 6l

Figure 15: Constructed Response XML code snippBb&): shows elaborated feedback
b) Gray: ShOws regular @XPreSSION. ... ... ccccceeeerriiiiiiarseee e e e e e eeeeeeeeeeeesreennneerennnnnes 61

Figure 16: Systems developmENt PrOCESS ... s« errrrnnnarareeeeeeeaeeeeeeeeeessssseennnseses 02

Figure 17: List of security injection MOAUIES waee.cooeeeeeeeiiieieee e 63

Figure 18: Enhanced security injection module (Bgolkind section) ..............cccceeeeeee. 64
Figure 19: Security injection module (code respolySection)..............evvvviiiiieneennn 65

Figure 20 : Security injection module ( Laboratasgsignment section)......................... 66
Figure 21: Enhanced Security injection modules(i8s@n question section) .............. 67
Figure 22: Enhanced security injection module (agraded security checklist)............ 68
Figure 23: Enhanced security injections modulelf{ftative explanation) .................... 68
Figure 24: Average reading scores in control aeatnent groups........ccceeeeveeeeeeeeeeeeee. 71
Figure 25 : Average reading depth in control aedtiment groups..........ccceevvvvvvvviennnnnnn. 72

iX



Figure 26: (a) Average student engagement scdreatment and control group (b)
Average student engagement score between maldsraates in treatment and control
group (c) Average student engagement score betetbert groups in treatment and

(o0 110 o | o 11 o TSRS 73
Figure 27: Pre-survey and post-survey scores icahé&ol and treatment groups for
SECUItY-COOING AQWAIENESS ....vvvvvrernnceereeeessasaeeeeeeeeeeeeeeeeeeaaerssnn e e aaaraesasaeaaaeaeaees 75
Figure 28: Pre-survey and post-survey scores icahé&ol and treatment groups for
general software SECUrty aWaIrENESS .......ccuueeeereeerrrrrunniiiiaseeeeeeaasererreererennnneeenrnnne 76
Figure 29: Pre-survey and post-survey scores icahé&ol and treatment groups for
general PhiSNING AWaAIrENESS. .........c.iiiitccceeeee et s s e e e e e e e e e e e eeeeeeeereeenneeesrreennnnn 78
Figure 30: Post-survey scores in the control agatinent groups for ability to identify
security vulnerability in three code segments..............eeuvveiiiiiiiiie e, 79
Figure 31: Post-survey scores in the control agatinent groups for ability to identify
Phishing iN an @mall.............oooiiiiiiii e e e e e e e e e e e e e e e e eeeenaeens 80
Figure 32: Mean scores for overall usability in tohand treatment group................... 81
Figure 33 : Mean usability scores in treatment @mutrol group in CS0 and CS1 (integer
OVEITIOW) ...t e e e et et ettt e ettt b s ennnns et b e e e e e e eeaaeas 83
Figure 34:Mean usability scores in treatment amdrobgroup in CS0 and CS1 (input
12211 T =Y 1o ) PP 84
Figure 35: Mean usability scores in treatment amttrol group in CS0 and CS1 (Buffer
OVEITIOW) ... et e e e ettt e ettt ettt e bnnannt s bbb e e e e e e eeeaaas 85



1. Introduction

Cybersecurity is a crisis in the United States @secthreats are continu-
ously evolving and there is a need of people whth rtequisite technical skills to
deal with these threats (CSIS, 2010; Rowe, LunEk&trom, 2011). The majority
of the computer security problems are because folvae vulnerabilities and the
number of software vulnerabilities that have beeswing both in humbers and

types in recent years.

In response to this cybsersecurity crisis, theeenged of teaching secure coding
principles and important information security rethtopics to computing and non-
computing undergraduate majors respectively, thiaftpctive cybersecurity learning
materials. Several cybersecurity learning matehale been developed across the
United States (NICCS, 2016). The use of web-basathing modules is common among
educators.

A learning module is a self-contained teaching matevith a well-defined
structure including information about the topidstaught, a sequence of learning
activities and evaluations to assess student legquidobinson & Crittenden, 1971).
Despite of several potential benefits including ease of access and use; learning modules
with large content presented on a single webpagdimear format involve several
learning issues including content skipping and loaregagement leading to lower
student learning (J. S. Taylor, 2000).

One such example is web-based security injectiamieg modules, developed
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by Towson University. These learning modules takggtsecure coding concepts
including integer error, buffer overflow, input wddtion in various programming
languages, for Computer Science 0 (CS0), Computienge 1 (CS1), and Computer
Science 2 (CS2xnd general security concepts, such as phishingwmads, and
cryptography for use in Computer Literacy. The meddollow a linear format on a
single webpage and are developed on the cognéaming principles of Bloom’s
taxonomy which adopts a uniform structure. Each ml®begins with a background
section to describe the problem with examplespwdld by Code Responsibly (includes
methods to avoid security issues), a laboratorigasgent with a security checklist, and
discussion questions sections (B. Taylor & Kazd,12). In order to complete the
module, students have to read the background sefciiiowed by code responsibly
section and then complete the laboratory assignmgintsecurity checklist and
discussion questions.

In over six years of dissemination to over 150iing8bns, one of the issues that
were observed by instructors was that studentstetwskip content and proceed
directly to lab exercises. Skipping parts of texty lead to lose important information,
and result in shallow reading, less concentratimhattention towards content , and poor
learning(Duggan & Payne, 2011; Liu, 2005; Rudestam & Schoenholtz-Read, 2010).

Previous research attributes content skippinglarge web-based hypertext pages
to — 1) scrolling up and below the document, &xifility to click any of the hyperlinks
that links within or outside the page to gain knedge and thus loosing context of the
original text, 3) reading strategy adopted by resdhich determines what to read and

what to skim, 4) perception of the large lengtldlofument among readers (DeStefano &

2



LeFevre, 2007; Hornbaek & Frokjaer, 2003; Lawless, Brown, & Mills, 2003) . In

addition, another factor contributing towards comtkipping is lack of engagement with
the content. In order to maximize the effectivenéssrning modules should be designed
to ensure — 1) students read the content withoahmskipping and 2) increase student
engagement.

In this research, first, a theoretical framewortugrded in e-learning design
theories, aiming to reduce content skipping, ingreagagement and learning, is set;
second, using security injections @ Towson cybersgamodules, that follow a linear
format and involve learning issues, is enhanceaddorporate the proposed e-learning
design principles; third, empirical studies are conducted to test the effectiveness of
enhanced learning modules as compared to lineaule®adn students’ content skipping,
student engagement, student learning and modukglisa

This research proposes to incorporate e-learnisgydeprinciples of
segmentation and interactivity to reduce conteiBRkg, increase student engagement
and learning in linear modules. Segmentation mdaesking large module content into
smaller sections and presenting each section ca¢irae (Al-Samarraie, Teo, & Abbas,
2013; Clark & Mayer, 2011; Hessler & Henderson, 2013; Moreno & Mayer, 2007; Wu,
Tennyson, & Hsia, 2010). Interactivity is, “respmesiess to the learner’s actions during
learning” (Moreno & Mayer, 2007). The theoretit@mework (seéigure 1) proposed
in this research hypothesizes — 1) segmentati@omtient will reduce content skipping
(Protopsaltis & Bouk, 2005; Tseng, 2008), 2) reduced content skipping will increase
learning (Rudestam & Schoenholtz-Read, 2010), t8yactivity will increase

engagement (Zhang, 2010) and 4) an increase irgenmgant will increase
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learning(Zhang, 2010) .

Segmentation Skipping \
. +

Learning

Interactivity Engagement +

<+

Figure 1: Theoretical framework of segmentation and interactivity

In order to test the effectiveness of the propas#dtion, this research examines
the following research questions:
RQ1: Can the use of learning modules with segmientaeduce content skipping as
compared to linear modules?
RQ2: Can the use of learning modules with segmentation and interactivity increase
student engagement as compared to linear modules?
RQ3: Can the use of modules with segmentation and interactivity increase student
learning as compared to linear modules?
RQ4: Are learning modules with segmentation andrattivity significantly more usa-

ble than linear modules?

This research study began by first enhancing aalgfhnear) security injection
modules to incorporate e-learning design princigiesegmentation and interactivity. A

total of four studies, aimed at addressing eackares question, were conducted over a



period of four semesters. In each study, a two gmantrol group experimental design
approach was adopted. The participants in theskestwvere undergraduate students in
CSO0, CS1 and Computer Literacy courses at Towsamelsity. Each study was con-
ducted during the laboratory sessions. The cogtmlp administered linear modules and
experimental group enhanced (segmented-interactieglules. Instruments in each study
varied — a pre-test post-test approach was usexkdmine student learning to answer
RQ3; a post-test only approach was used to exastutkent engagement and module us-
ability to answer RQ2 and RQ4; and an eye-trackimgroach was used to examine stu-
dents’ content skipping to answer RQ1 (Fabéle 1).

The research was conducted with acknowledgmereofallowing limitations:

1. The selection of students was limited to studentslkd in computer science core
(CS0) and computer literacy courses at Towson Usityeduring the fall 2014,

spring and fall 2015, and spring 2016.

2. The sample selection was not randomized, due terémi limitation of education

research set up.

3. The courses identified for the study were taught by several instructors; the study was

limited due to possible variations in teachingetghd syllabi of the instructors.

4. This research used student survey instrumentso@dh it is assumed that students
answered questions to the best of their abilifg, $kudy was limited due to the

accuracy of this assessment.



Research| Research Design | Instruments Dependent variables Sester
Question
RQ1 Two group con- | Eye-tracking reading scores, read-all 2015,
trol-experimental ing depth Spring
2016
RQ2 Post only two con-| User Engage- Student engagement Fall 2014
trol group- ment Scale (Sur{ scores
experimental vey)
group
RQ3 Pre-test Post-test | Security aware- | General security Spring
control group — ness survey, awareness scores, | 2015
experimental Ability to apply | secure coding awarer
group secure coding | ness scores, ability to
survey apply secure coding
knowledge scores
RQ4 Post only two con-| Usability survey | Overall usability Fall 2015

trol group-

experimental

group

scores

Table 1: Summary of Research Methods




5. The research used eye-tracking device to examumests’ content skipping. The
device being economically expensive, only one deemuld be used, resulting in less
students participating in the select study duéne tonstraints.

The following chapters of this thesis describedtare review, research methods, results,

conclusion and the future work.



2. Literature Review

Web-based learning modules present content usipgrtext. Individuals reading
hypertext have a tendency to skip the content (Xa$lor, 2000). This chapter begins
with the review- why hypertext readers skip theteaty followed by, the ways to reduce
content skipping including segmentation and intevag. Thereafter, a review on learn-
ing outcomes in interactive versus non-interactystems with similar content is dis-
cussed, followed by, reading research in eye-tragcKrhis chapter ends with a review of

literature on usability of e-learning systems.

2.1 Content skipping in hypertext documents
Hypertext is defined as a document that containgtyeof media resources such

as text, audio, video, graphics, presented in alinear fashion unlike printed textbooks.
The media resources, in a hypertext, may link keotdocuments or within the same
document. Thus readers are flexible to click antheflinks and acquire knowledge
(Altun, 2000; DeStefano & LeFevre, 2007; Liu, 2005). This flexibility to click any of the
hyperlinks that links within or outside the pagegtn knowledge lose context of the
original text, thus leading to content skipping.

Acquiring knowledge from reading hypertext needtodbe in a specific order.
The readers, while reading hypertext, may adoptingestrategies depending upon their
set goals or intere¢DeStefano & LeFevre, 2007; Lawless et al., 2003; Protopsaltis &
Bouk, 2005). These strategies allow reader to @eettat to read and what to skim
(Protopsaltis & Bouk, 2005).

The decision to skip text also depends on the atmmfurontent presented. Huge



volume of hypertext presented on a screen tenceread skip the text in comparison to
less amount of hypertext (Duggan & Payne, 201Hpriibaek & Frokjaer, 2003)
analyzed the reading behavior in long documentsoénsdrved that readers skip some
part of the document as they scroll up and dowey(Ber, Russell, & Orton, 2005)
studied the reading behavior in wide versus naparagraphs and found more skipping
in narrow paragraphs due to increased height, anteption of lengthy material
encourages skipping ahead.

During text skimming, readers read the first h&lfh@ paragraphs and if they
think the information gain is low, they skip thestref the paragraph and start reading the
next (Duggan & Payne, 2011). During this procesaders might skip important content
(Duggan & Payne, 2011; Protopsaltis & Bouk, 2005). In addition, reading selectively
results in less in-depth reading, less concentratial less attention towards the content
(Liu, 2005). Thus, skipping content in-turn resulegyatively towards knowledge
consumption (Dyson & Haselgrove, 2000).

In a study by (Liu, 2005), 78 percent of the p@pants reported they read more
selectively because of huge amount of informatiailable on web. The process of
selecting a content to read, in a hypertext, reguieaders to make decision. Making this
decision induces cognitive overload in a readedifgato content skipping (DeStefano &
LeFevre, 2007; Protopsaltis & Bouk, 2005). There are several other factors that might
lead to content skipping in a reader which includiegk of prior or domain knowledge
about the content, complexity of concept, structfréhe content, lack of interest or

motivation to read content (Al-Samarraie et al120



2.1.1 Prior knowledge & Hypertext structure
Prior knowledge is knowledge about the subjectanler has already possessed,

whereas domain knowledge is the knowledge aboudkeific field of study a learner
has acquired (Jetton & Alexander, 2001). The resadave prior or domain knowledge
connect with easily with the content and do nop ke text, whereas, the lack of prior
knowledge about the subject might lead readerkiptse content.

Hypertext structure drives from how the conterdtrsictured and presented to the
user (Cangoz & Altun, 2012). Well-structured hypgttis the presentation of the content
in a specific format on a computer screen. Wellgdtired content has high coherences
between successive sentences or paragraphs enlgalingrs to read, understand and
synthesize the concept easily and allow them tp@tanted with the text, therefore less
skipping (Al-Samarraie et al., 2013; Niederhauser, 2008; Protopsaltis & Bouk, 2005;
Shapiro, 1998).

A study conducted by (Shapiro, 1998) compared éxpamers, who have high
prior domain knowledge about the biology, and neve@arners having low prior domain
knowledge about the biology to assess learning wéh-structured and ill-structured
hypertext content. It was found that expert leassearned more from ill-structured
content and novice learners learned more from stalietured hypertext content.

Another study (Al-Samarraie et al., 2013) on stued text representation,
authors created a fixed template with seven segrienacademic articles. The segments
included title, introduction, problem statementjeahive, method, analysis and result.
They found that structured representation of teatds to high metacognition, attention,
engagement, motivation among learners.
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Therefore, novice learners who have less domaiwlauge are benefitted from
well-structured hypertext. Hence designing wellistured learning modules will benefit

students who have low or high knowledge about tigest.
2.1.2 Learners’ Interest

Interest has been categorized as a form of intrimgitivation. Learner’s interest
could be content-specific and that too for spedatibjects and tasks. The researchers
have identified two types of interest — individugkrest and situational interest.
Individual interest is a long term affinity towardspecific subject area. Situational
interest is a temporary emotional state due t@sdnal stimuli. Situational interest could
be due to the elements of the text, hypertext could be due to the content or domain
being studied (Lawless et al., 2003).

The elements that activate situational interestragriearners could be used in

learning modules in order to make students reatkotn

2.1.3 Complexity of Concept
Concepts or tasks, to be learned, can be compleature. Domain like computer

programming is considered a complex cognitive donadiere learning and problem
solving consume much of the cognitive resourcesmg high cognitive load on
programmers’ cognitive systefBaas, n.d.; Robins, Rountree, & Rountree, 2003). In
order to make students read content in the areesngplex domain, the complexity of
the concepts or tasks must be simplified by applgognitive models of learning.

One of the widely accepted cognitive models ofrieay in the field of education

is Bloom’s taxonomy. Bloom'’s taxonomy is the hietacal model for higher order

11



learning in complex tasks. Bloom’s taxonomy hashhésed in computer science domain
as well(Johnson & Fuller, 2006; Thompson, Luxton-Reilly, Whalley, Hu, & Robbins,
2008). Therefore, applying Bloom’s taxonomy in l@ag modules will make teaching

complex concepts simpler.
2.2 Interactivity and Engagement

In section2.1, one of the factors discussed that could leadersato skip content
is situational interest. Interest has been caiegoras a form of intrinsic motivation.
Motivation can be increased by engaging learnersaers with the system they are
interacting with.

Learner engagement in e-learning has an impaaamihg outcome (Ramesh,
Goldwasser, Huang, Daume, & Getoor, 2014). Leagngagement is “the degree to
which a learner feels involved or connected in ety of educationally related
activities” (Southerland & Nathaniel, 2010). Otlaeithors define engagement as,
“students’ involvement in their own learning progesr “time or effort devoted by
students to learn activities” (Rodriguez & Armei}ia013).

(O’'Brien & Toms, 2008) describe learner engagemetit the learning system, a 4 step
process. It includes- 1) point of engagement, 2ipdeof engagement, 3) disengagement,

and 4) reengagement.

The first step, point of engagement is when lea’reergagement with the
learning system begins. The engagement is infliiebhgeaesthetics and informational

content of the user interface which attract thesisdtention and interest.
The second step, period of engagement, sustairetfagement initiated in step
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1. Sustained engagement can be marked by useussddattention and interest towards
the task they are doing. Focused attention couidfhesnced by factors such as
feedback generated by the system, the novel infotomand features of the interface.
Users, in this step, also stayed engaged, firge-td the challenging task offered by the
system, second — they think they are the in-charg®ntrol the interaction with the
system. Novelty is the sudden and unexpected ch@wag@ccurs in an interface that

catches users’ attention and interest.

The third step, disengagement, is the when usedeketo stop the activity
because of his/her intrinsic decision or becaugbegxternal environment. This decision

could be because of loss of interest, time comdtaaiexternal pressure or distractions.

The fourth step, reengagement, when user decidgst toack to the task which was

stopped or left incomplete.

We summarize that engagement with the learningesysiegins due to the
aesthetics of the user interface, interest ofe¢laenler towards the topic or content,
novelty in the user interface, and motivation aeafic goals of the learner. This
engagement could be sustained for a longer pegathalue to aesthetics of the user
interface, interactivity with the system, learndegling as the in-charge or controller of
the interaction with the system, learner solving ¢hallenging task, feedback provided

by the system, and continuously evolving interest.
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2.2.1 Interactivity

Engagement increases with interactivity. Interatstiwith the learning
environment motivates learners to learn (Moreno &y#kt, 2007). Interactivity in
context of learning is the, “responsiveness tdehener’s actions during learning”
(Moreno & Mayer, 2007). The types of interactivitye-Learning environments include:
dialoguing controlling, manipulating searchingandNavigating(Moreno & Mayer,
2007). This research focuses on dialoguing andaling types of interactivity, the
remaining three are addressed by most web-bastdrpia. Dialoguing occurs when the
learner answers questions and receives feedbdug&/teer input. Controlling means, the

learner can determine or control the pace of teegntation.
2.2.1.1 Dialoguing - Assessment

Dialoguing help students to learn better, throughfeedback provided by the
learning environment which reduces extraneous tiwgrioad in the working memory
(Hessler & Henderson, 2013; Moreno & Mayer, 2007). Dialoguing in e-learning
environments has been implemented primarily throaggessments. Assessments are
conducted to test student learning after they lgawvee through the content. There are two
types of assessments: formative and summative.

Summative assessments provide the judgment ab®student achievement at
the end of the course or instruction (Reeves, 2dafYmative assessment is aimed to
evaluate, assist and promote student learning dyiging continuous feedback about the
topic learned during the period of instruction @dhDafoulas, Kalaitzakis, & Macaulay,

2004; T. H. Wang, 2007). Evaluating student learning through assessmealsde
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various formats including multiple-choice questioinse-false, fill-in-the-blank, short
answer and essays (Kuechler & Simkin, 2003).

In Multiple Choice Questions and True or falsedstuts have to select a correct
response from the list of pre-written responseshiort-answer, fill-in-the-blank, and
essay type questions, alternatively called as oottstd responses, students have to
construct the answers on their own, based on timelerstanding of the topic they have
learned (Kuechler & Simkin, 2003).

There have been extensive arguments about whiehafyfest format will help
students to learn better. Research suggests thapleghoice type questions are
regarded as the most valuable and applicable féitimeaest to measure learning
objectives such as “inferential reasoning, reasametrstanding, sound judgment and
discrimination” (1z & Fok, 2007), hence, infusingep learning in a student.

Multiple choice questions sometimes have been degbas infusing surface level
or rote learning among studeiits & Fok, 2007; Scouller, 2006). Rote or surface level
learning involves recalling of factual knowledgé/hile constructed responses are
considered to infuse deeper learning, they areyhglbjective and difficult to measure
on e-learning systems, and therefore are less appaiong educatot$z & Fok, 2007,

Kuechler & Simkin, 2003).

2.2.1.2 Dialoguing - Feedback

Feedback to student test answers has been combslalmeficial in student
learning (Thalheimer, 2008). (lahad et al., 20Q)gests that rich feedback is one of the

requirements of learner centered environment. Fegqldepending upon the response-
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time and amount, in e-learning environments, art@following types, 1) time:
immediate and delayed feedback; 2) amount: Knowledge of Results (KR), Knowledge of
Correct Response (KCR) and Elaborate FeedbacKStkit, 2004; Thalheimer, 2008;

van der Kleij, Eggen, Timmers, & Veldkamp, 2012).

Immediate feedback is, when a student receivebtsdmmediately upon
submit whereas feedback given sometime after thmsmsion of the response is called
delayed feedback. : Knowledge of Results (KR) typieedback tells only whether
answer is correct or incorrect, Knowledge of CariResponse (KCR) tells whether
answer is correct or incorrect along with the corenswer, Elaborate Feedback (EF)
tells whether answer is correct or incorrect alaittp concise explanation of the correct
answer (van der Kleijj et al., 2012).

Several research studies have suggested thatishremeémpact of the amount of
feedback presented, on the student learning. TioeviGage of Correct Response (KCR)
and Elaborate Feedback (EF) types of feedback mawve impact on student learning
than KR type of feedback. A few studies have sutggethat immediate feedback
improves student learning and is better than deléedback in most of the
circumstances because when student receives fdentbamediately, student can relate it
to current learning as opposed to delayed feedwaoth could be given to learner after
hours or days from the time of the test tak&mevedo & Bernard, 1994; Stuart, 2004;
van der Kleij et al., 2012).

Another type of the feedback that is seen in varimesessments is answer-until-
correct. Not much research has been conductedsiautba but a few researchers have

found this methodology beneficial. The report biglheimer, 2008) concludes that this
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type of methodology would benefit for those leasng@ho have learned materials well, as

compared to those who have not.
2.2.1.3 Controlling the Presentation

Controlling means, the learner can determine otrobthe pace of the
presentation. Controlling help students learn bdtyeallowing them to control the pace
of the presentation. Controlling reduces the exdoars load by allowing students to

process smaller chunks of information in the wogkimemory at their own pace.

2.2.2 Approaches to Learning — Surface & Deep

Students can take different learning approachésatm content. Taking these
learning approaches, student can learn contergpthdr on the surface. These approach
are called deep learning and surface learning ctispéy (Entwistle, 2000). In deep
learning, students generate intrinsic motivatiod gxerest in the learning content. They
aim at understanding the meaning of the learninggna by relating different parts of
the concepts and come up with new ideas basedearptior knowledge. They learn the
content in such a way that they are able to agptythe real world (Chin & Brown,
2000). In surface learning, learners do not pudretind are not involved in learning.
They attain the factual or rote knowledge withaw anderstanding of the concept
(Entwistle, 2000; Floyd, Harrington, & Santiago, 2009).

Research indicates that student engagement witledineing content infuses
deeper learning. It is the motivation and intefesthe content which inculcates learners
to adopt the deep learning appro&Chin & Brown, 2000; Entwistle, 2000).

In summary, it is desirable for learning moduletidve elements that invoke
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situational interests among learners. Situatiomakest is an intrinsic motivation that can
be increased by engaging learners with the cont&ng interactivity. Interactivity in

learning modules could be incorporated throughodpaing and controlling.

2.3 Learning in Interactive versus non-interactive systems

Any kind of educational intervention has a positffect on student learning
(Hattie, 2013). Then, do interactive and non-iatéve systems with similar content will
have the same learning effect?

A similar study conducted by Evans and Gibbons (Bv& Gibbons, 2007)
showed that both interactive and non-interactiveesys with same content have same
learning when assessment questions examine retenmti@call. But, interactive systems
performed significantly better than non-interactystem when assessment involved
problem-solving.

Another study by Wang et. al. (P.-Y. Wang, Vaugh,iu, 2011) examined
impact of animation interactivity on novices’ learg of introductory statistics. The study
comprised of three groups — 1) static group — plediwith static material, 2) simple
animation group — animation with input manipulatiand 3) practice group — animation
with practice and feedback. The results showed atmom interactivity significantly
improved students’ understanding and lower levelhapg.

A study by Mayer et. al. (Mayer, Dow, & Mayer, r).tbund that students
performed significantly better on problem solvingnisfer test due to the interactive
feedback provided by the system compared to narantive version.

In summary, the interactive and non-interactiveriesy systems will show same
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student learning for the questions that assessti@teof knowledge. The interactive
learning systems will show significantly higherdgat learning as compared to non-

interactive systems for the questions where knogéed to be applied.

2.4 Eye tracking and Reading Research
This research uses eye-tracking as a method toumgeasntent skipping.

Ongoing research in various domains using eye-ingdak based on Eye-Mind link
theory. The theory states that there is a link betwhuman mind and the eyes i.e. eyes
move in parallel with the mind (Holmqvist, HolsamgBarthelson, & Lundgvist, 2003).
Therefore, measuring eye-movements of a personrig@k an object reveal various
characteristics of the person and how do they part¢bhese objects. The measuring of
eye-movements is called eye-tracking and the dawsed to measure is called eye-
tracker.

Eye-tracking has been extensively used in the reseaeas involving
information processing such as reading, scene pioce visual searching, music
reading, and typing (Rayner, 1998). Eye-tracking &lao been applied to investigate
human computer interactions including usabilityg$tems, content presentation formats
etc.(Ariasi & Mason, 2010; Atterer, Wnuk, & Schmidt, 2006; Chuang & Liu, 2011;
Sharmin, Spakov, & R&iha, 2012). More recently-geking is used in computing
education research to determine computer prograsimeading and understanding of
computer program@ednarik, Busjahn, Schulte, & Tamm, n.d.; Busjahn et al., 2014,
2015).

Several eye-tracking tools are currently availabldhe commercial market
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including trackers from SR Research, Sensomotasttuments (SMI) and Tobii

(http://www.tobii.con) (Holmqvist et al., 2011).

There are two major characteristics of eye movesteri) fixation and, 2)
saccades. Fixation is the settling of the eye gazs&timuli for a minimum period of time.
Saccade is a quick movement of the eyes from oa#idin to another. Eye movements in
reading consist of a series of fixations and sagsalh english reading, the saccades
could be forward (left to right direction) or bacaw (right to left direction, also called
regressions) (Rayner, 1998).

Reading is a well-defined movement of the eye fteftnto right, with
approximately one stop at each word and small jufs@scades) between them
(Holmqvist & Wartenberg, 2005). For skilled readixations last about 200-250 ms and
forward saccades have amplitudes of 7-9 letterstN&bout 80 percent) of the saccades
are forward and about 10-15% are regressions. Bgigres could be — only few letters
long (for efficient reading after a long saccadbprt-within word (due to problems in
processing current fixated word) or too long (mibva@n 10 letter spaces, due to non-
understanding of text) (Rayner, 1998).

During reading, majority of the words in a text érated while many are
skipped. Among these, content words are fixatedia®5% times and functional words
about 35% (as functional words tend to be shotgoAhe probability of fixating on a
word increases as word length increases (Rayn88)1%o0 measure reading, several
reading detection algorithms have been implemefHetnqvist et al., 2011). The
simplest reading detectors use saccadic amplitiodéstect reading. Saccades are short

when reading in horizontal direction with differdiation duration and long when
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scanning (Holmqvist et al., 2011).

(Campbell & Maglio, 2001) developed an algorithndagect online reading using
three saccadic criteria — distance (long versugt shsing pixels information), direction
(right, left, up, down) and axis (x versus y). Tdigorithm 1) quantizes eye movements
from eyetracker’s raw data by averaging every three data points; and 2) detects evidence
of reading. To detect the reading evidence - saclbade is assigned a score (positive
when eye moves to right and negative when eye moves to left); the scores are summed
and compared to a threshold score. The authorstegploigh accuracy.

Using modification to (Campbell & Maglio, 2001) alighm, (Buscher, Dengel,
& van Elst, 2008) developed reading-skimming detedthe algorithm includes
following steps- 1) detection of fixations, 2) feet detection based on classification of
transitions from one fixation to another (Reffégure 2), 3) accumulation of scores
associated with the feature and 4) determiningofas exceed reading and skimming
thresholds. The feature is detected based on ti@misidistance (short, long in letter
spaces) and direction (forward and regressiong) fsoe fixation to another. Using letter
spaces is considered appropriate metric to measieeadic amplitude in reading

(Rayner, 1998).
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Distance and Feature Reading Skimming
direction in detector detector
letter spaces score s, score S;
O<x<=11 Read forward 10 5

11 < x <= 21 Skim forward S 10

21 < x <= 30 Long skim jump -5 8
-6<=x<0 Short regression -8 -8

-16 <= x < -6 Long regression -5 -3

Figure 2: Reading-skimming detection algorithm

Another algorithm by (Simola, Salojirvi, & Kojo, 2008) developed hidden
Markov model with an accuracy of 60% to detect three different reading tasks including —
simple word search; finding a sentence that answers a question; and, choosing a title from
the list of titles. Several studies have used other metrics including - fixation duration and
reading depth to detect the portions of text read. Fixation during reflects the time to
process reading text; and reading depth, also called as reading ratio, reflects proportion of

an area looked at (Holmqvist et al., 2011).

In summary, students’ content skipping can be measured using eye-tracking.
Using eye-movements (fixation, saccades), two metrics-1) reading scores (using a
reading detection algorithm in eye-tracking by Buscher et al. 2008 (Buscher et al., 2008))
and 2) reading depth (number of words fixated in a given area of text) can be used to

detect whether how much content has been read.

2.5 Usability and Learning

In e learning, usability is significantly importaas it influences students’ learning

(Meiselwitz & Sadera, 2008). Usability is “The extéo which a product can be used by
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specified users to achieve specified goals witbatiffeness, efficiency and satisfaction in
a specified context of use” (Ssemugabi & de ViHie2007). If an e-learning application
is not usable enough, learner’s would not spencertiore in learning the content (Ardito
et al., 2005). In order for e-learning applicatiotm$de usable, the applications should- 1)
be interactive and provide feedback, 2) motivatpr8yide suitable tools, and 4) avoid
distractions, to learners (Ardito et al., 2005).r&lanportantly, in addition to these- the
interface, content, tools and tasks in the e-legrapplication should support pedagogi-
cal objectives, apart from being attractive andagiug (Ardito et al., 2005).

Usability evaluation is a method to assess or imptbe applications by identify-
ing problems and suggesting improvements (Ssemudgdbi Villiers, 2007). Several us-
ability evaluation methods exist including analgtieexpert heuristic evaluation, ques-
tionnaire, observational, and experimental meth{Bdsck, Gergle, & Wood, 2001;
Shneiderman, Plaisant, Cohen, & Jacobs, 2010) r8leaetors including efficiency,
time, cost-effectiveness, ease of application,expkrtise of evaluators determine which
evaluation method to select. Usability evaluatismg questionnaire is a popular method
due to the following advantages -1) can colleecrge amount of data and, 2) it is usually
quick and cost-effective to administer and to s¢deharias & Poylymenakou, 2009).

Several e-learning usability questionnaires existbility questionnaire for e-
learning systems contain web and instructionalgeattributes in addition to general
system usability attributes (effectiveness, efficieand satisfaction). Zaharias and
Poylymenakou 2009 in (Zaharias & Poylymenakou, 2@@¥eloped a usability ques-
tionnaire that measured attributes related to eantearning & support, visual design,

navigation, accessibility, interactivity, self-assment & learnability and motivation to
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learn. Ssemugabi and de Villiers 2007 in (Ssemugate Villiers, 2007) assessed usa-
bility using three criteria -1) interface usabiliB) educational website-specific criteria,
and 3) learner-centered instructional design. Ardital. 2005 in (Ardito et al., 2005)
used presentation, hypermediality, user activity application proactivity dimensions to
asses usability in e learning.

Usability studies that compare two learning systemtis same content and differ-
ent designs have shown significantly higher stugentormance for usable systems. E.g.
Avouris et al. 2001 in (Avouris, Dimitracopoulouagkalaki, & Tselios, 2001) compared
“student testing and self —assessment” module endifferent learning environments —
“WebCT” and “IDLE”. WebCT were found to be signiéintly usable than IDLE and stu-
dents’ performance score was significantly betieMebCT than IDLE. Another study
by Parlangeli et al. 2011 in (Parlangeli, Mengé@Guidi, 2011) compared a usable and
a non-usable teaching website with same contelowet by learning assessment. They

found, non-usable system negatively affected tamlag process among students.

In summary, — 1) usability evaluation is an impattcomponent in e learning in
order to assess or identify issues in the syst@rdsihg questionnaire is an appropriate
evaluation method as it is easy to collect large@m of data, administer and score; and
3) usable systems have shown improved studentihgarn

2.6 Theoretical Framework

In summary, literature review in section 2.1 atitds content skipping in a large

web-based hypertext pages to — 1) scrolling up beldw the document, 2) flexibility to

click any of the hyperlinks that links within ortside the page to gain knowledge and
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thus loosing context of the original text, 3) reapstrategy adopted by readers which de-
termines what to read and what to skim, 4) peroeptf the large length of document
among readers, 5) lack of prior or domain knowlealgeut the content in a reader, 6)
content-structure (ill-structured content may lezgs domain knowledge learners to skip
content), 7) complexity of content (Highly compleontent may lead to content skip-
ping), and 8) lack of situational interest.

Section 2.2 suggests, it is desirable for learnmoglules to have elements that in-
voke situational interests among learners. Sitnatioterest is an intrinsic motivation
that can be increased by engaging learners witbdhtent using interactivity. Interactiv-
ity in learning modules could be incorporated tlgimdialoguing and controlling.

Section 2.3 suggests, the interactive and nondatee learning systems will
show same student learning for the questions 8s&ss retention of knowledge. The in-
teractive learning systems will show significarttigher student learning as compared to
non-interactive systems for the questions wherenkgntge is to be applied.

To overcome the issues in linear modules, we pegts incorporate e-learning
design principles of segmentation and interactifiRgina, Taylor, & Kaza, 2015). Seg-
mentation implies breaking large content into serathunks and present one chunk at a
time on a single screen. Segmentation makes pragesstention and recalling of in-
formation easier (Clark & Mayer, 2011; Moreno & May2007). In addition, to in-
crease engagement with the module interface, r@dssaggests increasing user-system
interactivity (Quinn, 2005). Interactivity in e-leang is the “responsiveness to the learn-
er’'s actions during learning.” We proposed to iaseinteractivity with dialoguing and

controlling. The process of a learner answeringestjon and receiving feedback on
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his/her input is referred to as dialoguing. Dialmguimproves learning (Thalheimer,
2008), as learners can relate feedback to therduromtent. Controlling implies that the
learner can determine the pace of the presentaiontrolling helps students learn better
by allowing them to process information at theimopace.

Overall, segmentation breaks large content intdlsmehunks and presents them
one at a time, which may result in less readinglassl skipping of content (Protopsaltis
& Bouk, 2005; Tseng, 2008) . Less skipping of cahteay lead to increased learning
(Rudestam & Schoenholtz-Read, 2010). Interactifdigloging and controlling) on seg-

mented chunks leads to engagement and enforcesniggZhang, 2010)
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3. Method

This research included 1) enhancement of originahl learning modules to
incorporate e-learning design principles of segmugm and interactivity using security
injections @Towson cybersecurity modules, 2) testive effectiveness of enhanced
modules through four quasi-experimental studiesh @@ldressing the research questions

described in introduction chapter.

This chapter presents the research questions aadluks the method used
including sample, procedure, instruments, hypothese the data collection and analysis

for each research question.

3.1 Research Questions

RQ1:Can the use of learning modules with segmentatdage content skipping
as compared to linear modules?
This research examines content skipping basedashng scores and reading depth.
Higher reading scores and depth means more covarabkess skipping (Biedert, Hees,
Dengel, & Buscher, 2012; Buscher et al., 2008; Holmqvist et al., 2011). Therefore, RQ1
is answered using RQla and RQ1b.

RQ1l1a:Can the use of learning modules with segmentatiowssignificantly
higher reading scores as compared to linear modules

RQ1b:Can the use of learning modules with segmentatiowssignificantly
higher reading depth as compared to linear modules?

RQ2:Can the use of learning modules with segmentatn@hinteractivity
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increase student engagement as compared to linedulas?

RQ3: Can the use of modules with segmentation andaatietty increase student
learning as compared to linear modules?

Previous research has shown that while retentidmodvledge is not affected by
the interactive nature of the systéfvans & Gibbons, 2007; Hattie, 2013; Mayer et al.,
n.d.; P.-Y. Wang et al., 2011), students perform signiftbabetter on application of
knowledge using interactive systefiisans & Gibbons, 2007; P.-Y. Wang et al., 2011).
Based on these findings, RQ3 is answered using RQA&RQ3b.

RQ3a: Can the use of learning modules with segnientand interactivity show
same learning as compared to linear modules fostjars that assess retention of
knowledge?

RQ3b: Can the use of learning modules with segnientand interactivity show
significantly higher learning as compared to lineaodules for questions that assess
applying of knowledge?

RQ4: Are learning modules with segmentation and intevig significantly

more usable than linear modules?

3.2 Research Design
RQ1 was tested using an experimental control-gteegiment-group design. The

independent variables were 1) linear module (cénémed 2) segmented-interactive
Module (treatment). The dependent variables weredding scores and 2) reading

depth.

RQ2 was tested using a quasi-experimental posegwmnly control-group
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treatment group design. The independent variab&e W) linear module (control) and 2)
segmented-interactive module (treatment). The d#gr@nvariables were engagement

Scores.

RQ3 was tested using a quasi-experimental pre-gynost-survey control-group
treatment-group design. The independent variabée W) linear module (control) and 2)
segmented-interactive module (treatment). The d#gr@nvariables were 1) general
security-awareness scores, 2) secure-coding avssegeres, 3) ability to apply secure-
coding knowledge scores, 4) phishing awarenes$padility to apply phishing

knowledge.

RQ4 was tested using a quasi-experimental posegwmnly control-group
treatment group design. The independent variab&e W) linear module (control) and 2)
segmented-interactive module (treatment). The dégr@rnvariables were overall usability

Scores.

3.3 Sample

Towson University is a mid-size institution witheyv18,000 undergraduates. The
Computer and Information Sciences Department caapiiwo majors, Computer
Science (CS), Computer Information Systems (Cl#)laformation Technology (IT).
Currently, there are approximately 300 studenesaich major.

The department offers core programming coursesidima) CSO (using C++) and
a computer literacy course for all majors and najems. Each of the courses includes a

lecture and a lab component. The courses are 1k foaecredit (CS0) and three-credit
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(computer literacy) classes and are described below

CS0:COSC175 - General Computer Sciefagic course taught in C++.
Computer Literacy: COSC111 — Information & Technology for Business

RQ1 was tested using a random sample (randomlyingestits that labels either
control or treatment groups) of students from tecti®ns of CS0O course in fall 2015 and
spring 2016. Both the sections were taught by #émeesinstructor. A total of 30 (15 in

treatment and 15 in control) students participatdtie study.

RQ2 was tested using a convenience sample of ggiffem four sections of CS0O
course in fall 2014. Two sections were taught leydgme instructor and other two by
different instructors. Instructor teaching two $&a$ was requested to assign one section
to control and other section to treatment groupe €#ction from other two instructors
was assigned to control group and another to treratnA total of 116 (60 students in

treatment and 56 in control) students participated.

RQ3 was tested using a convenience sample of ggiffem two sections of CS0O
and three sections of computer literacy coursg@iimg 2015. In CSO0, both sections were
taught by the same instructor, one section wasie@agroup and other a treatment
group, and a total of 53 (26 in treatment and 2Goimtrol) students participated. In
computer literacy, two sections were taught bysdm@e instructor where one section was
control and another treatment; third section taught by a different instructor was divided
into two groups (control and treatment). A totabdf (48 in treatment and 46 in control)

students participated in this study.
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RQ4 was tested using a convenience sample of dgiffem six sections of CS0O
and two sections of CS1 in fall 2015. Three sestionCS0 and one section in CS1 were
assigned to control group and other sections in &#I0CS1 to treatmeri.total of 538

(332 in treatment and 206 in control) studentsi@psted.

3.4 Instruments

Instruments used in this research are six survéy$re-survey and 2) post-
survey b assess software security learning; 3) Pre-survey and 4) Post-survey to assess
general security learning; 5) engagement survey to assess student engageme ) a
usability survey to assess overall module usability; and an eye-tracking device to examine

students’ content skipping. Each instrument is diesed below.

3.4.1 Pre and Post Software Security Survey

The survey instruments (both pre-survey and pastesyi were used to test RQ3
using CSO0. The instruments were derived from prevgecurity injections studies (B.
Taylor & Kaza, 2011b). Both the pre-survey and fst/ey include multiple choice
guestions related to student demographics, seodiagawareness and general software
security awareness.

Secure coding awareness include 5 questions egenbverflow, 2 input
validation and 1 buffer overflow; and, 4 questions for general software security
awareness. In addition, 3 code segments were dddbd post-survey to assess students’
ability to apply secure coding knowledge. The ceegments were developed by the

senior instructors teaching CSO0. The students weeigentify the potential security
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vulnerability in the code segments. Sable 3 for security awareness questions and

Table 2for code segments (ability to apply).

Identify the potential security issues in the follaving code
segment: (Check all that apply)

Code Segment 1
float price;
float totalPrice;
cout << "Enter Price" << endl;
cin >> price;
totalPrice = price + price*.06;

Code Segment 2
/lassume i < INT_MAX and j <
INT_MAX
int calc (int i, intj))
{
intresult =i * j;
return result;

}

Code Segment 3
/lassume n < INT_MAX
void input(float temperatures],

int n)
for(inti=0;i<n;i=i+
1)
{
cout << temperatures]i] <<
endl;
}
}

Table 2: Code Segments (Ability to apply)
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Secure-coding Awareness

Integer Overflow occurs ..

Integer Overflow is caused by ..

Invalid input can come from ..

Which of the following should your well
designed program do before processing user
input?

Which programming mistake is one of the major
vulnerabilities in today applications?
Software-security Awareness

What are the possible consequences of
insufficient computer security?

Security Software and Software Security are the
same:
When developing secure systems, where does
security fit in?
Software security vulnerabilities are the result pf
software bugs and flaws:

Your code is completely secure if:

Table 3: Survey questions (Software Security Awaresss)

3.4.2 Pre and Post Computer Literacy Survey

The survey instruments (both pre-survey and pastesyi were used to test RQ3
using computer literacy. The instruments were @erifrom previous security injections
studies (Turner, Taylor, & Kaza, 2011). Both the-purvey and post-survey include
multiple choice questions related to student demgaigcs, computer security including

phishing.

Phishing awareness include 4 questions. In addidi@ample email was
presented to in order assess ability to identifigiping. Sedable 4 for phishing

awareness questions afable 5for sample e-mail to identify phishing (ability &pply).
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Phishing Awareness
Phishing is ....

The following are characteristics of suspicious
email...

Never give out personal information upon an
email request..

Consider the following email: Is this email
legitimate?

Table 4: Survey Questions (Phishing Awareness)

Ability to apply Phishing Knowledge

Consider the following email:

From: Help Desk <online2793774@telkomsa.net>
Date: June 20, 2014 at 7:57:55 AM PDT

To: info@cs.stanford.edu

Subject: update

It had been detected that your cs-stanford-edu emai | account. Mail
delivery system had been affected with virus. Your email account

had been sending virus included with your mail to r ecipient's ac-
count and as such a threat to our database. You'll need to update

the settings on your cs-stanford-edu email account by clicking on

this link:

http://forms.logiforms.com/formdata/user_forms/6694 9 9366478/321793
From

CS. Standford

ITS Helpdesk

Is the above emailegitimate or fraudulent?

What makes you decide, the above emdégstimate or fraudulent? Discuss elaborate

ly.

Table 5: Sample e-mail to identify Phishing (Abiliyy to apply)
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3.4.3 Student Engagement Survey

The instrument tests RQ2. The survey instrumerd uséhis study measured
student demographics and student engagement. Qlekions related to student
demographics were derived from previous securjgciion studies (B. Taylor & Kaza,
2011b), which measured students’ gender, age-geihpicity and major, we adapted a
set of eight item questions from a well-tested Usagagement Scale (UES) (O’'Brien &

Toms, 2010) to measure student engagement.

The eight item student engagement questions weogded from 1 to 5 on a five
point Likert scale 1 representing ‘strongly disajand 5 representing ‘strongly agree’.
(SeeTable 6 for sample survey questions.). A reliability tests conducted to test the
internal consistency of the survey. Tédrenbach's alphdor eight-item engagement
guestions, was found to be 0.74, which suggested gudernal consistency. The survey

was administered online on student voice.

Student engagement

| felt deeply engrossed while completing secunitigction modules using thi

web-based platform.

02 | get so involved while completing security injestimodules using this wel

based platform that | forget everything.

03 While completing the security injection modulesngsithis web-based pla
form, | tend to block out conversations with othargsund me.

Q4 | The Security Injection modules presented onghitform hold my attention.

05 Using this web-based platform excited my curioditylearn cybersecurity
principles.

Q6 Time seemed to go by very quickly when | use thebsbased platform fof
completing Security Injection module.

Q7

Q8

(2]

Q1

The screen layout of this web-based platform focuBigy Injection modules
was visually pleasing.
Using this web-based platform for completing Segunmjection modules wasg
attractive.

Table 6: Student engagement survey questions
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3.4.4 Module Usability Survey

The survey instrument was used to test RQ4. Theeguneasured student
demographics and usability. While questions relédestudent demographics were
derived from previous security injection studids Taylor & Kaza, 2011b), which
measured students’ gender, age-group, ethnicityraadr, we adapted a set of eighteen
item questions from three different e-learninghulgg questionnaires to measure
usability in following categories learnability; navigation; accessibility; consistency;
visual design; interactivity; instructional assessment; instructional feedback; learning

guidance & support; efficiency; effectiveness; and user satisfaction.

The eighteen item usability questions were recofd®d 1 to 5 on a five point
Likert scale 1 representing ‘strongly disagree’ &mépresenting ‘strongly agree’(See
Table 7). A reliability test was conducted to test theemial consistency of the survey.
Thecronbach's alphdor eight-item engagement questions, was fourtzet0.97, which
suggested strong internal consistency. The sunasyadministered online on student

voice platform.

3.4.5 Eye-tracking Apparatus

An eye-tracking apparatus was used to test RQleybaanovements of each
participant were recorded using a tobii T60 eyekiea with tobii studio 3.0 software
package. The eye-tracker was installed on a windbeyserating system with 64 GB
memory, 3 GHz processor and 1 TB hard drive. Thvicdenas placed on the bottom

frame of a 17 inch LCD monitor (s€&gure 3) with a resolution of 1280 X 1024 pixels
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and frequency 60 Hz. The eye fixations were detected using tobii’s I-VT filter fixation
detection algorithm. A second monitor, connected to the eye-tracking computer and kept

at a distance in the same room, was used to monitor participants’ eye-track status.

Figure 3: Eye-tracker mounted on a 17" inch monitor
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Usability Questionnaire

| Adapted from

Learnability
1. Instructions to use the module were clear. | (Hegarty, 2005)
Navigation
2. | found it easy to navigate around the module. (Teoh & Neo,
2007)
Accessibility
3. The module is easy to launch. (Zaharias &
Poylymenakou,
2009)
Consistency
4. The fonts, colors, and sizes are consistent throuigihe module. (Zaharias &
5. The module maintains an appropriate level of céesty in its design from one Poylymenakou,
part/section of the module to another. 2009)
Visual Design
6. | found the interface clear, structured and appgali (Teoh & Neo,
2007)
7. Text and graphics are legible. (Zaharias &
8. Fonts (style, color, saturation) are easy to read. Poylymenakou,
2009)
Interactivity
9. The module does not provide too many long sectidiext to read without meaning-| (Zaharias &
ful interactions. Poylymenakou,
10. The module engaged me in interactive tasks thatlasely aligned with the learning | 2009)
goals and objectives.
11. The module used interactive activities to gaindttention, sustain the interest, and
maintain my motivation.
Instructional Assessment
12. Questions in the module enhanced my understandiogbersecurity ideas and con- | (Zaharias &
cepts. Poylymenakou,
13. Security checklist in the module enhanced my urdeding of cybersecurity ideas anc2009)
concepts. T
Instructional Feedback
14. Feedback on activities is clear and helpful inréay. (Zaharias &
Poylymenakou,
2009)
Learning Guidance & Support
15. The module provides guidance and support to comjelividual sections including | (Zaharias &
learning activities. Poylymenakou,
2009)
Efficiency
16. | was able to complete the module quickly. | (Lewis, 1995)
Effectiveness

17. 1 was able to effectively complete the module.

(Zaharias &
Poylymenakou,
2009)

Satisfaction

18. | was satisfied with the module.

| (Lewis, 1995)

Table 7: Usability Questionnaire
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3.5 Learning Modules

This research uses security injection@ Towson legrmodules to examine the
research questions. These learning modules taggetdcure coding concepts including
integer error, buffer overflow, and input validatim various programming languages, for
Computer Science 0 (CS0), Computer Science 1 (Ga#l)Computer Science 2 (CS2)
and general security concepts, such as phishimgwmads, and cryptography for use in
Computer Literacy courses.

The control group uses original security injectinadules and the treatment
group uses enhanced modules. The original modueiaar and presented on a single
webpage.

The original module begins with a background secteodescribe the problem
with examples, followed by a “Code Responsibly’teet(includes methods to avoid
security issues), a laboratory assignment withcardy checklist, and discussion
guestions. Students submit the laboratory assighar&hdiscussion question answers to

their instructors as a text document to receivegtiages and feedback.

The enhanced modules are segmented and interagtiveame content as
original. In enhanced modules, original conterdrisken per section (background, code
responsibly, laboratory assignment, discussiontopres and each section is presented,
one at a time, on the screen. In this fashionreghder views a small amount of content at
a time. Each section in a module is auto-gradeausuilt-in functionality for text and
multiple-choice questions. In the background ardka@sponsibly sections, students are

required to go through the content and answer afsgteckpoint questions. Each
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guestion provides immediate feedback on submie Sthdent cannot advance to the next

section until all questions are answered correctly.

3.6 Procedure

To examine RQ1the control group completed integer error modulegiinear
format and the treatment group completed using satgd-interactive format. Each
participant was allocated different time slots (boer each) due to availability of a
single eye-tracking device. For each participdrg,éxperiment involved four steps -1)
eye calibration; 2) administering demographics survey 3) completing the module 4)
administering the usability survey.

Each participant showed up in their allocated omér ime slot in the human computer
interactions laboratory. Participants were givaeftintroduction about the experiment

with the following description —

“Today you will be learning about a major softwagewity vulnerability (Integer
Overflow) using Security Injections @ Towson cybarsgy module. There are two
versions of these modules — 1) linear and 2) setgdeivou will be asked to draw a
random chit, that labels the version of the modwle will be completing, from a box of
chits. Depending on the module version, you wilrop select document that contains
instructions to complete the tasks where first, willicomplete a short demographics
survey; second, you will complete the module; and third, you will complete the usability
survey. During the experiment your eye-movemeritberecorded using an eye-tracker
for data collection purposes only. Your identityl Wwe kept completely secured. To
capture eye-movement, your eyes will be first caldd. If you have any questions
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during the experiment, raise your hands to indicate. ”.

The calibration includes three steps process — 1) eye detection, 2) calibration, and
3) result acceptance (Refer Fig. 5.). In eye-detection, participants were asked to sit on a
chair in a comfortable position in front of the eye-tracker and look at the monitor. The
participant’s positions were adjusted until eyes were detected at the center of eye-track
status window to be able to capture eye-movements accurately with high precision. The
allowable distance of the participants’ position from the monitor was 50 cm — 80 cm. In
calibration, participants were asked to look at the center point of a moving ball on a 9
point calibration view. In result acceptance, the calibration results are presented with an
option to accept the calibration or re-calibrate. The calibration was accepted only when
green dots were within each 9 point circles otherwise re-calibration was performed. After
calibration, participants took demographics survey, completed integer error module and

usability survey in sequence.

1. Eye Detection 2. Calibration 3. Calibration Results

Figure 4: Calibration process steps

To examine RQ?2, the study was conducted during the laboratory sessions which
were at different times for each section. Three modules - integer error, input validation
and buffer overflow - were introduced, in that order, with approximately four weeks

between the interventions. Both control and treatment groups were administered a
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student engagement survey at the end of the semmeste

To examine RQ3, in CSO course, the study was cdeduturing the laboratory
sessions, which were at different times for eachiae (11-11:50 AM (control), 12-12:50
PM (treatment)). Three modules - integer errgyutrvalidation and buffer overflow -
were introduced, in that order, with approximatelyr weeks between the interventions.
Both groups were administered a pre-survey at éggnning and a post-survey at the end
of the semester.

In computer literacy course, the study was conaldteing the laboratory
sessions, also at different times for each se¢twa sections taught by same instructor:
11-11:50 AM (control), 12-2:50 PM (treatment); third section taught by a different
instructor (10 — 11:15 AM (students divided intmtgroups, control and treatment))). A
module in phishing was introduced during the eigh#éek of the semester.

Both groups were administered a pre-survey at éggnning and a post-survey at the end
of the module to assess general security awareegsgion. In addition, a sample of
phishing email was given to participants, afterpbst-survey, to identify any sentence,
phrase or word that makes the e-mail a suspectist, b assess student’s ability to
apply security knowledge.

To examine RQ4, the study was conducted durindptharatory sessions, which were at
different times for each section. Three moduled¢eger error, input validation and

buffer overflow - were introduced, in that orderttwapproximately four weeks between
the interventions. Both groups were administeradability survey at the end of each

module.
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3.7 Hypotheses

To examine RQ1, based on the reading scores adohgedepth we propose the
following hypothesis:

H1: The mean reading scores in treatment group witligeificantly higher than
the mean score for control group.

Rationale— Due to less content in segmented modules, stsigthread more
and skip less as compared to linear modules where is large amount of content on a
single page. This links to RQla.

H2: The mean reading depth in treatment group wibigaificantly higher than
the mean reading depth in control group.

Rationale— In segmented modules, readers will fixate onewaords as
compared to linear modules. This links to RQ1b.

To examine RQ2, Based on the survey scores, wegpeopthe following
hypothesis to compare Security Injections 1.0 aecuty Injections 2.0 (treatment
group) on the following dependent variable: studargagement score.

H2: The mean of survey scores for student engageiméme treatment group
will be significantly higher than the mean of thengey scores for student engagement in
the control group.

To examine RQ3, based on the pre-survey and thtespogey scores, we
proposed the following set of hypotheses to comfaurity Injections 1.0 (control
group) and Security Injections 2.0 (treatment gjaupthe following dependent

variables: secure coding awareness, general seftsesnurity awareness, and ability to
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apply secure coding knowledge.

H3a: The post-survey scores for secure coding awarénesasuring retention)
will be significantly higher than the pre-surveyses for secure coding awareness in
both control and treatment groups.

Rationale— As discussed in section 2.2, any kind of eduoatiotervention has a
positive effect on student achievement. In addjtioteractive and non- interactive
systems with same content will have the same legron recall or retention assessments.

H3b: The post-survey scores for secure coding awargnesasuring retention)
for the treatment and the control group will notslgmificantly different.

Rationale— As discussed in section 2.2, both interactiw raon- interactive
systems with same content will have the same legron recall or retention assessments.
Secure coding awareness assesses retention agnioegrflow, input validation and
buffer overflow knowledge.

H3c: The post-survey scores for general software dgcamareness (measuring
retention) will be significantly higher than theepsurvey scores for general software
security awareness in both control and treatmenigr

Rationale— Same as H3a

H3d: The post-survey scores for general software dgcanareness (measuring
retention) for the treatment and the control gratipnot be significantly different.

Rationale— As discussed in section 2.2, both interactiw raon- interactive
systems with the same content will have same legrar recall or retention
assessments. General software security awarersesssas retention of general software

security knowledge.

44



H3e: The post-survey scores for phishing awarenesssumieg retention) will be
significantly higher than the pre-survey scorespioishing awareness in both control and
treatment groups.

Rationale— As discussed in section 2.2, any kind of edupatintervention has a
positive effect on student achievement. In addjtioteractive and non- interactive
systems with same content will have the same legroin recall or retention assessments.

H3f. The scores for ability to apply secure codingwiealge in the treatment
group will be significantly higher than the contgsbup.

Rationale-As discussed in section 2.2, interactive systemiishow significantly
higher learning on problem-solving (ability to apphssessments than the non-interactive
systems with same content. The students apply skeure coding knowledge to identify
security vulnerability in the code segments.

H3g: The scores for ability to apply phishing knowledg the treatment group
will be significantly higher than the control graup

Rationale-As discussed in section 2.2, interactive systemishow significantly
higher learning on problem-solving (ability to apphssessments than the non-interactive
systems with same content. The students apply skeure coding knowledge to identify
security vulnerability in the code segments.

H3a— H3eaddresses RQ3a andi3f — H3gaddresses RQ3b

To examine RQ4, based on the survey scores, wegedithe following

hypothesis to compare linear modules (control) emthnced modules (treatment).

H4: The mean of survey scores for overall usabihtthie treatment group will be
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significantly higher than the mean of the surveyres for overall usability in the control

group.

3.8 Data Analysis

In RQ1, in order to compare students’ reading betwiaear and segmented
modules, reading detection algorithm by Busched.€2008 (Buscher et al., 2008) and
reading depth was used. We picked this algorithoaibge of the following reason- 1)
The algorithm uses fixation points (unlike raw xgordinates by (Campbell & Maglio,
2001)) to detect saccades, and we use Tobii egkHtigasoftware that can generate
fixation points for eyanovements; 2) The algorithm uses letter spaces to detect saccadic
amplitudes which is considered most appropriate metric; 3) Implementing the algorithm
is easier and time efficient. The raw data was@ssed from eye-tracker that involved
following steps (See Figure 5):

1. Data Export- The eye movement data from the eye-trackerexpsrted for each
participant in .tsv format using tobii studio 3.0.

2. Filter Reading Data- Each participants’ reading data was extracteah ftsv file us-
ing start and end reading times per line. The tymiwere manually taken from the
recorded videos. The reading data was extractelineeto exclude irrelevant eye

movements due to page scrolling.
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Figure S: Data processing in Eye-tracking

3. Aligning Fixations to Text Line Due to hardware inaccuracies in eye-tracking de-
vice, there are chances when fixation points dsimiw on the text while participant
is reading. The fixation points could be seen eibeow or above the text line (Refer
Figure 6). This is called vertical drift (Cohen13). In order to get accurate data, we
need to re-align the fixations with the text lifée used eye-map tool (Tang, Reilly,
& Vorstius, 2012) to map the fixations points tattene filtered from step 2 (Refer
Figure 7). In addition to mapping, the tool prowsdtata on several eye-movement
variables in the form of word and fixation repartiuding fixation durations, fixation
counts, saccades, regressions etc.

4. Computing Reading Score and reading depiWe used word and fixation report ex-
ported from eye-map to compute reading scores Busgher et al. 2008 (Buscher et
al., 2008) reading detection algorithm and readiegth. The word and fixation re-
ports were first imported to SQL server databaseguSSIS package. The reading

scores for each participant in two groups (lineat segmented) were computed by
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implementing reading detection algorithm (Referufgg2) using stored procedure.
Reading depth for each participant was computeidking ratio of number of fixated
words to total of words in the reading sectionghef module.

Risk - How Can It Happen? & @ ‘

An integer error can lead to unexpected behavionpf may be exploited to cause a program crash, ¢

Figure 6: Fixations detected above the text line from eye-tracker software

C=Er %Fn PLLE . b JFLTE LR TR R

Figure 7: Fixations aligned on the text line using EyeMap

Hla and H1b were tested using independent samples t - test in SPSS to compare
mean reading scores and mean reading depth scores between control (Linear module) and
the treatment (segmented module) groups. Independent samples t - test was picked
because -1) Data for the groups was found normally distributed using Kolmogorov-
Smirnov and Shapiro-Wilk test ( p > .05), 2) the two groups were equal, and 3) the two

groups were independent samples.

In RQ2, the engagement score for each respondent were calculated as the mean of
codes for eight questions. H2 was tested using independent samples t-test. Independent
samples t-test was picked because Shapiro-Wilk test showed that scores for student
engagement in both the groups (treatment n=42, control n=38) satisfied the conditions of
normal distribution (treatment p=.593, control p=.187) and homogeneity of variance

(F=2.554, p=.114 > 0.05).
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In RQ3, the scores for each category in the so&wacurity survey were
calculated based on the correct answers out dbr $ecure coding awareness (integer
overflow (2), input validation (2), buffer overflogt)), 5 for general software security
awareness and 9 for ability to apply secure collimavledge on code segments (integer
overflow (3), input validation (3) and, buffer oflew (3)). In computer literacy survey,
the scores for each category were calculated b@asdue correct answers out of - 4 for
phishing awareness. To assess students’ abilappdy phishing knowledge, qualitative
analyses was performed on students’ open-endeceamsind were grouped in seven

categories (Se&able 8). Each category weighted a score of 1.

Category Description Score
Links There are suspicious links inan | 1
email/ Never click on the link/

Type the website address in the

browser

Content There is suspicious con- 1
tent/suspicious words, phrases or
sentences

Errors There are grammatical or spellingl
errors in an email

Greetings Email starts with generic greetings

Pop- Email contains any pop-up boxes 1

ups/Attachments | or attachments

Urgency Urgency of an email 1

Personal Infor- Email asks for personal infor- 1

mation mation/ never give your personal
information

Table 8: Score evaluation matrix for ability to phishing knowledge

H3a and H3c were tested using Wilcoxson-Signed-Raok-parametric test to
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compare the mean rank of scores between pre-sangpost-survey scores. Non-
parametric test was picked because — 1) the Kolnoeg8mirnov and Shapiro-Wilk test
showed that the scores are not normally distrib(te<0.05), and 2) the groups (pre and

post) were related samples.

H3b, H3d and H3g were tested using Mann-Whitneyp@arametric test to
compare the mean rank of the scores in two grotgu#rol and treatment). Non-
parametric test was picked because — 1) n for ivgpgwere not equal, 2) Kolmogorov-
Smirnov and Shapiro-Wilk test showed that the scare not normally distributed (p <

0.05), and 3) the two groups were independent sesnpl

H3e was tested using paired sample t-test to cantparmean of pre-test scores
and mean of post-test scores in control and trestgreup. Parametric test was picked
because 1) Kolmogorov-Smirnov and Shapiro-Wilk sgsiwed that the scores are

normally distributed (p > 0.05), and 2) the twowps were paired samples.

H3f was tested using independent sample t-tesirttpare the mean of phishing
scores in control and treatment group. Parametsicwas picked because 1)
Kolmogorov-Smirnov and Shapiro-Wilk test showed tine scores are normally

distributed (p > 0.05), and 2) the two groups wedependent samples.

In RQ4, the usability score for each respondenewatculated as the mean of
codes for eighteen questions. H4 was tested usengMVhitney U-test. Mann-Whitney
non-parametric test was used to compare the me&rofdhe scores in two groups
(control and treatment). Non-parametric test wakga because — 1) n for the group
were not equal, 2) Kolmogorov-Smirnov and Shapifitk test showed that the scores
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are not normally distributed (p < 0.05), and 3) tthe groups were independent samples.

3.9 Limitations and Assumptions
This research was conducted with the acknowledgwfahie following limitations:

1 The selection of subjects was limited to 19 (R@D)(RQ2), 53 (RQ3) and 538
(RQ4) students in the Computer Science coursesvesdn University during fall
2014 — spring 2016. The sample was a sample ofecoence for RQ2, RQ3 and

RQ4 and introduced bias.

2 The courses included different teachers each semasd although materials were
distributed uniformly, the study was limited duepimssible variances in teaching

style of the different instructors.

3 This report used student questionnaires. Althoughassumed that students
answered questions truthfully and honestly, thislgtvas limited due to the

individual differences in student self-assessment.

4 The questionnaire could only be administered tdestts who actually attended class

when the test was given; there is no data for students who did not attend.

5 The eye-tracking device being economically expensiwly one device could be

used, resulting in less students participatindnendelect study due to time constraints.

6 One big challenge using eye-tracking was eye-G#lim where participants wearing
eye-glasses or having eye disorders were difftoutalibrate, resulting in their

exclusion from the study.

7 Using eye-tracking, it was difficult to restrictiiaipants to be in eye-trackers range
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for a long period without much physical movemeesuiting in loss of data.

3.10 Institutional Review Board

Approval by Towson University’s Institutional ReweBoard (IRB) for research
involving the use of Human Participants was grambedinder Exemption Numbed9-
Oxii. The research was exempt from general Human Remits requirement according
to 45 CFR 46.101(b)(2). As noted earlier, partitgrain the study was voluntary,
anonymity of the participant was insured, and thgigpant was fully informed of the

research project.

3.11Summary

This study evaluated the effectiveness of segmeartddnteractive learning modules in
reducing content skipping, increasing student eegent, student learning and usability
across CSO0 courses over the course of four serme$ten new instruments, to assess
student engagement and module usability, were dpedl Reliability analysis of new
instruments was conducted to assess the internalstency. The overall reliability with
a value of .74 was found in student engagemen0ditlin usability instrument. Study
approval by Towson University’s Institutional Rewi®oard (IRB) for Research

Involving the Use of Human Participant was granieder Exception Numb&9-0xii.

52



4. System Implementation

The research included enhancing linear modulesdarporate e-learning design
principles of segmentation and interactivity ussagurity injections @Towson
cybersecurity modules. The enhanced modules werdaieed using django Model —
View Controller (MVC) framework, hosted on a lin(Qentos) server at Towson

University. This chapter describes the modulegieand system implementation.

4.1 Module Design

The modules were designed on two major e-learnimgiples — segmentation
and interactivity. The segmentation is applied Baking the original linear content into
short segments and presenting each segment ortere. & his ensures -1) less page
scrolling, 2) less chances of losing the contexert while returning to current page
from external pages, 3) less perception of docunesgith, and 4) easier processing of
text leading to less content skipping. Interacyivét applied by adding assessment
guestions that return feedback on submit (dialagjuamd answer-until-correct
(controlling), on each segment. This ensures-ugdesits read the content, answer
assessment questions and receive feedback, 2nhsdumenot proceed to next segment
until answers submit in previous section are cayi@td 3) students remain engaged (See
Figure 8).

Modules contain assessment questions in the folhGiPs to ensure retention
and applying of knowledge (deep and surface leginghort answer and constructed

response to ensure applying of knowledge (deepilegk The feedback-type on
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assessments are knowledge response (KR) and elaborate feedback (EF). Elaborate

feedback are provided only after third submit.

Segment 1
¢ Answer Question
+  Give Feedback Move Next

Segment 2

* Answer Question

* Give Feedback Move Next
Linear Module Segmentation S egment 3
* Answer Question
* Give Feedback

Move Next

segment
* Answer Question
* Give Feedback

Figure 8: Segmentation & Interactivity Module Design

4.1.1 Security Injections@Towson Modules

The original modules are developed on the cognitive learning principles of
Bloom’s taxonomy, adopt a uniform structure (See Figure 9 ). Each module begins with a
background section to describe the problem with examples, followed by Code
Responsibly (includes methods to avoid security issues), a laboratory assignment with a
security checklist, and discussion questions sections. The module content is presented as
hypertext on a single webpage (B. Taylor & Kaza, 2011a). The module structure is
designed to help students to first understand the problem through background and code
responsibly sections, then remember it through laboratory assignments and apply the
concepts learned, through discussion questions (B. Taylor & Kaza, 2011a). In order to

complete the module, students have to read the background section followed by code
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responsibly section and then complete the laboratssignment with security checklist
and discussion questions. This ensures the impleti@m of active learning in security

injection modules (B. Taylor & Azadegan, 2007).
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Security Injections @Towson — Cybersecurity Modules for Computer Science Courses

VIEW MODULE CONTENT

Integer Error —”You Can’t Count That High” — CS0O
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Figure 9: Original Security Injections Linear Module Format
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In enhanced modules, the original linear module content is broken into four
segments that begin with a background segment to describe the problem with examples,
followed by a “Code Responsibly” segment (that includes methods to avoid security
issues), a laboratory assignment segment with a security checklist, and discussion

questions segment.

Cognitive Levels in Security Injections Module
Blooms Taxonomy Structure

_________________ Background
Remember - Understand | |+ Answer Question
NTTTTTTEEEEET 7 |+ Givereesdac
e R Code Responsibly
7 B o o e e e e e e e e B < |+ AnswerQuesion
Remember - Understand ;" """ """""""""" """ | oo
y . Laboratory Assignment
Apply LT 3; Answerauesion ﬁ

" Discussion Questions

Evaluate, Analyze, Create [

Figure 10: Mapping cognitive levels in Blooms Taxonomy to enhanced learning
modules

The module structure is designed to help studerfisst remember the and un-
derstand the problem through the background and mxsponsibly segments; apply it
through the laboratory assignments including seécehecklist; and evaluate, analyze

and create the concepts through discussion quegi8ee-igure 10).

In the background and code responsibly segmenigests are required to go
through the content and answer a set of checkpaiesgtions. Each question provides
immediate feedback on submit. The student carshairece to the next section until all

questions are answered correctly. In the laboraesygnment and discussion question,
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students answer text-based, multiple choice questend identify vulnerabilities based

on a security checkilist.

4.2 System Development
To implement a system, several solutions were considered (including writing the
system from scratch) before determining that a modified version of Stanford University’s

class2go web-based application (https://github.com/Stanford-Online/class2go/) was most

appropriate. Class2go is built using the Django framework. Django is a high level Python
based Model-View-Controller (MVC) framework. In Django terminology, model, which
is usually in a models.py file, defines data in Python and syncs with the databases, which
typically contains a relational database like Mysql, Sqlite, PostgreSQL etc., template is
similar to view and returns html page, and view is similar to controller which performs

the requested action and modifies the data (See Figure 11)

URL Dispatcher

Template

Figure 11: Django MV C architecture
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When URL in a web browser is entered, the URL didper, which is a urls.py
file, maps it to view function in views.py file amyokes it. The view function performs
actions like reading or writing to the databasee View, after performing the requested
task, returns an HTTP object through a templatadiys .html file) to the web browser.
Class2go is a well-tested open-source framewortkpiftevides core functionality, course
creation, test administration, and some comporfenisuto-grading. The application
creates modules and segments within those modtdes. segment in a module is auto-
graded using built-in functionality for text and hmple choice questions. Class2go uses
MySQL database to store data. The data includesnfsemation, HTML/XML of
modules and scores earned by students in each exodul

In class2go environment, the content and formagsessment including multiple
choice questions and constructed response (shewteaiand essay) question sets was
created using HTML. The student submitted respomseultiple choice questions and
constructed response questions, and provide kngelegsponse (KR) and elaborate
feedback (EF) was done using XML. To verify answersconstructed response
guestions, regular expressions, were written, whelch keywords, stored in xml, with
the answers, submitted by students. The set of Glsare generated based on the
module content. Elaborate feedback is presentstuttents only after®Battempt. See
Figure 12 for MCQ HTML code snippefigure 13for MCQ XML code snippet, Fig 5.5
for constructed response HTML code snippéjure 14 for constructed response XML

code snippet and Fig 5.7 for elaborative feedback.
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<h3>Answer the following questions:</h3>
<div id="problem_1" title="CS1 Java Integer Error C
Section Question 1"
data-report="CS1-Java-Integer-Error-Code-Responsibl
1" class="question">
<h3 class="questionNumber"><span>Question 1: <
<h4>How can you avoid an integer error in your
<fieldset name="Q1_MC1" data-report="Source
programs">
<label for="Q1_MC1_1">
<input value="1" data-report="CS1-J
Code-Responsibly-Section-Question-1_option1"
name="Q1_MC1" type="checkbox">Know the smallest and
values for each data type in the programming langua
ing</label>
<label for="Q1_MC1_2">
<input value="2" data-report="CS1-J
Code-Responsibly-Section-Question-1_option2"
name="Q1l_MC1" type="checkbox">Always pick float or
type for numbers</label>
<label for="Q1_MC1_3">
<input value="3" data-report="CS1-J
Code-Responsibly-Section-Question-1_option3"
name="Q1_MC1" type="checkbox">Check your input for
before conducting mathematical operations</label>
</fieldset>
(Hint: read the code responsibly section ab
guestion.)
</div>

ode Responsibly
y-Section-Question-

/span></h3>
program?</h4>
s-of-input-for-

ava-Integer-Error-
id="Q1 _MC1_1"
largest allowable
ge you are us-

ava-Integer-Error-
id="Q1 _MC1 2"
double as the data

ava-Integer-Error-
id="Q1 _MC1_3"
reasonable values

ove to answer this

Figure 12: MCQ Html code snippet

<exam_metadata>
<question_metadata id="problem_1" data-report="
Error-Background-Section-Question-1">
<response data-report="Sources-of-input-fo
name="Q1_MC1" answertype="multiplechoiceresponse">
<choicegroup type="MultipleChoice">

<choice correct="true" data-report="CS1
Error-Code-Responsibly-Section-Question-1_optionl1"

</choice>

<choice correct="false" data-report="CS
Error-Code-Responsibly-Section-Question-1_option2"

</choice>

<choice correct="true" data-report="CS1
Error-Code-Responsibly-Section-Question-1_option3"

</choice>

</choicegroup>

</response>

</question_metadata>
</exam_metadata>

CS1-Java-Integer-
r-programs"
-Java-Integer-
value="1">

1-Java-Integer-
value="2">

-Java-Integer-
value="3">

Figure 13: MCQ xml snippet
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<div
report="csl_java_buffer_overflow_discussion_questio
id="problem_1"
class="question">
<h3 class="questionNumber">Question 1</h3>
<p>Describe the buffer overflow problem. <br/>
<textresponse
data-report="Discussion Question problem 1"
<textarea
id="cs1_java_buffer_overflow_discussion_questions_p
name="csl_java_buffer_overflow_discussion_questions
style="height:100px;width:80%;"></textarea>
</textresponse>
</p>
</div>

data-
ns_problem_1"

>

roblem_1"
_problem_1"

Figure 14: Constructed Response HTML Code snippet

<question_metadata
report="cs0_cpp_buffer_overflow_discussion_question
id="problem_1">
<solution>
<div class="detailed-solution">

<p>Answer Set:</p>

data-
s_problem_1"

<p>when a program attenpts to access a

value that is outside of the specified data buffer wll cause buffer
overfl ow/ p>
</div>
</solution>
<response an-

swer="((?=.*?\b(?:b[ufer]*)\b)(?=.*?\b(?:0[ver]*\s* fllow]*)\b)
(?=-*?\b(?:d[ata]*)\b)(?=.*?\b(?:0ut[side]*)\b))|(b uf([ufer])*)|(o[ver]
*\s*fllow]*)|(o[ut]*\s*s[ide]*)|(num(ber)?|v[al]*(u e)?)" data-
report="Discussion Question problem 1" answertype=" regexresponse"
name="cs0_cpp_buffer_overflow_discussion_questions_ problem_1 1"

id="cs0_cpp_buffer_overflow_discussion_questions_pr
<responseparam flag="IGNORECASE" />
<responseparam flag="MULTILINE" />
</response>
</question_metadata>

oblem_1 1">

Figure 15: Constructed Response XML code snippet &old: shows elaborated
feedback b) Gray: shows regular expression

The class2go environment is installed on a 64kmitd (centos 6.5) virtual server

hosted by Towson University. The system implemémaincluding server set up,
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class2go installation and module development, began in summer 2013. A total of 8
developers, undergraduate and graduate students, have contributed to the system
development over seven semesters. Considering the vastness of the system, a version
control system was set up using subversion. In addition, a development server was
installed in order to test the code revisions before deploying the code to production server

(See Figure 16 ).

Developer Developer

Figure 16: Systems development process

Approximately forty modules have been developed so far (refer Figure 17).

Figure 18— Figure 23 present screen shots of integer error module in CS0O course in C++.
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Integer Error

Input Validation

Buffer Overflow

Software Development Life Cycle
Best Practices for Secure Variables
Encapsulation

Exception Handling

Computer Literacy

C+= || Java || Pseudocode
C-= || Java | Python || Psendocode
Ce= || Java | Python || Pseudocode

C+= || Java || Python

Passwords

Phishing

Cryptography

Social Networking Security

Ces || Java

Ce= || Java

Cew || Java

Java

Module
Module
Module
Module

Figure 17: List of security injection modules
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Security Injections @Towson

Security Injections, CPP CS0 - Integer Error

1. Background 2 Code Responsibly

Integer Error -"You Can't Count That High" - CS0

Background

Summary:
| [y 9 306, 1307 | | 3277, -00%8. | -327%7...32.%.. )
20 B T

ol B ol

ElErE =

Description:

pes, ncluding short, I, bong,etc., o allow fo essor more storage. The amount ofspace allocatedlimitsthe range of valuesthat can be stored. For example,  32-bit ntvariable

Risk - How Can It Happen?

Example of Occurrence:

IF THIS GROUP REACHES

4,294,967,296!

Answer the following questions:

Question 1:

Question 2:

An integer error in C++ or Java causes:

Incorect! Try Again

Figure 18: Enhanced security injection module (Background section)
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Security Injections @Towson

Security Injections, CPP CSO0 - Integer Error

1. Background 2. Code Responsibly 3. Laboratory Assignment 4. Discussion Questions

Code Responsibly - How can | avoid an Integer Error?

wto help you learn the sizes

and compiler dependent. Run Program 1

datatypes are

& ranges available for each data type. W

Familiarize yourself anguages such as C and G+, the sizes o

values that you will be using, lear about the options available in the language you are using, and choose integer types that are large

 programming languages contain multiple data types for storing integer values. If you have any concerns about the int

enough to hold the values you will be using.

uringut:Check input for range and reasonableness before conducting operation(More on this later

Answer the following questions:

Question 1:

How can you avoid an integer error in your program?

There are multiple correct anwers, try agai
@V Knowthe smallest and largest allowable values for each data type in the programming language you are using

@ X Always pick float or double as the data type for numbers

Check your input for reasonable values before conducting mathematical operations.

in: read the code responsibly secton above to answier this question. ’

Incomect! Try Again

pinions, findings, conclusions, or recommendations expressed are those of the au

upported by the National Science

 National Science Foundation.

Figure 19: Security injection module (code responsibly section)
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Security Injections @Towson

Security Injections, CPP CSO - Integer Error

Laboratory Assignment

Question 1
Question 2
Question 3
Compieted
...... =4
4
4

Question 3:
Which of the following operations can lead to can lead to an integer error:

Question 4

Figure 20 : Security injection module ( Laboratory assignment section)
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Security Injections @Towson

Security Injections, CPP CSO0 - Integer Error

1. Background 2 Code Responsibly 3. Laboratory Assignment 4 Discussion Questions

Discussion Questions

Question 1

What is the Largest possible value of type int? Explain your answer using the information you read in the Background section.

&

s ©
&

Further Work (optional - check with your instructor if you need to answer the following questions)

Question 1

atis the popula e
a ational debt
Question 2:

For which of the above would int data type be a problem:

Populat

Question 3

Figure 21: Enhanced Security injection modules(Discussion question section)

67



$include <iostream>

t) << " bytes " << endl;
INT MAX << endl;

{IN << endl;

cout << "Input two integer values " << endl;

cin >» 1 > j;

cout << endl << "You entered the following values: " << endl;

cout << "integer " << i << " " << j << endl;

int result = i * 10;

cout << "Your number times ten is " << result << endl;
result = i + j;

cout << "The sum of your numbers is " << result << endl;
result = i * j;

cout << "The product of yo

number is " << result << endl;

return 0;

Vulnerability: int2ger Zrrors Course: C50

Check each line of code

Completed

1. Click each declaration of an integer variable.

v

For each variable from 1:

2. Click all input operations that assign values to the variable.

3. Click all mathematical operations involving the variable.

4, Click all assignments made to the variable.

NN

Highlighted areas indicate vulnerabilities!

Hide Explanation

Figure 22: Enhanced security injection module (auto-graded security checklist)

4.3 Summary
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Figure 23: Enhanced security injections module (Elaborative explanation)

Approximately forty enhanced (segmented-interactive) security injection learning

modules were developed over five semesters, using django framework from class2go.



The modules were hosted on a linux (centos) setvEowson University. In addition,
considering the vastness and multiple developerking on the project, a development

server and version control system was installdceep track of the code revisions.
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5. Results

The research study examined the effectivenessdéithanced (segmented —
interactive) modules over linear modules on stusl@aintent skipping, student
engagement, student learning and module usafihig. chapter first puts forth the

research questions and hypotheses, and discussesstlits of four studies.

5.1 RQ1

RQ1:Can the use of learning modules with segmentagdaage content skipping
as compared to linear modules?

RQ1l1a:Can the use of learning modules with segmentatiowssignificantly
higher reading scores as compared to linear modules

Hla: The mean reading scores in treatment group widligpeificantly higher than

the mean score for control group.

The reading scores for each participant was cdkilasing (Buscher et al., 2008)
reading detection algorithm (Reféigure 2). The mean reading scores for the treatment
group (1981.9) and mean reading scores for theaaybup (1186.4) were found to be
statistically significant at the 95% level (p <,.@5= 0.03). This implies that students read
significantly more using segmented modules as coedp@ linear modules. This leads

us to accept H1 (Refer Figure 24).
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Figure 24: Average reading scores in control andé¢atment groups

RQ1b:Can the use of learning modules with segmentatiowssignificantly
higher reading depth as compared to linear modules?
H1b: The mean reading depth in treatment group wikiigeificantly higher than

the mean reading depth in control group.

The reading depth for each participant was caledlatased on (number of words
fixated / total number of words) The mean readiagtd scores for the treatment group
(0.56) and mean reading depth scores for the dagoap (0.37) were found to be
statistically significant at the 95% level (p <.08,= 0.04). The mean reading depth
scores were higher using segmented modules comfmlie@ar modules. This implies
that students using segmented modules coveredtexdras compared to linear modules.

This leads us to accept H2 (ReFegure 25.).
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Figure 25 : Average reading depth in control and teatment groups

5.2 RQ2

RQ2:Can the use of learning modules with segmentat@hinteractivity
increase student engagement as compared to linedules?
H2: The mean of survey scores for student engagemém treatment group
will be significantly higher than the mean of thensey scores for student engagement in

the control group.

In the survey results, the mean score for thertreat group (n=42, mean=3.43)
was found to be significantly higher at 95% lewel2.265, p=0.026) than the mean
score for the control group (n=38, mean=3.19). Tiniglies that students found enhanced
(segmented and interactive) modules more engagargthe linear modules (sEsgure
264d). This leads us to accept H1 and supports resemestion RQ2. In addition, higher

engagement persisted across genderKgpae 26b) and race (sekigure 269.
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Student Engagement Student Engagement (Gender) Student Engagement (Ethnicity)

»

o

-~
«

37 7

I -~ + . -~ 4 +
T T w36 @
< 03— — 535 | Bas
334 - - 34 - - S
- 323 3 31  White
933 T =33 1 T)' |
g g 3.2 ¢ EMale © o African American
032 + — 9 2 -
9. o2 i ) 9 ¥ Asian
[ v Female O 45 -
% 351 g 31 “'P !
g §29 § 11 u Other
> 31T — > >
< <28 ¢ <05 1

29 +— ; - 27 + — — 0

Control Treatment Control  Treatment Control Trastmant
a b c

Figure 26: (a) Average student engagement score in treatment and control group (b)
Average student engagement score between males and females in treatment and
control group (c) Average student engagement score between ethnic groups in
treatment and control group

The mean student engagement mean score for the treatment group was found to
be higher than the control group (see Table 9). In particular, the scores for Q6 and Q8

were found to be statistically significant at 95% level (refer to Table 9 for survey

questions).
Mean Score
Control (n = Treatment (n =
38) 42)

Q1 3.39 3.48
Q2 2.63 2.74
Q3 2.89 3.07
Q4 3.37 3.45
Q5 3.34 3.33
Q6 3.08 3.79*
Q7 3.50 3.79
Q8 3.29 3.79*

Student Engagement Mean Scote 3.19 3.43*

*p < 0.05 (statistically significant at 95% level)

Table 9: Results of individual engagement survey questions
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5.3 RQ3

RQ3: Can the use of modules with segmentation andaatietty increase student
learning as compared to linear modules?

RQ3a: Can the use of learning modules with segnientand interactivity show
same learning as compared to linear modules fostjars that assess retention of
knowledge?

H3a: The post-survey scores for secure coding awargnesasuring retention)
will be significantly higher than the pre-surveyses for secure coding awareness in
both control and treatment groups.

In the treatment group, the average score for preey (1.5) and the average
score for post-survey (4.0) were found to be gtesily significant at the 95% level (p <
0.05, z =-4.02). In the control group, the aversgare for pre-survey (1.76) and the
average score for post-survey (3.81) were fouruktetatistically significant at the 95%
level (p <0.05, z =-3.78). This implies that thee of both linear and enhanced
(segmented-interactive) modules significantly iased the secure coding awareness
(measuring retention) among the students in theguosey compared to the pre-survey.

In addition, this verifies that any kind of educatal intervention has a positive
effect on student achievement, and, interactiveraomd interactive systems with same
content will have the same learning on recall tgmon assessments. This leads us to

accept H3a (seleigure 27).
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Secure Coding Awareness
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Figure 27: Pre-survey and post-survey scores in the control and treatment groups
for security-coding awareness

H3b: The post-survey scores for secure coding awareness (measuring retention)
for the treatment and the control group will not be significantly different.

In the post-survey, no significant differences were found between the average
scores for the treatment group (4.0) and the control group (3.81). This verifies that
interactive and non-interactive systems with same content have same learning on recall or
retention assessments. This leads us to accept H3b (see Figure 27).

H3c: The post-survey scores for general software security awareness (measuring
retention) will be significantly higher than the pre-survey scores for general software
security awareness in both control and treatment group.

In the treatment group, the average score for the post-survey (4.21) was
significantly higher at the 95% level (p < 0.05, z =-3.056) than the average score for the
pre-survey (3.25). In the control group, the average score for the post-survey (4.14) was

also significantly higher at the 95% level (p < 0.05, z=-2.20) than the average score for
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the pre-survey (3.29). This implies that the use of both linear and enhanced (segmented -
interactive) modules significantly increased the general software security awareness
among the students in the post-survey compared to the pre-survey.

In addition, this verifies that any kind of educational intervention has a positive
effect on student achievement, and, interactive and non- interactive systems with same
content will have the same learning on recall or retention assessments. This leads us to

accept H3c (see Figure 28).

General Software Security Awareness

4.5 +

3.5 1

w

2.5 + M Pre-survey

N

Post-Survey
1.5 +

Average Score (out of 5)

[N

0.5 +

Control Treatment

Figure 28: Pre-survey and post-survey scores in the control and treatment groups
for general software security awareness

H3d: The post-survey scores for general software security awareness (measuring
retention) for the treatment and the control group will not be significantly different.

In the post-survey, no statistically significant differences were found between the
average scores for the treatment group (4.21) and the control group (4.14). This verifies
that interactive and non-interactive systems with same content have same learning on

recall or retention assessments. This leads us to accept H3d. (see Figure 28)
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H3e: The post-survey scores for phishing awarenesssumieg retention) will be
significantly higher than the pre-survey scorespioishing awareness in both control and
treatment groups.

In the treatment group, the average phishing avessescores in the post-survey
(3.77) was significantly higher at the 95% levek(p.05, t = -4.92) than the average
phishing awareness scores in the pre-survey (3riH)e control group, the average
phishing awareness scores in the post-survey (%«@2)also significantly higher at the
95% level (p < 0.05, -3.96) than the average sfmrthe pre-survey (3.26). This implies
that the use of both linear modules and enhancetlil®® significantly increased
phishing awareness among the students in the postyscompared to the pre-survey.

In addition, this verifies that any kind of educatal intervention has a positive
effect on student achievement, and, interactiveraomd interactive systems with same
content will have the same learning on recall temon assessments. This leads us to
accept H3e (seeigure 29

H3f: The post-survey scores for phishing awarenessqunieg retention) for the
treatment and the control group will not be sigrafitly different.

In the post-survey, no statistically significanffeliences were found between the
average scores for the treatment group (3.77) lmaddntrol group (3.72). This verifies
that interactive and non-interactive systems watime content have same learning on

recall or retention assessments. This leads uscepaH3f. (se€&igure 29)
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Figure 29: Pre-survey and post-survey scores in thmontrol and treatment groups
for general phishing awareness

RQ3b: Can the use of learning modules with segnientand interactivity show
significantly higher learning as compared to lineaodules for questions that assess
applying of knowledge?

H3g The scores for ability to apply secure codingwiealge in the treatment

group will be significantly higher than the contgsbup.

In the post-survey, the average score for thertreat group (5.59) was found
significantly higher at 90% level (p = 0.07 < 0.%0s -1.80) than the average score for
the control group (4.27). The students who use megthmodules performed
significantly better in identifying security vulradsilities in three separate code segments

than the students who use linear module. Thisieerifiteractive systems show
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significantly higher learning on problem-solving (ability to apply) assessments than the

non-interactive systems with same content. This leads us to accept H3g (see Figure 30).

Identifying Security Vulnerability
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Figure 30: Post-survey scores in the control and treatment groups for ability to
identify security vulnerability in three code segments

H3h: The scores for ability to apply phishing knowledge in the treatment group

will be significantly higher than the control group.

In the post-survey, the average phishing score for the treatment group (1.67) was
found significantly higher at 90% level (p = 0.08 , t = -1.73) than the average score for
the control group (1.28). The students who use enhanced modules performed
significantly better in identifying a phished email than the students who use linear
module. This verifies interactive systems show significantly higher learning on problem-

solving (ability to apply) assessments than the non-interactive systems with same content.

This leads us to accept H3h (see Figure 31).
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Ability to apply phishing concepts
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Figure 31: Post-survey scores in the control and ¢élatment groups for ability to
identify phishing in an email

5.4 RQ4

RQ4: Are learning modules with segmentation and intevég significantly more
usable than linear modules?

H4: The mean of survey scores for overall usabihtyhie treatment group will be
significantly higher than the mean of the surveyrss for overall usability in the control
group.

In the survey results, the mean score for thertreat group (n=332, mean=4.17)
was found to be significantly higher at 95% lewel2.265, p=0.026) than the mean
score for the control group (n=206, mean=3.88)sTimplies that students found
enhanced (segmented-interactive) modules morelithear modules. This leads us to

accept H4 and supports research question RQ4 (Rigfigre 32).
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Overall Usability
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Figure 32: Mean scores for overall usability in cotrol and treatment group

The mean scores for each question in the surveg emnmpared between control
and treatment group (s@able 10. The results indicate significantly higher scoaes

95% level (p < 0.05) for each question in segmeirtggtactive modules.
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Control (n = | Treatment (n =
206) 332)
Q1 3.88 4.13*
Q2 3.90 4.20*
Q3 3.99 4.28*
Q4 4.15 4.32*
Q5 3.95 4.33*
Q6 3.98 4.16*
Q7 4.16 4.39*
Q8 4.18 4.37*
Q9 4.00 4.20*
Q10 3.90 4.21*
Q11 3.70 4.08*
Q12 3.75 4.10*
Q13 3.66 4.04*
Q14 3.72 4.02*
Q15 3.76 4.06*
Q16 3.74 3.98*
Q17 3.84 4.12*
Qis 3.68 4.01*
Usability 3.88 4.16*
Mean
Score
*p < 0.05 (statistically significant at 95% level

Table 10: Mean usability scores for individual quesons in a survey

Here the results for integer overflow, input vatida and buffer overflow
modules between treatment and control group in &@8I0CS1 are compared.

Integer Overflow

In CSO, the mean usability score for the treatngeotip (n = 72, mean=4.21) was
found to be significantly higher at 90% level (©40) than the mean score for control
group (n =67, mean = 3.97). This implies that stud in CSO course found integer
overflow modules in enhanced (2.0) version mordlesthan traditional (1.0) linear
version (Refer Fig. 6.). In CS1, the mean usabddgre for the treatment group (n = 45,

mean = 4.12) was found to be significantly highe9%96 level (p < 0.05) than the mean
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score for control group (n = 33, mean = 3.61). Timglies that students found integer
overflow modules in enhanced version (2.0) mordlesthan traditional (1.0) linear

version (RefeFigure 33

Integer Overflow
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Figure 33 : Mean usability scores in treatment anaontrol group in CS0 and CS1
(integer Overflow)

Input Validation

In CSO0, while mean usability score for the treattrggoup (n = 52, mean=4.16)
and control group (n=27, mean = 4.05) were not doanbe statistically significant, the
mean usability score for the treatment group wasdichigher. In particular, Q14 was
found significantly higher in the treatment groupCS1, the mean usability score for the
treatment group (n = 26, mean = 4.16) was fouruktsignificantly higher at 90% level
(p < 0.05) than the mean score for control group {4, mean = 3.73). This implies

students found input validation module in enhangsdion more usable than the
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traditional (1.0) linear module in CS1 course. @&igure 34)

Input Validation
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Figure 34:Mean usability scores in treatment and aatrol group in CS0 and CS1
(input validation)

Buffer Overflow

In CSO, while mean usability score for the treathggoup (n = 44, mean=4.15)
and control group (n=26, mean = 3.89) were noissilly significant, the mean
usability score for the treatment group was fouigghér. In particular, Q2, Q5, Q6, Q7,
Q8 and Q13 were found to be statistically significaln CS1, the mean usability score
for the treatment group (n = 19, mean = 4.30) adrol group (n = 9, mean = 4.40)
were not found to be statistically significant. Goféhe reasons could be small sample
size in control group. We plan to further validdte results with large sample size. (Refer

Figure 35
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Buffer Overflow
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Figure 35: Mean usability scores in treatment and @ntrol group in CS0 and CS1
(Buffer Overflow)

SeeTable 11for mean scores for individual questions in intemerflow, input

validation and buffer overflow modules in CS0 arllQtreatment and control group).
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Mean Score
Integer Overflow Input Vahdation Buffer Overflow
CcsSo Csl1 Ccso Cs1 CcSo Cs1
C T C 3 C T C ¥ C T C T
(@=67) | (a=72) | n=33 N=4§ | (@=27) (@=52 n=14 N=26 =26 n=4 n=9 n=19
Ql 3.93 439> 352 4.04* 4.15 4.06 4.00 415 4.00 4.0 4.11 437
2 4.06 4.21 348 4.13¢ 4.11 4.17 3.86 427 3.96 4.27%** | 444 4.47
Q3 4.04 4:33%% 367 4.22¢ 4.11 4.20 3.93 423 4.15 4.32 4.33 4.53
Q4 4.30 4.43 400 4.27 4.37 4.35 4.14 438 4.08 4.18 4.44 4.53
5 4.12 4.36 376 4.31* 4.15 427 3.64 442¢ i 4.41* 422 4.53
Qs 4.16 4.19 338 4.18* 4.15 4.17 3.86 415 3.88 4.18%% | 4.44 4.26
Q7 4.28 4.42 394 4.38* 4.26 4.37 3.93 438** | 412 4.52¢ 4.67 4.63
Qs 4.33 4.40 397 4.36%* | 4.30 4.38 3.7 423 4.08 4.50* 4.78 4.58
QP 4.12 425 382 4.16 4.04 4.17 3.93 415 4.08 4.30 422 4.53
Q10 | 4.00 4.35¢ 373 4.13** | 4.11 4.17 3.57 4.15°% | 3.96 4.14 4.56 4.37
Qll 3.67 4.22 339 4.07* 3.81 4.13 3.43 408 3.81 4.05 4.33 3.95
Q12 301 4.14°* 345 4.09* 3.83 4.15 3.36 412¢ 3.6° 4.02 4.44 4.11
Q13 3.7 4.08 333 4.04% 3.7 3.96 3.57 412 3.54 4.05* 4.44 4.05
(3 3.84 301 338 3.08%% | 383 4.04%¢ 371 328 382 383 4.11 4.2¢
QI3 3.9 4 35% 308 4.01 3.93 410 3.29 F08%F 585 3.58 4.36 4.05
() -2 K 4.0I* 333 3.82 303 4.02 4.00 382 3.73 398 343 4.00
Q17 3.01 4.15°* 342 4.00% 4.04 4.15 3.64 412 392 3.95 4.67 4.21
Q18 | 3.73 3.93 330 3.08* 4.04 4.02 3.50 408** | 3.62 3.95 4.11 4.00
Overall Usability Scores
I 3.97 ] 421%* I 361 I 4.12¢ I 4.05 I 4.16 3.73 I 4.16°* I 3.89 I 4.15 ] 4.40 4.30
*p <0.05 (statistically significant at 5% level), **p <0.10 (statistically significant at 90% level), C- Control Group, T-
Treatment Group

Table 11: Mean scores for individual questions in a usability survey for integer
overflow, input validation, buffer overflow in CS0 and CS1 (control and treatment)

5.4.1 Students’ Comments
Student’s found enhanced modules useful and prdutake following comments-

1. “There should be more of this kind of modules ewgegk for students to learn
new things.”

2. “Couldn't be better.”

3. “Very informative and was an appropriate way tawelinformation.”

4. “lfound it very helpful.”

5. “Thank you i enjoyed it very much.”
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. “It was an interesting and helpful learning expecee in terms of how to properly
code and the steps in which | needed to take iardadproperly and fully execute
the program.”

. “Great module and less! Easy to comprehend analigtielps me learn the in-
formation.”

. “Very interesting module.”
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6. Conclusions and Discussion

The purpose of the research was to develop, impiearel evaluate learning
modules that could reduce content skipping, in@esasdent engagement and learning
and are usable. Using security injections @ Towsdreisecurity modules, segmented
and interactive learning modules were developeddatidered during fall 2014, spring
2015, fall 2015 and spring 2016 in selective CS®]1 @nd Computer Literacy courses at
Computer and Information Sciences department asdovniversity. The modules were
laboratory-based and select modules (integer emout validation and buffer overflow)
were used to examine the research questions. Eseanch questions with sub-questions
were set up and hypothesis was formulated basdidearesearch instruments.

Overall, findings from this research suggest thatuse of segmented and
interactive learning modules reduce content skigpimcrease student engagement and
learning and are more usable compared to lineanilgamodules.

Students’ mean reading scores and mean reading depé found to be
significantly (p < 0.05) higher using segmentedtefiactive modules compared to linear
modules in a two group, control-group treatmentigrdesign study, using eye-tracking
conducted in fall 2015 and spring 2016.

Reading scores for each student were computed Bsischer’sreading
detection algorithm which sums all the scores agsidbased on eye-movement direction
(positive score in forward and negative score icklagard direction) and letter spaces
between the consecutive fixations, on a line of. tBeading depth is the area of text

covered by the student and is computed as theahtiamber of words looked at, to total
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number of words in an assigned reading.

Students read and covered more content using segderdules (N=10, reading
scores = 1970, reading depth = 0. ) as comparkadear modules (N=9, reading scores =
1100, reading depth = 0. ) implying reduced conskipiping in segmented modules as
compared to linear modules, which answers RQL1.

Students’ mean engagement scores were found tgiiécantly (p < 0.05)
higher using segmented — interactive modules coedpiar linear modules in a two
group, control-group treatment-group post survesigiestudy, conducted in fall 2014.

An eight item student engagement survey was adaptedeliability analysis was
conducted with cronbach alpha of 0.74, implyingdjadernal consistency.

Students were more engaged using segmented anacintgy modules (N = 42,
engagement scores = 3.43) as compared to lineanlewN=38, engagement scores=
3.19) implying, interactive activities as an engagat factor in segmented — interactive
modules, which supports the previous literaturea(isv& Gbbons, 2007; Teoh & Neo,
2007) and answers RQ2.

Students’ mean scores for identifying (ability fuply) software security
vulnerabilities and a phishing email was found écslgnificantly (p < 0.05 for software
security and p < 0.10 for phishing) higher usingmsented — interactive modules
compared to linear modules, while mean scoresdoeral software security, secure
coding awareness and phishing awareness in botretsen were found to be same in a
two group, control-group treatment-group pre-sumpest-survey design study,
conducted in spring 2015.

The pre-survey and post-survey included multipleiah questions related to
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student demographics, secure coding awarenessafjsnéware security awareness and
phishing awareness. In addition, 3 code segments adeled to the software security
post-survey to assess students’ ability to apptyiecoding knowledge and a sample
email to identify phishing was administered duriimgl exam.

Students performed better in identifying securiiynerabilities in code segments
using segmented-interactive (N= 26, ability to gg®cure coding knowledge score =
5.59) modules as compared to linear (N= 27, gididitapply secure coding knowledge
score = 4.27 ) modules while retention of cybeusecknowledge remained
insignificant general (control (security awarengssres = 4.14 , secure coding
awareness scores= 3.81), treatment (general seawd@reness scores = 4.0 , secure
coding awareness scores= 4.21) ). Similar resudte found in computer literacy in
phishing awareness and ability to apply phishingvidedge. This supports the previous
literature that interactive systems with same aurgegnificantly improve student
learning in questions that assess students’ albdigpply knowledge as compared to
non-interactive systems while student learning iemsame in questions that assess
retention of knowledge, which answers RQ3.

Students’ overall mean usability scores were fawnoe significantly (p < 0.05)
higher using segmented — interactive modules coaapt@ar linear modules in a two
group, control-group treatment-group post survesigiestudy, conducted in fall 2015.

An eighteen item e-learning usability survey waapdd and reliability analysis
was conducted with cronbach alpha of 0.97, implgtigng internal consistency.

Students found segmented and interactivity modiNes 332, overall usability

scores = 4.16) more usable as compared to linedule® (N=206, overall usability
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scores=3.88 ) implying that students found modaféective, efficient and satisfying. In
addition, supports theory from literature that rder to improve learning outcomes in an
e-learning system, the system must be usabilitig dhswers RQ4.

Overall, we were successful in developing and imgeting in learning modules
that reduce content skipping, increase studentgemant and learning and are usable.
Statistically significant changes were demonstratestudents' reading scores and
reading depth; students’ ability to apply knowledge; student engagement and overall
usability of segmented-interactive modules.

Future work includes reassessing results for R@I2,ARQ3 and RQ4 with larger
sample size across multiple courses and areadditian, improving eye-tracking
procedure to collect the data with high accuraay precision for usability analysis of the

segmented and interactive modules.
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Appendix A — Institutional Review Board Documents

From: IRB
Sent: Thursday, October 22, 2015 12:57 PM
To: Kaza, Siddharth <SKaza@towson.edu>; Taylor, Blair <btaylor@toveson.edu>

Subject: IRB protocol 09-0xil - modification # 2

Hi Sidd and Blair,
1heard from the reviewer and the modifications you submitted will be approved, the protocol will remain as exempt.
A formal letter will go out to you tomorrow in campus mail, but you can accept this email as approval at this time,

Amy L. Taylor - Assistant Vice President for Research
Office of Sponsored Programs & Research__ Academic Affairs
Towson University - 8000 York Road - Towson, Manyland, 21252-0001
L 410-704-4931° 1 $10-704-4494

esd 3o

TOWSON

UNIVERSITY.
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Appendix B — Assessment for Student Learning
APPENDICES

APPENDIX 1: Pre-Survey CSO, CS1

Dear Participant,

The purpose of this experiment is to evaluate stukieowledge of security concepts and
principles. This is part of an NSF-funded resegmadgram aimed at analyzing the
effectiveness of infusing security principles intadergraduate classes. This research is
being funded by a grant from the National Scienaeniéation.

Participation in this study is voluntary. If youadse to participate in this project, you
will be asked to complete a short survey. It ismeressary to answer every question,
and you may discontinue your participation in thevey at any time. Your decision
whether or not to participate in the survey or tthdraw from the project at any time
will in no way affect your class standing, or ifiyare an athlete, your status as an
athlete.

If you have any questions about the project, yoy owatact Blair Taylor/Siddharth
Kaza(securityinjections@towson.eglar Towson University’s Institutional Review
Board for the Protection of Human Participanmis@towson.edwat(410) 704-2236A
copy of the survey results, reported in aggregat® fwill be available to you upon
request.

Thank you for your time and willingness to partetig in this survey.

Sincerely,

Blair Taylor / Siddharth Kaza
Department of Computer and Information Sciences
Principal Investigator
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Demographics
1. What is your gender?

a)
b)

no

a)
b)
c)
d)

w

a)
b)
c)
d)
e)

B

a)
b)
c)
d)
e)

o

a)
b)
c)
d)
e)

f)

Male
Female

What is your age ?

20 years or younger
21-25 years

26-30 years

31 years or older

Which ethnic group best describes you ?

White
Black
Hispanic
Asian
Other

What is your current student standing?

Freshman
Sophomore
Junior
Senior
Other

What is your major?

Information Systems or Computer Information Systems
Computer Science

Computer Technology or Information Technology
Mathematics

Undecided

Other

Cyber Security Interest
6. Based on your level of agreement on the scale @b ¥ou code securely?

a)
b)
c)
d)
e)
f)
9)

Strongly Agree
Agree

Agree Somewhat
Undecided

Disagree Somewhat
Disagree

Strongly Disagree

7. How likely is it that you will major in computer serity track
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Not at all likely 1234567 Extrein Likely
8. How likely is it that you read magazine or newspagéicles related to secure

coding
Not at all likely 1234567 Extrein Likely
9. How likely is it that you participate in a club organization related to secure
coding
Not at all likely 1 234567 Extrein Likely

10.How important is learning secure coding princiglasyou

Notatallimportant 1 2 3 4 5 6 7 fEexbely important
11.How important is for you to learn new ways of caglgecurely
Notatallimportant 1 2 3 4 5 6 7 fEexbely important

Cyber Security Awareness

12.What are the possible consequences of insufficiemiputer security?
a) | may have files deleted from my computer
b) 1 may have personal communications exposed
c) | may have my network connection cut off
d) All of the above
e) Unsure
13.Integer Overflow occurs?
a) when a number exceeds the largest possible value
b) when the run-time stack runs out of storage
c) when the bounds of an array are exceeded
d) Unsure
14.Integer Overflow is caused by?
a) Virus
b) Unchecked input or an operation such as multipbcabr exponentiation
c) an array overflow
d) Unsure
15.Phishing is?
a) a program that monitors your internet activity
b) hacking
c) fraudulent email asking for personal informatioattban be used in iden-
tity theft
d) Unsure
16.The conversion of data into a ciphertext that caimeceasily understood by unau-
thorized people is known as:
a) brute force hacking
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b) tunneling
C) encryption
d) ciphertext feedback
e) cloaking
f) unsure
17.Security Software and Software Security are theesam
a) True
b) False
C) unsure
18.When developing secure systems, where does sefitinty?:
a) After design is complete
b) During testing
c) Before implementation
d) After implementation
e) At all phases of development
f) Unsure
19. Software security vulnerabilities are the resulsaoftware bugs and flaws:
a) True
b) False
c) Unsure
20.Which programming mistake is one of the major vrdbdities in today's applica-
tions ?:
a) Undocumented code
b) Buffer overflow
c) Weak passwords
d) Compiler bugs
e) Unsure
21.A set of related programs, usually located at awoek gateway server, that pro-
tects the resources of a private network from otietworks, is known as a:
a) firewall
b) sandbox
c) rootkit
d) password cracker
e) general protection fault
f) Unsure
22.Which of the following should your well-designedgram do before processing
user input ?:
a) Verify that the data is of the correct type (numlsg¢rng, etc).

97



Verify that the data value is appropriate (agesikhoot be negative
numbers, etc.)

Examine the data to make sure that there are nmcsmss values that
might indicate attempts at exploiting security Isole

All of the above

Unsure
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APPENDIX 2: Post survey CS0, CS1, CS2

Dear Participant,

The purpose of this experiment is to evaluate stukieowledge of security concepts and
principles. This is part of an NSF-funded resegmadgram aimed at analyzing the
effectiveness of infusing security principles intodergraduate classes. This research is
being funded by a grant from the National Scienaeniéation.

Participation in this study is voluntary. If youadse to participate in this project, you
will be asked to complete a short survey. It ismeressary to answer every question,
and you may discontinue your participation in thevey at any time. Your decision
whether or not to participate in the survey or tthdraw from the project at any time
will in no way affect your class standing, or ifiyare an athlete, your status as an
athlete.

If you have any questions about the project, yoy owatact Blair Taylor/Siddharth
Kaza ( securityinjections@towson.egar Towson University’s Institutional Review
Board for the Protection of Human Participanmis@towson.edwat(410) 704-2236A
copy of the survey results, reported in aggregat® fwill be available to you upon
request.

Thank you for your time and willingness to partetig in this survey.

Sincerely,

Blair Taylor / Siddharth Kaza
Department of Computer and Information Sciences
Principal Investigator
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Demographics
1. What is your gender?
a) Male
b) Female
2. What is your age ?

a) 20 years or younger

b) 21-25 years
c) 26-30 years
d) 31 years or older

3. Which ethnic group best describes you ?

a) White
b) Black
c) Hispanic
d) Asian
e) Other

4. What is your current student standing?

a) Freshman
b) Sophomore
¢) Junior
d) Senior
e) Other

5. What is your major?

a) Information Systems or Computer Information Systems
b) Computer Science
c) Computer Technology or Information Technology

d) Mathematics
e) Undecided
f) Other

User-System engagement

Based on your level of agreement on the scale ah&wer the following :
6. | felt deeply engrossed in completing the secunjgction modules using this

web-based platform.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree

7. 1 get so involved while completing security injestimodules using this web-
based platform that | forget everything.
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a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
8. While completing the security injection moduleghgsthis web-based platform, |
tend to block out conversations with others arowoned
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
9. The security injection modules presented on thasf@m hold my attention.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
10.Using this web-based platform excited my curiogityearn cyber security princi-
ples.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
11.Time seemed to go by very quickly when | use thebwsased platform for com-
pleting security injection module.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
12.The screen layout of this web-based platform fouséy injection modules was
visually pleasing.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
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13.Using this web-based platform for security injestrmodules was mentally tax-
ing.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
14. Using web-based platform for completing secumigction modules was attrac-
tive.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree

Student-Interest in cyber security
15. Based on your level of agreement on the scale db you code securely?

a) Strongly Agree
b) Agree
c) Agree Somewhat
d) Undecided
e) Disagree Somewhat
f) Disagree
g) Strongly Disagree
16.How likely is it that you will major in computer serity track

Not at all likely 1 2 3 4567 Extreipéeikely
17.How likely is it that you read magazine or newspagécles related to cyber se-
curity
Not at all likely 1 2 3 4567 Extreipéeikely
18.How likely is it that you participate in a club organization related to cyber se-
curity
Not at all likely 1 2 3 4567 Extreineikely
19.How important is learning secure coding princidtasyou
Notatallimportant 1 2 3 4 5 67 Eextrely important
20.How important is for you to learn new ways of caglsecurely
Notatallimportant 1 2 3 4 5 67 Eextrely important

Students’ Cyber Security Awareness
21.What are the possible consequences of insufficemputer security?

a) | may have files deleted from my computer
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b) 1 may have personal communications exposed
c) | may have my network connection cut off
d) All of the above
e) Unsure
22.Integer Overflow occurs?
a) when a number exceeds the largest possible value
b) when the run-time stack runs out of storage
c) when the bounds of an array are exceeded
d) Unsure
23.Integer Overflow is caused by?
a) Virus
b) Unchecked input or an operation such as multipbcabr exponentiation
c) an array overflow
d) Unsure
24.Phishing is?
a) a program that monitors your internet activity
b) hacking
c) fraudulent email asking for personal informatioattban be used in iden-
tity theft
d) Unsure
25.The conversion of data into a ciphertext that caileceasily understood by unau-
thorized people is known as:
a) brute force hacking
b) tunneling
C) encryption
d) ciphertext feedback
e) cloaking
f) unsure
26. Security Software and Software Security are theesam
a) True
b) False
C) unsure
27.When developing secure systems, where does sefitinty:
a) After design is complete
b) During testing
c) Before implementation
d) After implementation
e) At all phases of development
f) Unsure
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28. Software security vulnerabilities are the resulsoftware bugs and flaws:

a)
b)
c)

True
False
Unsure

29.Which programming mistake is one of the major vrdbdities in today's applica-

tions?:

a)
b)
c)
d)
e)

Undocumented code
Buffer overflow
Weak passwords
Compiler bugs
Unsure

30.A set of related programs, usually located at avagt gateway server, that pro-
tects the resources of a private network from otleéworks, is known as a:

a)
b)
c)
d)
e)

)

firewall

sandbox

rootkit

password cracker
general protection fault
Unsure

31.Which of the following should your well-designedgram do before processing
user input ?:

a)
b)

c)

d)
e)

Verify that the data is of the correct type (numisénng, etc).

Verify that the data value is appropriate (agesukhoot be negative
numbers, etc.)

Examine the data to make sure that there are nqmcsmss values that
might indicate attempts at exploiting security Isole

All of the above

Unsure

32.Your code is completely secure if...

a) Itis written in Java.
b) It executes correctly for all valid input
c) You have used a firewall and anti-virus software
d) These is no such thing as completely secure code
e) Unsure
33.Which of the following is an example of strong passl?
a) Passcode
b) J*p2le04
c) Your real name, user name or company nhame
d) Unsure
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34.

35.

36.

37.

Invalid input can come from?
a) Keyboard
b) Network
c) Disk drive
d) All of the above
e) Unsure
Identify the potential security issues in the fallog code segment, select all that

apply:

float price;

float totalPrice;

cout << "Enter Price" << endl;
cin >> price;

totalPrice = price + price*.06;

A) Integer Overflow or Underflow

B) Input Validation vulnerabilities

C) Buffer Overflow

Identify the potential security issues in the fallog code segment, select all that

apply:

int calc (inti, intj)) //assume i < INT_MAX anc INT_MAX
{

intresult =1 * j;
return result;

}

A) Integer Overflow or Underflow
B) Input Validation vulnerabilities
C) Buffer Overflow

Identify the potential security issues in the fallng code segment, select all that
apply:

void input(float temperaturesf], int n) // assume INT_MAX

{
for(inti=0;i<n;i=1+1)
{
cout << temperatures[i] << end];
}
}

A) Integer Overflow or Underflow
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B) Input Validation vulnerabilities
C) Buffer Overflow
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APPENDIX 3: Pre Survey Computer Literacy

Dear Participant,

The purpose of this experiment is to evaluate stukieowledge of security concepts and
principles. This is part of an NSF-funded resegmadgram aimed at analysing the
effectiveness of infusing security principles intadergraduate classes. This research is
being funded by a grant from the National Scienceniéation.

Participation in this study is voluntary. If youadse to participate in this project, you
will be asked to complete a short survey. It ismeressary to answer every question,
and you may discontinue your participation in thevey at any time. Your decision
whether or not to participate in the survey or tthdraw from the project at any time
will in no way affect your class standing or, ifuyare an athlete, your status as an
athlete.

If you have any questions about the project, yoy owatact Blair Taylor/Siddharth
Kaza(securityinjections@towson.eplar Towson University’s Institutional Review
Board for the Protection of Human Participanis@towson.edwat(410) 704-2236A
copy of the survey results, reported in aggregat® fwill be available to you upon
request.

Thank you for your time and willingness to partetig in this survey.

Sincerely,

Blair Taylor / Siddharth Kaza
Department of Computer and Information Sciences
Principal Investigator
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Enter your student ID
Demographics
1. What is your gender?
a) Male
b) Female
2. What is your age?
a) 20 years or younger
b) 21-25 years
c) 26-30 years
d) 31 years or older
3. Which ethnic group best describes you?
a) White
b) Black
c) Hispanic
d) Asian
e) Multi-racial
f) Other
4. What is your current student standing?
a) Freshman
b) Sophomore
c) Junior
d) Senior
e) Other
5. What is your major?
a) Information Systems or Computer Information Systems
b) Computer Science
c) Computer Technology or Information Technology
d) Mathematics
e) Undecided
f) Other
6. What is the name of the course?
a) CSO
b) CS1
c) CS2
d) Computer Literacy
e) Database Management
f) Other
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Computer Security Awareness
7. As this survey will study how your understandingcomputer security issues

changes from the beginning of the semester torideoéthe semester, we will
need you to select a secret code that you willrezgeh time you take this sur-
vey. In order to keep your responses anonymoissctitle should be not be
known to any of the teaching staff. To find youcsdty code, use the follow-
ing procedure:

1. Multiply the day of your birth by 10. Thus, if yauere born on the 13
use 130.

2. Add that number to the last 3 digits of your phonenber. Thus, if your
phone number is 555 1212, and you were born o8@Heyou would have
212+130=342

3. If the sum is more than 1000, subtract 1000 frorRat example, if your
sum was 1192, subtract 1000 to get 192

4. The resulting number is your code number

Please enter your code number: [numericxibox]

8. What are the possible consequences of insufficiemputer security?
a) | may have files deleted from my computer
b) 1 may have personal communications exposed
c) | may have my network connection cut off
d) My computer may be used to commit a crime
e) All of the above
f) Unsure

9. Phishing is:
a) a program that monitors your Internet activity
b) hacking
c) fraudulent email asking for personal informatioattban be used in iden-
tity theft
d) Unsure

10. A set of related programs, usually located at vaet gateway server, that
protects the resources of a private network froneonetworks, is known as a:
a) firewall
b) sandbox
c) rootkit
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d) password cracker
e) general protection fault
f) Unsure
11.Who is it safe to tell your password to?
a) Ebay, if they send you an email first
b) Your best friend, in case you forget it
c) A colleague who needs to send you an urgent email
d) You should never disclose your password to anyone
e) Unsure

12.Encryption is a special technique employed onlyaggncies with highly sensi-
tive data such as the FBI or CIA.
a) True
b) False
c) Unsure

13.Consider the following email:

From: support@citibank.com
Subject: Verify your E-mail with Citibank

Dear Citibank Member,
This email was sent by the Citibank server to verify your email address. You must
complete this process by clicking on the link below and entering in the small

window your Citibank ATM/Debit Card number and PIN that you use on ATM.

This is done for your protection - because some of our members no longer have
access to their email addresses and we must verify it.

To verify your E-mail address and access your bank account, click on the link
below:

https:/fweb. da-us. citibank. com/signin/citifi/scripts/email verify.isp

Thank you for using Citibank

Is the above email:
a) Legitimate
b) Fraudulent
c) Unsure
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14.1 can be held responsible for what others do wimlieag my password.

a) True
b) False
c) Unsure

15.The conversion of data into a code that cannotlséyeunderstood by unau-
thorized people is known as:
a) brute force hacking
b) tunneling
C) encryption
d) cloaking
€) unsure

16. You should ensure that companies and other orgaomzaith whom you do
business encrypt your personal data, such as cadithumbers and social se-
curity numbers, before they are stored or transahitiver a network.

a) True
b) False
C) unsure

17.The following are characteristics of suspicious #ma
a) Grammatical or spelling errors in the e-mail
b)  the e-mail contain an air of urgency or a neeccgpond immedi-
ately
C) aandb
d) comes from a trusted user
€) unsure

18.Using letters from a memorable phrase is a recordetgkmway to construct a
password.

a) True
b) False
C) Unsure

19. Never give out personal information upon an enexjuest.

a) True
b) False
C) Unsure
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20.Which of the following is an example of a stronggaord?

a)
b)
c)
d)
e)

Password

J*p2le04>F

Your real name, user name or company named
D. Al*

Unsure

21.Encrypting your personal files requires purchasipgcial software.

a)
b)
c)

True
False
Unsure

22.How interested are you in security?

a)
b)
c)
d)
e)

Extremely interested
Very interested
Somewhat interested
Slightly interested
Not at all interested

23.How important do you think security knowledge isytwur future career?

a)
b)
C)
d)
e)

Extremely important
Very important
Somewhat important
Slightly important
Not at all important
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APPENDIX 4: Post Survey Computer Literacy

Dear Participant,

The purpose of this experiment is to evaluate stukieowledge of security concepts and
principles. This is part of an NSF-funded resegmadgram aimed at analysing the
effectiveness of infusing security principles intodergraduate classes. This research is
being funded by a grant from the National Scienaeniéation.

Participation in this study is voluntary. If youadse to participate in this project, you
will be asked to complete a short survey. It ismeressary to answer every question,
and you may discontinue your participation in thevey at any time. Your decision
whether or not to participate in the survey or tthdraw from the project at any time
will in no way affect your class standing, or ifiyare an athlete, your status as an
athlete.

If you have any questions about the project, yoy owatact Blair Taylor/Siddharth
Kaza(securityinjections@towson.eglar Towson University’s Institutional Review
Board for the Protection of Human Participanmis@towson.edwat(410) 704-2236A
copy of the survey results, reported in aggregat® fwill be available to you upon
request.

Thank you for your time and willingness to partetig in this survey.

Sincerely,

Blair Taylor / Siddharth Kaza
Department of Computer and Information Sciences
Principal Investigator
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Enter your student ID
Demographics
1. What is your gender?
a) Male
b) Female
2. What is your age?
a) 20 years or younger
b) 21-25 years
c) 26-30 years
d) 31 years or older
3. Which ethnic group best describes you?
a) White
b) Black
c) Hispanic
d) Asian
e) Other
4. What is your current student standing?
a) Freshman
b) Sophomore
c) Junior
d) Senior
e) Other
5. What is your major?
a) Information Systems or Computer Information Systems
b) Computer Science
c) Computer Technology or Information Technology
d) Mathematics
e) Undecided
f) Other
6. What is the name of the course?
a) CSO
b) CS1
c) CS2
d) Computer Literacy
e) Database Management
f) Other
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Computer Security Awareness

7.

4.

As this survey will study how your understandingcomputer security issues
changes from the beginning of the semester torideoéthe semester, we will
need you to select a secret code that you willrezgeh time you take this sur-
vey. In order to keep your responses anonymoissctitle should be not be
known to any of the teaching staff. To find youcsdty code, use the follow-
ing procedure:

Multiply the day of your birth by 10. Thus, if yauere born on the 13 use
130.

Add that number to the last 3 digits of your phonenber. Thus, if your
phone number is 555 1212, and you were born 08@HAeyou would have
212+130=342

If the sum is more than 1000, subtract 1000 frorRat example, if your sum
was 1192, subtract 1000 to get 192

The resulting number is your code number

Please enter your code number:

8.

What are the possible consequences of insufficiemputer security?
a) | may have files deleted from my computer
b) 1 may have personal communications exposed
c) | may have my network connection cut off
d) My computer may be used to commit a crime
e) All of the above
f) Unsure

Phishing is:

a) a program that monitors your internet activity

b) hacking

c) fraudulent email asking for personal informatioattban be used in iden-
tity theft

d) Unsure

10. A set of related programs, usually located at vaet gateway server, that

protects the resources of a private network froneonetworks, is known as a:
a) firewall

b) sandbox

c) rootkit
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d) password cracker
e) general protection fault
f) Unsure
11.Who is it safe to tell your password to?
a) Ebay, if they send you an email first
b) Your best friend, in case you forget it
c) A colleague who needs to send you an urgent email
d) You should never disclose your password to anyone
e) Unsure

12.Encryption is a special technique employed onlyaggncies with highly sensi-
tive data such as the FBI or CIA.
a) True
b) False
c) Unsure

13.Consider the following email:

From: support@citibank.com
Subject: Verify your E-mail with Citibank

Dear Citibank Member,
This email was sent by the Citibank server to verify your email address. You must
complete this process by clicking on the link below and entering in the small

window your Citibank ATM/Debit Card number and PIN that you use on ATM.

This is done for your protection - because some of our members no longer have
access to their email addresses and we must verify it.

To verify your E-mail address and access your bank account, click on the link
below:

https:/fweb. da-us. citibank. com/signin/citifi/scripts/email verify.isp

Thank you for using Citibank

Is the above email:
a) Legitimate
b)  Fradulent
C) Unsure
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14.1 can be held responsible for what others do wimlieag my password.

a) True
b) False
c) Unsure
15.The conversion of data into a code that cannotlséyeunderstood by unau-
thorized people is known as:
a) brute force hacking
b) tunneling
C) encryption
d) cloaking
€) unsure

16. You should ensure that companies and other orgaomzaith whom you do
business encrypt your personal data, such as cadithumbers and social se-
curity numbers, before they are stored or transahitiver a network.

d) True
e) False
f)  unsure

17.The following are characteristics of suspicious #ma
a) Grammatical or spelling errors in the e-mail
b)  the e-mail contain an air of urgency or a neeccgpond immedi-
ately
C) aandb
d) comes from a trusted user
€) unsure

18.Using letters from a memorable phrase is a recordegkmway to construct a
password.

a) True
b) False
C) Unsure

19.Never give out personal information upon an eneguest
a) True
b) False
C) Unsure
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20.Which of the following is an example of a stronggaord?

a)
b)
c)
d)
e)

Password
J*p2le04>F
Your real name, user name or company named
D. Al*
Unsure

21.Encrypting your personal files requires purchasipgcial software.

a)
b)
c)

True
False
Unsure

22.How interested are you in security?

a)
b)
c)
d)
e)

Extremely interested
Very interested
Somewhat interested

Slightly interested

Not at all interested

23.How important do you think security knowledge isytaur future career?

a)
b)
c)
d)
e)

Extremely important
Very important
Somewhat important
Slightly important
Not at all important

User-System engagement
Please indicate your level of agreement with eddhe following statements:
24.1 felt deeply engrossed in completing the secunfgction modules using this
web-based platform.

a) Strongly Agree

b) Agree

c) Neutral
d) Disagree
e) Strongly Disagree
25.1 get so involved while completing security injestimodules using this web-
based platform that | forget everything.

118



a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
26. While completing the security injection moduleghgsthis web-based platform, |
tend to block out conversations with others arounmed
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
27.The security injection modules presented on thasf@m hold my attention.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
28.Using this web-based platform excited my curiogityearn cyber security princi-
ples.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
29.Time seemed to go by very quickly when | use thebvwased platform for com-
pleting security injection module.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
30.The screen layout of this web-based platform feusgy injection modules was
visually pleasing.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
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31.Using this web-based platform for security injestrnodules was mentally tax-
ing.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree
32. Using web-based platform for completing securifgdtion modules was attrac-
tive.
a) Strongly Agree
b) Agree
c) Neutral
d) Disagree
e) Strongly Disagree

Do you have any additional comments?

Yes (please explain)
No

(Ability to apply phishing knowledge)

33.Consider the following email:

From: Help Desk <online2793774@telkomsa.net>
Date: June 20, 2014 at 7:57:55 AM PDT

To: info@cs.stanford.edu

Subject: update

It had been detected that your cs-stanford-edu emai | account. Mail
delivery system had been affected with virus. Your email account

had been sending virus included with your mail to r ecipient's ac-

count and as such a threat to our database. You'll need to update

the settings on your cs-stanford-edu email account by clicking on

this link:

http://forms.logiforms.com/formdata/user_forms/6694 9 9366478/321793
From

CS. Standford

ITS Helpdesk
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33a.ls the above emailegitimate or fraudulent?

33b. What makes you decide, the above emadddgimate or fraudulent? Discuss
elaborately.
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APPENDIX 5: Module Usability Survey

Dear Participant,

The purpose of this experiment is to evaluate Uisabdf security injections web

platform. This is part of an NSF-funded researcbgpam aimed at analysing the
efficiency, effectiveness and student satisfactimin security injections web-based
platform. This research is being funded by a ghamh the National Science Foundation.

Participation in this study is voluntary. If youadse to participate in this project, you
will be asked to complete a survey. It is not sseey to answer every question, and you
may discontinue your participation in the surveyaay time. Your decision whether or
not to participate in the survey or to withdrawnfréhe project at any time will in no way
affect your class standing, or if you are an aghlgour status as an athlete.

If you have any questions about the project, yoly m@ntact Blair Taylor/Siddharth
Kaza ( securityinjections@towson.efltor Towson University's Institutional Review
Board for the Protection of Human Participantb@towson.eduat(410) 704-2236A
copy of the survey results, reported in aggregatenf will be available to you upon
request.

Thank you for your time and willingness to partetig in this survey.

Sincerely,

Blair Taylor / Siddharth Kaza
Department of Computer and Information Sciences
Principal Investigator
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Enter your student ID
Demographics
1. What is your gender?

a) Male
b) Female
2. What is your age?
a) 20 years or younger
b) 21-25 years
c) 26-30 years
d) 31 years or older
3. Which ethnic group best describes you?
a) White
b) Black
c) Hispanic
d) Asian
e) Other
4. What is your current student standing?
a) Freshman
b) Sophomore
¢) Junior
d) Senior
e) Other
5. What is your major?
a) Information Systems or Computer Information Systems
b) Computer Science
c) Computer Technology or Information Technology
d) Mathematics
e) Undecided
f) Other
6. What is the name of the course?
a) CSO
b) CS1
c) CS2
d) Computer Literacy
e) Database Management
f) Other

7. What security injections version did you use?
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a) Non-interactive (Security Injections 1.0)
b) Interactive (Security Injections 2.0)

8. What security injections module did you just contgde?

a) Integer Overflow

b) Input Validation

c) Buffer Overflow

d) Secure Development Life Cycle
e) Phishing

f) Cryptography

g) Passwords

h) Social Networking Security

Please indicate your level of agreement with thiefiong statements

Strongly
Disagree

Strongly

—— Agree Neutral | Disagree

Statement

Instructions to use the module were
clear.

| found it easy to navigate around the
module.

The module is easy to launch

The fonts, colors, and sizes are con-
sistent throughout the module

The module maintains an appropriate
level of consistency in its design from
one part/section of the module to an-
other.

| found the interface clear, structured
and appealing.

Text and graphics are legible.

Fonts (style, color, saturation) are easy
to read.

The module does not provide too many
long sections of text to read without
meaningful interactions

The module engaged me in interactive
tasks that are closely aligned with the
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learning goals and objectives

The module used interactive activities
to gain the attention, sustain the inter-
est, and maintain my motivation.

Questions in the module enhanced my
understanding of cybersecurity ideas
and concepts.

Security checklist in the module en-
hanced my understanding of cyberse-
curity ideas and concepts.

Feedback on activities is clear and help-
ful in learning.

The module provides guidance and
support to complete individual sections
including learning activities

| was able to complete the module
quickly

| was able to effectively complete the
module

It was simple to use the module
| was satisfied with the module

Additional Comments:
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