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Abstract—Atrtificial Intelligence of Medical Things (AIoMT) is
a hybrid of the Internet of Medical Things (IoMT) and artificial
intelligence to materialize the acquisition of real-time data via the
smart wearable devices. Due to a diverse geographical environ-
ment of IoMT, secure and reliable communication among these
devices is a challenging task that needs to be resolved on priority
basis. For this purpose, numerous device-focused authentication
approaches have been proposed in the literature, however, the
problem still persists. This paper introduces an advanced, secured,
and efficient solution for the IoMT by leveraging a lightweight mu-
tual authentication scheme as well as facilitating AI-enabled Big
Data analytics and predictive modeling. The proposed approach is
specifically designed to establish secured communication between
wearable sensing devices and servers within IoMT by exploiting
the desirable features of cloud-edge paradigm. In this approach,
every device needs to verify whether the requesting wearable
device is legitimate or not and this process needs to be carried
out prior to the actual communication. Our proposed approach
employs a hybrid of Advanced Encryption Standard, i.e., AES 128-
bit and Medium Access Control (MAC) for the establishment of se-
cured communication sessions. In addition, the proposed approach
utilizes real-time data collection from wearable devices, enabling
predictive modeling for the early detection of health anomalies,
thereby, enhancing the patient outcomes of a specific disease.
This continuously adaptive approach excels in real-time decision-
making, promptly alerting healthcare professionals of potential
risks. Simulation results have verified that the proposed approach
serves an ideal solution for the resource-constrained devices by
achieving the expected level of authenticity through minimum
possible communication and processing overhead. Additionally,
this scheme is prune against well-known security attacks in the
AIoMT infrastructures.

Index Terms—AlIoMTs, IoMTs, Authentication, Privacy, Wear-
able Devices, Healthcare, Cloud-Edge paradigm.

I. INTRODUCTION

The Internet of Things (IoT) is improving human lives by
enabling regular monitoring and control of diverse activities,
particularly in healthcare for critical patient monitoring. The
effective use of IoT and artificial intelligence in healthcare
ensures timely and appropriate treatment for all patients []1]],
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[2]. As a result, a specialized branch of IoT, the Internet
of Medical Things (IoMT), has emerged recently, which is
crucial in emergency scenarios, such as intensive care units, to
ensure the constant availability of necessary medical services.
In IoMT-equipped healthcare facilities, small yet intelligent
sensing devices capture and transmit patients data to cloud
data centers for assisting healthcare professionals in identifying
symptoms for various diseases [3]. IoMTs with Al-enabled
sensing and Big Data analytics for cardiovascular activities,
ECG, skin resistance and EEG are crucial for early disease
detection. They are crucial in emergencies like Intensive Care
Units (ICUs) by identifying the symptomatic patients and
tracing disease origins using data from wearable devices.

In these networks, each wearable sensing device utilizes a
wireless medium to transmit the gathered data to its respective
server. Wireless communication is highly susceptible to numer-
ous security and privacy breaches. Therefore, authenticity of
the sensing devices and the servers is necessary to ensure the
secured transmission of data [4]. Hence, designing a secured
and privacy-preserved communication mechanism, specifically
in line with the needs of machine-to-machine or device-to-
server communication, is required for the applications of IoMT.
In the literature, numerous machine-to-machine authentication
schemes have been reported to overcome security and privacy
issues associated with the IoMT networks. A global assertion
and hashing-based authentication mechanism was reported to
ensure an ongoing transmission activity among the active
devices, i.e., wearables and their associated servers [5]. A
lightweight mutual authentication approach that has the ability
to establish secured communication sessions with minimal
communication and processing overhead was proposed in [6].
A 3-factor authentication scheme using a bi-linear pairing was
proposed for a multiserver infrastructure in [7]. However, the
proposed scheme is vulnerable to key impersonation and offline
guessing attacks. A lightweight mutual authentication approach
for healthcare informatics was proposed in [8|]. This approach
involves three phases to ensure seamingless transmission of
data from wearables to remote servers via the intermediate
gateways. A MAC-AODV-enabled authentication scheme was
presented in [9] to resolve the blackhole attack. Similarly, a
remote user-enabled device authentication scheme with embed-
ded biometric identifications was introduced to preserve the
security and privacy [10]. However, this approach is highly
susceptible to invalid password attacks. A lightweight authen-
tication scheme was developed to secure the transmission of
packets among various devices in a Telecare Medical Informa-
tion System [[11]. An anonymous authentication mechanism to
prohibit an unauthorized device from accessing data is reported
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[12], [13]]. A lightweight and anonymous authentication scheme
was presented to minimize the possibility of machine learning-
enabled attacks in IoMT [14]]. Ad hoc on-demand distance
vector (AODV)-enabled authentication schemes were reported
to safeguard communication sessions [[15], [16]. An authentica-
tion mechanism using a trust model was reported to address a
specific attack i.e., device compromised or device seized, where
an adversary acts as an authentic device [|17]. Likewise, a forge-
enabled authentication mechanism was presented to address
various problems associated with the traditional AODV scheme
[18]], [19]. Fake route request messages (RREQ) were utilized
to recognize intruder or adversary devices in the closed proxim-
ity. Additionally, a device behavior-enabled routing scheme was
presented, where unusual responses are the key to highlight the
intruder [20]. Likewise, comprehensive guidelines were devised
to ensure the design of machine learning-based cybersecurity
for IoT [21]. A deep learning-enabled approach was presented
in [22] for the encryption and decryption of images in IoMT.
The authors in [28] proposed a secured framework for a
communication network using edge computing and machine
learning. This framework aims to minimize the detection rate
of false attacks within the traffic flows in presence of known and
unknown attacks. However, it suffers from network congestion
with excessive overhead and QoS degradation.

The aforementioned studies are ideal solutions to address
numerous problems, however, the complexity and specificity of
applications are the main challenges that need to be addressed.
In this paper, a lightweight, secured, and privacy-preserving
approach for IoMT is proposed to ensure the establishment
of proper communication sessions between various authentic
servers and their associated wearable sensing devices. Each
message undergoes encryption to protect its contents from
potential intruders, providing an extra layer of security to the
communication process. Furthermore, our proposed approach
facilitates an Al-based real-time data collection and analysis
from diverse wearable devices, ensuring data integrity and rel-
evance. Our proposed method effectively manages ‘Big Data’
and utilizes predictive modeling. By training models on historic
data, our proposed approach enables the future health anomaly
detection, based on current data, leading to early intervention
by significantly improving the patient outcomes. The proposed
approach features continuous learning and adaptability. With
each new data point, the predictive models are updated and
refined, improving accuracy over time and efficiently adapting
to evolving health trends. Therefore, our lightweight mutual
authentication scheme, combined with secured data collection
and predictive modeling, presents a secured, efficient, and
advanced solution for IoMTs by enabling a responsive and
reliable healthcare solution. The main contributions of this work
are as follows:

1) A lightweight, secured, and privacy-preserving technique
for the Internet of Medical Things (IoMT) is proposed to
mimic the actual environment of smart hospitals.

2) Advanced Encryption Standard (AES-128 bit) and MAC
addresses are used to form a hybrid authentication and
communication approach for [oMT.

3) Our proposed approach integrates Al with IoMT, i.e.,
AloMT, to allow Big Data analytics and predictive mod-

eling for the prediction of health anomalies and improve
patients’ health outcomes. Therefore, this novel approach
excels in real-time analysis and decision-making while
continually learning and adapting to new data, ensuring
a responsive, efficient, and reliable healthcare.

The remaining paper is organized as follow. In Section[[l, we
have provided a comprehensive description and analysis of our
proposed hybrid mutual authentication approach for AIoMT.
In Section III, the algorithms of our proposed approach are
discussed in detail. In Section [[V] the secured data collection
and predictive modeling of our proposed approach is discussed.
In Section [V| experimental setup and simulation results, which
were obtained using plausible assumptions, are presented. Fi-
nally, concluding remarks of the paper, especially with possible
extension measures, have been reported in Section

II. HYBRID MUTUAL AUTHENTICATION FOR ARTIFICIAL
INTELLIGENCE OF MEDICAL THINGS

Our proposed mutual authentication approach uses the MAC
addresses of active wearable devices C; and the prospective
server devices §; to guarantee secured transmission of packets
between legitimate devices. If an active C; is eager to initiate
a secured transmission session with another device C; ;1 or S,
then the authenticity of all these devices needs to be verified.
Authenticity is verfied by utilizing the registration mechanism
of MAC addresses, preferably in an offline phase. Each C;
is bound to store MAC addresses of every §; in our IoMT
network. Likewise, every §; is bound to collect and store
MAC addresses of numerous C;, preferably those residing in
direct communication range of the member-devices class. An
additional class, i.e., non-member-devices, is created to store
addresses of those legitimate devices C;, which are deployed
in vicinity of other server devices S;1. Initialization of every
communication session is subject to confirmation of MAC
address registration. In other words, intruder devices Ay that
are not registered with any .S; are not allowed to initiate a trans-
mission activity either with a server S; or another active Cj, as
soon as our [oMT network becomes operational. The proposed
device-to-server mutual authentication approach is divided into
three phases, i.e., (i) Offline registration (ii) Authentication and
(iii)) communication. The generalized structure of the proposed
Al and cloud-based authentication for wearable device in IoMT
is presented in Fig[l]

A. Offline Registration Phase

In this phase, C; sends an encrypted request message to
the nearest S; or its own neighbouring device Cj  iff it is
unable to transmit the message directly to S;. The MAC
address of requesting C; is one of the components present
within the payload of transmitted message, which is encrypted
using AES-128. The receiving device, either an S; or Cj1,
decipher this message to retrieve the MAC address of C; and
stores in its memory, i.e., member-devices class, which contains
the MAC addresses of other legitimate devices as well. Next,
Cit1 or S; generates and transmits an encrypted response
message by appending its MAC address within the payload.
Additionally, the payload of this message contains successful
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Fig. 1: Generalized structure of the proposed AI and Cloud-
based authentication for wearable devices in IToMT

registration information of the device, preferably the requesting
C; present within the class member-device. C; deciphers the
received message and retrieves the MAC address of S; and
stores it in the class of trusted servers. Additionally, every
server S; requires to share its list of member devices C; with
other servers S; 1, which are stored by these non-member yet
authentic servers of [oMT. Please note that the entry of intruder
devices Ay, is not possible in this phase as the underlying oMT
is not yet operational.

To determine a suitable class for a particular requesting
device i.e., member-device or non-member-device, localization
function is used. The distance between C; and S; is computed

using Eq. [T}

di,j _ \/(sz - ij)z + (Oyz B Syj)2 (1)
(zi + y5)
If the distance d; ; is less than the defined threshold value 4,
where § = 0.1, then C; belongs to the member-device class.
Based on Eq. (1} connectivity M (4, j) and distance metric A(4,5)
are defined as:

M(i,j)z{l’ 7] @)

0, otherwise

Ai,j) = {d”" i 7 3)

0, otherwise

The movement model of a device (if applicable) is represented
by Eq.[d]

1
Viey = ngi(t,m—ka(rand) 4)

where, w, a and rand are used to represent inertial weight,
acceleration and random function, respectively. The relative

localization of a particular C; along with radial error is repre-
sented using

Z?:l \/(Cxl - ij )2 + (Cyi - Syj )2

E g = 1
TTOT qug T x 100%
" abs(Cl, — S )
Brror, = 2= ®3(Ca = 52) o000 )
n xR

Here, n represents the number of devices within the coverage
region of a particular S; and R represents the wireless com-
munication range, respectively. The graphical representation of
the underlying registration phase is shown in Fig. [2}

Registration Phase

Device C; Server §;
IDi = h (ID(MAc) || AES, )
<ID; >
Secure Channel o
Decipher
Add ID; to registered Members
ID;  =h(Dwmac) || AES;)
D>

Secure Channel

Decipher
f; =h(ID; || AES)
Add ID; to trusted Servers

Fig. 2: Offline Registration Phase

B. Authentication Phase

In this phase, if an active device, either an adversary Ay, or an
authentic wearable C}, is eager to initiate the data transmission
session with the nearest S, it generates an encrypted request
message. It sends this message to the nearest .S; and waits for
the response. .S; confirms legitimacy of C; by searching the
MAC address of the sender in its authentic MAC class, i.e.,
member-devices class in this case, using Eq. [7]

iff (3,=0..m | MAC(C;) € MAC,,
OR
iff (Hizomm | MAC(CZ) S MACNonReg
(N

Here, MAC,.., represents the class of MAC addresses that
was registered with .S; in the offline registration phase. If a
match is found, then it confirms the legitimacy of C;. The
intended S; allows C; to start the transmission of data by
informing it via an encrypted message that contains the MAC
address of \S; in the embedded payload. A detailed description
of the entire procedure is reflected in Fig. [3|

Alternatively, if the MAC address of C; does not match,
then S; assumes that the requesting device is an intruder Ay
or an active device of another server that resides in its vicinity.
For this purpose, S; looks for the MAC address entries in

Authentic(C;) =
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Authentication Phase

Device C; Server §;

Generate a random number 1
ID; =h (IDmacq) 1| Tr)
Siap) =h (1; D Smacg)

<ID;, Sqpy, nj >
Secure Channel

\

Computes

IDi = h (IDM/\C“) || T] )
Checks AT=T, - T,

Sjapy =h (1; @ Smacqg)
Confirms Authenticity of ID;
Generate random number 1
S; =h (Sjapy | T3)

ID; =h (1y @ IDjpmac)

<S j)ID i, n>
Secure Channel

Verify

Sj =h (Sjn) || T3)

Checks AT=T4-T;

ID; =h (n; @ Djpmac))

Confirm Authenticity of Server S;

Fig. 3: Successful authentication of a requesting device

the non-member-class. If a matching MAC address is found
then it confirms authenticity of the requesting C;, however, the
latter is not allowed to initiate data transmission session as
it does not belong to the member-class. If the MAC address
of the requesting C; does not have an associated entry in the
non-member class, then S; confirms that this device A, is an
adversary and need to be blacklisted as shown in Eq. [8] This
whole process is depicted in Fig. f]

i (Vico...m | (MAC(Cy) ¢ MAChc,)

Authentic(C;) = ¢ AND

iff (Vizo..m | (MAC(C;) ¢ MACNonReq)
®)

In addition, S; transmits an encrypted alarming message
to every active C;. Assume a device X sends an encrypted
message to the nearest server Y, which decrypts this message,
retrieves the MAC address from the payload and checks the
authenticity of X by searching the address in the member-class.
If X has previously joined and registered its MAC address in
the offline registration phase, then its address will be stored
in the database of Y. In this case, a match will be found and
X will be permitted to transmit data. Before initiating the
communication session, X checks the authenticity of Y by
verifying its MAC address. When the authenticity of both the
requesting and receiving devices are confirmed, then a proper
communication session is established. Alternatively, if the
MAC address was not previously stored or registered with Y
and vice versa, then the communication sessions are aborted
in both the cases and the devices are added to the blacklisted
class. Y has the capacity to ensure whether the requesting X
is authentic or not before allowing it to start any transmission
activity. To realize this, Y verifies the authenticity of X by

Authentication Phase (Adversary)

Device Ay Server S;

Generate a random number
IDy = h (IDpacqo 1| T1)
Sjapy =h (n; D Smacg)
<IDy, S >
Secure Channel
Computes
IDy  =h (IDmac || T1)
Checks AT=T, - T,
Identified as Intruder Ay
Further verifies through registered MAC
Sj(ID) =h (x D SMAC(j))
Confirms that Ay is an Adversary
Generate random number n;
Sj =h (Sjap) I T5)
ID; =h (1 @ IDamac)
<S;IDy Adversary>
Secure Channel

Sj =h (Sjapy [I T5)
Checks AT=T, - T;
ID; =h (n; D IDxovac))
Stores Ay as an Adversary Device

Fig. 4: Successful detection and blacklisting of an Adversary

comparing its MAC address with the stored MAC addresses.
There are two possible scenarios: (i) X is an authentic active
device iff MAC of X is stored in member-devices class,
and (i) X is an adversary Ay iff a matching value is not
found within the stored addresses, i.e., in both member and
non-member classes. In the former case, X is permitted to
start transmission of data, whereas in the latter case, the
MAC address of the request initiating device is added to the
blacklisted class. Moreover, Y notifies its decision to every
neighbouring device using an encrypted message.

Theorem 1: Establishing transmission sessions between
active C; and S; iff both C; and S; are trusted and authentic.

Proof: Assume that a formal request for data transmission is
initiated by an adversary Aj towards S;. The latter needs to
verify the authenticity of Ay using Eq. [9]

Authentic = iff (3,29, | (MAC(Ag) € Reg — MACs,))

©))
Because the requesting device is an adversary, it is not possible
that the MAC address of A; will be found at S;. Moreover,
S; verifies the authenticity of requesting Aj, via searching its
MAC address in the non-member-devices class, using Eq. [T0]

Intruder = iff (3;—¢_ ' | (MAC(Ay) € NonReg — M ACs;)

(10)
Likewise, MAC address of Ay, is not stored with .S;, neither in
member class nor in non-member class. Therefore, the MAC
address of Aj is blacklisted and permission to establish a
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communication session is denied using Eq. [IT]

Intruder — {iff (Viz0..m | (MAC(Ay) ¢ Reg — M ACs,)
1D
Conversely, if a legitimate device C; has sent this request to .S,
the latter must follow a similar procedure by matching the MAC
address of C}; against the registered MAC addresses, using Eq.
[12] A matching MAC address is found because C; has taken
part in the offline registration phase to register its MAC address.
As soon as the authenticity of the requesting C; is verified,
then an encrypted ‘permission granted’ message is sent by S;.
However, a communication session is not initiated yet as C;
must confirm the authenticity of S; as well, using Eq. [T2}

Authentic = iff (3j=¢._,, | (MAC(S;) € Reg — MAC¢,))
(12)
If a match is found, then the authenticity of S; is confirmed,
and C; immediately initiates a communication session. Hence,
the establishment of a proper data transmission session between
an active C; and S; is feasible iff both C; and S; are trusted.

Theorem 2: A request is processed by S; or C; iff it is
authentic or reliable.

Proof: Assume that a request is generated and transmitted by
an authentic device C;, which is intercepted by an adversary Ay
located near the concerned S;. Additionally, A; may generate
its own response message and sent it back to C;. In this case, C;
verifies the authenticity of .S; by comparing its MAC address
against the registered MAC addresses using Eq. |12 and Eq.
respectively.

Intruder = iff (Vj—g..n | (MAC(S;) ¢ Reg — MACqg,))

13)
The requesting C; identifies Ay as an adversary and blacklists
it. Initially, it is far more difficult for Ay to break the AES-
128 encryption algorithm within the stipulated time interval
as these devices have very limited processing capabilities. If
somehow Ay deciphers the encrypted message and generates
a response message similar to the received one, then it will
not be processed by C;. Additionally, the message generated
by C; can be intercepted by Aj and an updated copy of it
may be forwarded to S;. However, updation of this message
requires time, which ultimately makes the authenticity of the
message questionable. S; not only verifies the authenticity
of the requesting device using Eq. [I2] but also utilizes the
expected delivery time or propagation delay metrics to ensure
the authenticity of the messages from C; using Eq. [T4]

Tspeed

P, delay =
(14
Pielay of the updated message is greater than the expected
delay of the concerned device C;. Thus, the message is dis-
carded and an altered encrypted message is sent. Conversely, if
the concerned message is processed by .S;, then the response
message will be received as expected and C; can confirm the
authenticity of S; using MAC address and Py, parameter,
as shown in Eq. [T4]
Hence, a request message is processed by S; or an authentic
C; iff the message is legitimate.

C. Communication Phase

Upon the successful authentication of a requesting wearable

iff (Vo | (MAC(Ag) ¢ NonReg — MACSgi and the concerned server S;, the two parties start data
—0...m |

Communication. In each communication session, an individual
packet transmission time is represented by Eq. [T3]
m
T, =1tx —
Ry

5)

Here, ¢, m, and R, represent the time, packet/block size,
and modulation rate, respectively. Furthermore, the average
propagation time interval for a particular block is represented

by Eq.[16 .,
tl =T x Zpi
i=0

where, p’ is a channel or medium failure probability function.

Apart from the conventional authentication process, an addi-
tional mechanism is needed for those wearables C; that have the
ability to move from the vicinity of one server S; to another
server, e.g. S;j4+1. This mechanism is extremely important as
the majority of IoMT infrastructures support mobile devices.
For example, in smart hospitals, when a patient is admitted
then he or she is assigned a dedicated bed in a particular
ward. It is highly likely that a dedicated server S; or a
cluster head module may be operational in that area, where
wearable devices attached to the patient’s body are linked with
it and communicate directly depending on the circumstances.
However, if a patient needs an X-ray or an MRI scan, then he
or she need to move to another section where such facilities
are available. In this case, it may not be feasible for the
wearable devices C;, which are attached to the patient’s body, to
communicate or establish a proper communication session with
its server S;. Therefore, these devices C; need to be registered
with the nearest servers with whom C; can easily establish
the communication sessions. In this type of scenario, these
wearable devices generate two different messages. The first
message is sent to S;, which is already connected. This message
has a description that a particular C; is moving from the vicinity
of S; and will no longer be a part of the member-devices. The
concerned S; removes all such devices C; from the member-
devices class, whereas these are kept in the registered devices
list that contains the MAC addresses of all registered devices.
It is important to note that this information is shared in cipher
form to preserve the authenticity of messages transmitted from
both sides. Furthermore, these devices send request messages,
preferably in cipher text form, to the nearest server S, 1,
which resides in their communication range. S, verifies the
authenticity of the requesting devices C; via the aforementioned
approach, i.e., if the MAC addresses of these devices belong to
the registered class then they are added, otherwise, the request
is denied. This whole process is described in detail as shown
in Fig. [}

These sessions are established by the requesting C; to
transmit its captured data. For communication, these devices are
permitted to use any reliable device-to-server communication
approach, which are already available from the literature.
Furthermore, the communication mechanism should be smart
enough to resolve specific scenarios, such as when multiple
devices C; are eager to start the packets’ transmission session

(16)
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Authentication Phase of Mobile Device at another Server

Algorithm 1 Security and Privacy-preserved algorithm for
Server S; in the IoMT networks

Mobile Device C; Server S; & Sji4

Generate Two Message with n;
ID; = h (IDmacq) || T1)
Siap) =h (1n; © Smacq)

<ID;, Sgp). nj >
Secure Channel

ID;  =h (IDmac I T1)
Checks AT=T,- T,
Sj(n)) =h(n (&) SMAC(j))
Confirms Authenticity of ID;
S;jremoves 1D from Member
Sj+1 further confirms device ID;
Generate random number n;
S; =h (Sjap) I T3)
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Fig. 5: Verification of the Movable Member-devices in an IToMT
Network

with a common server simultaneously. A common problem
with concurrent communication is packet collision, and the
adopted communication mechanism should have the capacity
to either avoid packet collision completely or should be at the
minimal possible level.

III. ALGORITHMS FOR DEVICE-TO-SERVER MUTUAL
AUTHENTICATION IN THE IOMT NETWORKS

In this section, dedicated algorithms are presented for every
wearable C; and server devices S;. These algorithms force C;
and S; to verify the authenticity of each and every message
along with its source, i.e., origin. These algorithms bound C}
and S; to transmit messages in encrypted form to ensure the
security and reliability of data as well as the communicating
devices. For this purpose, AES-128 bit encryption algorithm
is used to convert plain text into cipher text prior to its
transmission in the IoMT networks.

Every C; is forced to leave a message for the concerned
S; if the former is on the move. However, it is highly likely
that an Aj; may broadcast such a message for interrupting an
ongoing communication session. Therefore, S; needs to verify
the authenticity of these messages prior to any action. As soon
as the authenticity of the concerned C; is verified then an
appropriate action is carried out, i.e., this particular device
C; is removed from the member-devices class, however, it is
retained in the registered devices class. In continuation of this
process, when C; enters the vicinity of another server S;41, it
needs to send a request message, preferably in the cipher text
form, as described above. When the concerned S, verifies
the authenticity of C;, then the latter is added to the member-
devices class.

Require: Member-device C; sends a communication session
establishment request
Ensure: Permitted or Denied
1: NonMemberDevices < Zero
: MemberDevices < Zero
¢ Msgep < "null”
. Blacklistedor Adversary < 0
C; < Device € IoMT
S; < Server € IoMT
for V,—g. ., C; € IoMT do
Transmit M sg.p to S;
if MAC (C; € MemberDevices) then
C; is authentic
Permission Granted
elseif MAC address (C; € NonMemberDevices)
then

R A A A o

— — =
M 22

13: C; is authentic

14: Permission is denied

15: elseif MAC address (C; ¢ MemberDevices& ¢
NonMember Devices) then

16: C; is an Adversary

17: C; is blacklist

18: end if

19: end for

20: return Legitimate and Adversary Devices

Algorithm 2 Security and Privacy-preserved algorithm for
legitimate device in the JoMT Networks

Require: Server S; sends a permission-granted message
Ensure: Authentic or Blacklisted
1: RegServer < Zero
2: Msgep < "null”
3: Blacklist < 0
: C; < Device € IoMT
5: S; < Server € IoMT
6: for vj:O...m Sj € IoMT do
7: Send Mg, to Device C;
8
9

A~

if MAC (S; € RegServer) then
S; is authentic

10: Communication session is initiated

11: elseif MAC address (S; ¢ RegServer) then
12: S; is an Adversary

13: S, is blacklisted

14: Communication session is aborted

15: end if structure

16: end for loop
17: return Authentic and Blacklisted Server Modules

IV. SECURE DATA COLLECTION AND PREDICTIVE
MODELING

Upon successful authentication and authorization of wearable
devices from their concerned servers, our proposed scheme
facilitates secure and real-time data collection. This helps with
the continuous monitoring of patients’ health status, facilitat-
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Algorithm 3 Authentication algorithm for server S; to verify
authenticity of the mobile devices in the IoMT networks

Require: Member-device C; sends a Leave Message to the
Concerned Server
Ensure: Member Status Terminated or Identifies as Adversary

NonMember Devices < Zero
Member Devices < Zero
Msgep < "null”
Blacklistedor Adversary <+ 0
C; < Device € IoMT
S; < Server € IoMT
for Vi—g. .., C; € IoMT do
Decipher the Transmitted M sg,,, to Server S;
if MAC (C; € MemberDevices) then
C; is authentic
Remove from Member-devices Class
elseif MAC address (C; € NonMemberDevices)
then
13: C; is authentic
14: Action not Required
15: elseif MAC address (C; ¢
MemberDevices) &&(C; ¢ NonMemberDevices)
then

D A e

_ ==
e e

16: C; is an Adversary
17: C}; is blacklist

18: end if

19: end for

20: return Legitimate and Adversary Devices

ing prompt intervention in case of any detected anomalies.
Considering n wearable devices, where a device C; sends its
data securely to a server S; in the IoMT, is mathematically
represented as follows:
X;=|Ji=1"c, A7)

The collected data X; at the server S;, obtained from various
devices including C;, is utilized to train a predictive model
based on neural networks, enabling data analysis and pattern
recognition. A dataset X; consisting of input features set Fin =
{F',F? F3, ... F*} and corresponding target variables F'7.
Therefore, by training neural networks on several medical
servers and on a large volume of historical data, the predictive
model learns complex patterns and relationships within the
data and helps to make accurate predictions regarding potential
health anomalies based on the current data inputs.

Once the data has been securely collected, our proposed
scheme facilitates the detection of anomalous patterns in the
collected data. This is achieved through the utilization of deep
learning algorithms, such as deep autoencoders and recurrent
neural networks (RNNs). Deep autoencoders are trained to
accurately reconstruct the input data, learning to encode the
normal patterns in a compressed latent space representation.
Anomalies, which deviate from these learned patterns, lead to
higher reconstruction errors [25]]. Similarly, by training an RNN
on normal data sequences, it can capture the temporal dynamics

and identify deviations from the learned patterns as anomalies
[26]].

Furthermore, variations in data quality, missing values, and
imbalances are critical considerations that need to be taken
into account. In addition to enabling secure, real-time, and
diverse data collection from wearable devices, the proposed
scheme incorporates data preprocessing techniques such as
data cleaning, normalization, and imputation to address missing
values. These challenges can arise due to differences in device
accuracy, signal noise, data transmission issues, and variations
in patient conditions. Moreover, techniques such as oversam-
pling or undersampling can be used to address class imbalances,
which ensures a balanced representation of different health
conditions in the collected data [27]. Oversampling increases
the number of instances in the minority class, either by du-
plicating instances or generating synthetic data points. This
improves the predictive model’s ability to classify instances
from the minority class accurately. Conversely, undersampling
reduces the number of instances in the majority class, creating
a more balanced representation of different health conditions.
By reducing the dominance of the majority class, the predictive
model becomes less biased and can capture the patterns of the
minority class more effectively.

V. SIMULATION RESULTS AND DISCUSSION

In this section, a detailed comparison of the proposed mutual
authentication with the existing approaches is made in terms
of numerous performance metrics such as computational and
communication overheads, end-to-end delay, average packet
loss ratio, and residual energy etc. These algorithms were
implemented using an open source platform, i.e., OMNET++.
The power consumption models of transceivers along with on-
board battery were similar for C; and ;. Likewise, similar
topological structures such as random-top, graph-enabled topol-
ogy, random-center and tree-based topologies are used, where
maximum possibility of the adversary Ay are ensured. We have
assumed that an active wearable C; communicates directly with
an S; only if it is deployed in the coverage region of the Xbee
module. Various parameters that are utilized in the proposed
simulation setup are given in Table [I|

A. Computational Overhead

In Table [, a comparison of computational overhead for
our proposed device-to-server authentication and field-proven
approaches is presented, which clearly shows that our approach
has the lowest computational cost as compared to the existing
approaches. The parameters 7, and Txop are used to depict
the processing time of a hash function and XOR operation
respectively, whereas, 1.5, is used to represent random nonce.
The computational cost of T, is almost negligible, however,
it is is quite high in case of T}. The analytical results presented
in Table [lI] show that the proposed authentication approach is
an ideal solution for the IoMT networks.

B. Communication Overhead

To evaluate and compare the communication overhead of
our proposed device-to-server authentication and existing ap-
proaches, we have considered only those messages from offline
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TABLE I: Simulation Setup

Parameters values
Deployed Region of IoMT 700m x 700m
Devices C; 50, 100, 200, 300, 500, 1000
Servers S; five
Capacity of on-board Battery (Es) 52000 mAh
Residual Energy (E;) Es-Ecurr
Power Consumption of the Transmitter (Pr,,) 91.4 mW
Channel Delay (Chgeiay) 12 milliseconds
Power Consumed by Receiving Module (Pg, ) 59.1 mW
Power Consumption (Idle Mode) 1.27 mW
Power Consumption (Sleep Mode) 154 uW
Transceiver Energy (Idle) (75) 1 mW
Coverage Range (1) 250m
Receiving Power Threshold (RT'Sy,) 1024 bits
Packet Size 127 bytes
Hop Count (H.) of S; 0
Initial H. of C; o)
Intruder devices Ay 5-10
Maximum distance between C; and S; 240m
Sampling Rate 15 seconds

TABLE II: Comparison of our device-to-server authentication and Field-proven approaches for computational overhead

Approaches Client/Wearable Device-Side Server-Side Total Messages
Messages Messages Messages & Overhead

Proposed Authentication Approach 2Ty, - 2Th + 4TRraN 4Ty + ATRraAN
Mian et al. [6] 2Th + 2TXOR - 2Th + ZTXOR 4Th + 4TXOR
Abdelshafy et al. [15] 5Th, +5Tx0oR 2Th + 1Tx0oR 2Th +6Tx0oR 6ty + 11Tx0oR
Gupta et al. [24] Ty, +4TxoR ATw +4Tx0oR 5Ty +3Tx0oR 16T, + 11Tx0oR
Makhalouf et al. []6] - 2Th + 6TXOR 7Th + 7TXOR gTh + 13TXOR
Hasan et al. [23] 2Ty, +6Tx0oR 2Ty +5Txor 31, +3Tx0R TTh + 14Tx0oR

Liu et al. [17] - 2Th + 2TXOR 1Th + 2TXOR 3Th + 4TXOR

registration (if required) and communication phases, which are
mandatory for the establishment of a secured communication
session between C; and S;. The computational cost analysis
presented in Table shows the exceptional performance of
our proposed mutual authentication approach against its rival
approaches. Our approach has the lowest possible communica-
tion overhead as compared to the field-proven approaches.

TABLE III: Comparison of our device-to-server authentication
and Field-proven approaches for communication overhead

Approaches Number of Bits
Messages

Proposed Scheme 4 4,096
Gupta et al. [24] 5 3,038
Makhalouf et al. [16] 5 6,144
Abdelshafy et al. [15] 5 24,546
Liu et al. [17] 60 30,620
Hasan et al. [23] 6 32,000

C. Security and Privacy Analysis

In this section, a comprehensive comparison of our device-
to-server authentication is made against the field-proven ap-
proaches. Various IoMT scenarios, where C; and S; have used
a similar authentication scheme, were tested against possible
intruder attacks, and we concluded that our proposed approach
is not susceptible to these attacks as shown in Table The
proposed model is tested by launching various types of intruder
attacks against C; and S, respectively. Furthermore, multiple

intruder attacks were launch simultaneously and the proposed
approach has shown convincing results.

D. End-to-End Delay

The proposed authentication approach has the ability to
guarantee the minimal possible value for end-to-end delay
while transmitting a packet from source to intended destination,
ie., from C; to S; and vice versa. Fig. @ shows that the
proposed approach has the least possible effects on the wireless
communication between source and destination devices in
the ToMT networks. While performing simulation, we have
observed that end-to-end delay metric is highly effected if
security measure is susceptible to numerous possible intruder
attacks i.e., man-in-the-middle and black-hole attacks.

E. Average Packet Delivery Ratio

The packet delivery ratio is the ratio of generated and
successfully delivered packets in the IoMT networks. An au-
thentication scheme is considered reliable if it does not affect
various network performance metrics such as packet delivery
ratio, throughput, etc. Fig. [/| shows that the proposed mutual
authentication scheme have the least possible effects on the
average packet delivery ratio of the IoMT network. Further-
more, these results were computed in the [oMT networks where
various possible intruder attacks were launch simultaneously.

F. Average Throughput

The average throughput is an important feature to consider
while evaluating the performance of a routing or communi-
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TABLE IV: Comparative analysis of various Security and Privacy-preserving approaches

Security Attacks 6 23 [tef 150 151 [8] Proposed Scheme
Client Device Impersonation Attack v v v v X v v
Eavesdropping Attack v X v v X v v
Server Module or Edge Impersonate Attack X v X X v v v
Perfect Backward & Forward Attack v X v v v v v
Member-device Impersonate Attack v v v X X v v
Man-in-the-Middle Attack (MITM) v X X v X X v
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Fig. 8: Average Throughput

Fig. 6: End-to-End Delay

cation approach, especially when the devices are distributed
randomly. In addition, the average throughput of the system is
proportional to the average retransmission ratio of the packets.
Subsequently, this implies that the highest average throughput
equatees to minimal loss during packet transmission over the
internet. As a result, regardless of the IoMT deployment, the
proposed privacy-preserving, secured mutual authentication and
communication system is designed to obtain and achieve an
average maximum throughput. The simulation results shown
in Fig. [§] demonstrate that the suggested system outperforms
I Proposed-Algo the field-proven approaches in term of average throughput
assessment measure. These approaches were also computed for
the ToMTs, where a large number of malicious devices had
been inserted and were attempting to interfere. In addition, the
proposed approach is not susceptible to the scalability issue.

G. Ratio of the Generated to the Verified Messages

Usually in the IoMT networks, it is highly likely that both the
server module S; and wearable module C; may be surrounded
by adversary devices, which continuously try to intercept or
80 100 120 140 160 180 200 220 240 260 280 300 320 interrupt an ongoing communication session between the two

Devices in the loMT Networks legitimate devices. Therefore, authentication schemes need to
be smart enough not only to ensure that these devices are not
permitted to start a communication session either with C; or .S,
but at the same time report the existence of these adversaries
to C; and S;, respectively. In the proposed authentication ap-
proach, we have carried out numerous simulations by deploying

Average Packet Delivery Ratio (%)

Fig. 7: Average Packet Delivery Ratio
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adversaries at different positions in the closed proximity of
C; and S;. We have observed that the proposed approach is
not vulnerable to any attack launched by these adversaries.
However, these adversaries somehow affect the overall ratio
of the number of request generated to the ratio of verified
messages, which is depicted for both C; and S; in Fig. [0
We have observed that if the ratio of the adversary devices
within the proximity of these legitimate devices increased then
a slight decrease may occur in the verified messages, which
is an indication that these adversaries may not be able to be
permitted, but these may still affect the performance of the
underlying system.

VI. CONCLUSION AND FUTURE WORK

In this paper, we proposed and designed a lightweight
hybrid mutual authentication approach that allows real-time
data collection, Big Data analytics, and predictive modeling
to enhance patients’ health outcomes. Our approach enables
the secured communication between wearable devices and their
concerned servers while also allowing for big data analytics and
decision-making along with continuous learning and adapting
to new data, thereby ensuring responsive, effective, and reliable
healthcare facilitation. The legitimate devices are successfully
authorized while malevolent entities are blacklisted prior to
the initiation of data communication. We have demonstrated
through extensive simulations that our proposed approach
outperforms the existing field-proven approaches in terms of
various performance metrics such as end-to-end delay, com-
putational and communication overheads, average throughput,
and packet delivery ratio. Future work will focus on enhancing
the authentication process by designing more efficient secu-
rity algorithms and implementing multi-factor authentication
techniques. Additionally, we aim to explore the integration
of advanced Al techniques, such as deep learning and Large
Language Models (LLMs), to enhance the predictive accuracy
and efficiency of health anomaly detection within the IToMT.
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