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Abstract
This work outlines a study comparing graphical and tex-
tual passwords. A study was conducted with 13 children
between the ages of six and twelve years old. These par-
ticipants created their own textual and graphical passwords
for fictional Web sites and after two weeks, participants re-
turned and attempted to recall the usernames and pass-
words that they created. Our preliminary results showed
that graphical passwords had a lower success rate and par-
ticipants were less likely to access their accounts when us-
ing graphical passwords. Whether using graphical or textual
passwords, children succeeded with generalities, but strug-
gled with specifics.

Author Keywords
Security; Passwords; Children

ACM Classification Keywords
D.4.6 [Security and Protection]: Authentication

Introduction
In their article Designing Textual Password Systems for
Children, Read & Cassidy wrote “studies on how children
create and use passwords are rare” [8]. These authors
suggest requiring text passwords that do not require 8 let-
ters and do not require a mixture of numbers, letters, and
symbols, but they do not discuss any alternatives methods.
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Despite this, they write that “textual passwords can be es-
pecially problematic for children” (p. 200). Therefore, it is
worthwhile to examine some other systems of authentica-
tion and their accessibility, memorability, and favorability
among children. Alternative passwords may be better for
children, providing safer, easier, and more secure access to
their private information.

Graphical passwords are a popular alternative among adults
and have been the subject of many studies. One of the
most discussed system is PassPoints - where users select
several distinct points on an image and then recall these
positions accurately in order to access their account. This
system has been studied extensively and many authors
have written about it. For example, Wiedenbeck et al. [11]
examine tolerance and image choice and Dirik & Birget
[4] model and predict user choice. These studies are built
around the potential viability of graphical passwords among
adults.

Some research has been done on children and passwords
already. Despite a long history of research about children’s
struggles with passwords, and many viable alternatives,
there are very few studies that compare alternative pass-
word systems to more conventional textual systems. This
paper discusses one preliminary study into the use of one
type of graphical password system with children.

Background

Figure 1: A participant is smiling
while entering a graphical
password on a picture of a motor
bike.

Research about children and computers has been mostly
separated from research relating to passwords and login
systems. These subjects have some overlap, but in general
research about children is focused on design and usability
[12]. Some research examines the effects of computer use
on children’s development [1]. If children are going to use
computers, they need to be able to use them securely. This

means secure access through children-friendly login and
password systems. Very little research looks seriously at
the question of security and what security is appropriate
and effective for children.

From the research that has been done, it is clear that re-
searchers do not feel that children can use textual pass-
words effectively. Read & Cassidy [8] explain that children
do not know how to create secure textual passwords and
designers need to make many accommodations for chil-
dren to use textual passwords. These accommodations
may well compromise the security of the system. They end
their article discussing that “future work will be looking at
[...] the use of non-textual passwords for children”. Unfor-
tunately they do not study or suggest any alternative pass-
word methods, and no one has yet identified any leading
alternative methods for children’s passwords.

There has been some research published on alternative lo-
gin methods for children. Mendori et al [7] posits a symbol
based password as a child-friendly alternative to conven-
tional textual passwords. Icon identification seems plau-
sibly superior to textual passwords, but no comparisons
were performed for memorability. Therefore, it is unclear if
this type of password system performs better, the same, or
worse than a conventional textual password.

Stemming from literature about adult users, there is an un-
derlying assumption that textual passwords are inherently
problematic and a superior login system could be created.
Articles such as [6] outlines the ways password reuse com-
promises the security of textual password systems. In [10],
the authors explain the harsh demands of textual password
systems by showing how many user names and passwords
adults are expected to remember, and exploring how fre-
quently these passwords are forgotten. They recommend
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securing access further by requiring physical objects, bio-
metric input, and voice or handwriting analysis.

The most commonly explored alternatives are graphical
passwords. For example, [5] investigates multiple types
of graphical passwords. The research examined different
kinds of graphical passwords, including their strengths and
weaknesses. The article is reinforced by grounding the re-
sults of graphical password studies in research conducted
on textual passwords. Comparisons between graphical
and textual passwords lead to the largest gap in current
research. Chiasson et. al [2] compared users’ retention
of graphical passwords and textual passwords in adults
using a graphical password system called PassPoints. In
PassPoints, users select 5 points on an image and are re-
quired to click those 5 points to log in. The authors found
that graphical passwords were easier to remember after
the distraction task, but after “two weeks, recall of the pass-
words in the text and graphical conditions was not statisti-
cally different from each other” (p. 510).

Graphical passwords have been discussed as a viable al-
ternative since 1999 in [9]. More recently, articles such as
[3] showed the potential weakness of these passwords. The
authors used computer models to identify and accurately
predict users’ graphical passwords. Therefore the decision
to investigate graphical passwords is not based on the as-
sumption that graphical passwords are the ideal alterna-
tive. Instead, this study seeks to examine the strengths and
weakness of one of the most prevalent alternative methods
in children. This will hopefully identify the applicability of
this method for children, leading to better login systems in
the future.

Figure 2: The graphical password
screen in the second prototype.
There is a “change hint” button that
allows the user to write a textual
hint, as suggested by the design
partners from the co-design team.

What We Did
This study was performed to compare textual passwords,
specifically the PassPoints-based system modified by an
intergenerational design team and enabled graphical pass-
words for children. Researchers expected that a graphical
password system would be more enjoyable and useful.

In the final password prototype developed for testing, par-
ticipants created a text username then selected one of sev-
eral images from a menu of images. They then selected
five points on that image as their password. To access their
account, the participant chose the same image and then
selected the same five points in the same order. If they se-
lected points that are within 20 pixels to their original selec-
tions, then they would successfully access their account.

A textual password interface was also created for empirical
testing. This version of the site works exactly the same as
the picture passwords except they created an alphanumeric
password with the keyboard. Participants were prompted
to create a hint which they can change at any point during
the password confirmation process. Afterwards they were
taken back to the home page and they could log in to their
account by entering their username and their password.

When a participant completed each page (by successfully
logging in to an account), the test moved to the next page
based on the order set for that participant alternating ran-
domly between graphical and textual pages.

Methods
Participants The study was completed with 13 partic-
ipants between the ages of 6 and 12 years old (See Ta-
ble 1). The study had a within-subjects design where all
participants created textual and graphical passwords. Par-
ticipants were randomly assigned to different orders for
five different pages; some created textual passwords first
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while others created graphical passwords first. All partici-
pants had some experience with passwords and login sys-
tems, but because of their young age, most did not have
as extensive experience or as many different passwords
as many adults. All of the children were from the Baltimore
metropolitan region in the United States.

Name Age Gender

Archer 7 M
Caren 9 F
Marie 6 F
Xena 10 F
Kyle 9 M
Elizabeth 9 F
Alice 7 F
Mollys 10 F
Sally 9 F
Trent 12 M
Darren 8 M
Eric 6 M
Ian 8 M

Table 1: List of participants.

Protocol The study consisted of two lab-based session.
The first session took approximately one hour and was
completed by all 13 participants. The second sessions were
held at least 10 days later and took approximately thirty
minutes to complete. Participants used the same computer
system and tried to recall the passwords that they had pre-
viously created.

First Session - Participants answered a few questions with
the researchers and then created passwords for each of the
five pages. They received a random order of graphical and
textual passwords. All participants completed all five pass-
words. Each site was distinct and was identified by different
colors, a different title, and a different logo image. After cre-
ating five accounts, participants were given approximately
five minutes to play a game online as a distraction activity.

After completing the game, the children went back to try
their passwords. If they failed to log in, they were given up
to five attempts, but many children gave up after several
unsuccessful attempts. They were encouraged to continue,
but if they would not, they were given their password and
advanced to the next page.

Once they attempted to log in to all five accounts, they were
congratulated for their focus and hard work. They then an-
swered a few questions about the process. These ques-
tions included questions about preference such as “What
was easier to remember?” and “What did you prefer?” as

well as questions about security in general, such as “Which
of these would protect you better?”.

Second Session - Ten participants returned to the lab 11
to 16 days after they completed their first session. These
participants tried to recall the passwords that they created
previously.

Researchers observed as children moved through the pro-
cess. After logging into the first page they then logged
into the same five web site prototypes in the same order
from the first session. If they could not log into a page,
researchers provided the password for them and moved
them to the next page. Once they completed the task, re-
searchers asked them several questions about the experi-
ence. For example, they were asked if they felt their hints
were useful, and if they felt graphical or textual passwords
were more secure.

What We Found
The success rate is the number of successfully entered
passwords divided by the total number of attempts. Table 2
shows the number of times participants attempted to ac-
cess their account and the number of successfully entered
passwords. A single attempt in this table can include multi-
ple password entries, as long as the user continued to work
on accessing their account.

It is clear from this table that participants did best during
their first login. As soon as they were distracted for five min-
utes, they were much less successful at logging into their
account. The success rate of graphical passwords dropped
from approximately 87% to approximately 78%. The suc-
cess rate of textual passwords dropped from a flawless
100% to approximately 81%. This implies that users for-
got textual passwords more quickly, as the distraction task
caused a greater difference with textual passwords than
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Attempts Successfully entries Success Rate

Graphical Passwords Following account creation 33 29 87%
After distraction task 33 26 78%
After two weeks 26 11 42%
Total 92 66 71%

Textual Passwords Following account creation 32 32 100%
After distraction task 32 26 81.25%
After two weeks 24 16 66%
Total 88 74 84%

Table 2: Success Rate of Passwords

graphical passwords (19% versus 9%). This implies that
graphical passwords may be more memorable in the short
term. But they were also more difficult for participants, as
participants were able to access their accounts more con-
sistently when using textual passwords.

What It Means
Even after two weeks most children did remember the gen-
eralities of their password. Most passwords were approxi-
mated, even when children couldn’t access their accounts.
They remembered what kinds of usernames and passwords
they created, what picture they chose, and generally where
the points were located on the image. Their troubles came
from selecting specific locations, maintaining accuracy and
order, and recalling the exact spelling, capitalization, and
symbols following their passwords and usernames. This
implies that both graphical and textual passwords are po-
tentially viable, but concessions must be made to facilitate
children. An alternative system may be able to capitalize
on this knowledge to create a secure system that does not
require the same specificity.

Limitations and Conclusion
Due to the lack of research in this area of Child-Computer
Interaction, this study should be viewed as exploratory. As
mentioned earlier, the field has thought about passwords,
but the authors could not find any exploration of password
solutions. This data is an excellent starting part, but further
research could help strengthen the arguments of this paper
and reveal better solutions.

This research had a small number of participants. Having
only ten participants return for the second session was a
disappointment. More participants were scheduled, but sev-
eral canceled or forgot to show up to their second session.

It would be good to see more research on alternative graph-
ical or picture password designs. This study showed that
multi-point graphical passwords like PassPoints are prob-
lematic, but it also showed that children were able to re-
member objects and pictures with a great deal of accuracy.
It would be interesting to study this further to discover the
strengths and weakness of this capacity. It is likely that fer-
tile new technologies could take advantage of this to create
password systems that are both secure and child friendly.
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