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Abstract: This paper evaluates the intercept and outage probability of a decode-and-forward (DF)
underlay cognitive radio network. The secondary users are subject to interference limitations from
the primary network, with an eavesdropper tapping the second hop of cognitive network, when
all the links undergo Rayleigh fading. For this threshold-based system, without assuming that the
DF relays can always decode the message correctly, here we consider that only a set of relays
whose SNR satisfies a predetermined threshold can decode the message successfully. We have
obtained asymptotic analysis for both cases, when average SNRs of secondary source-relay and
relay-destination links are balanced or unbalanced. We have shown that the desired secrecy rate,
predetermined threshold, eavesdropper channel quality and interference power limitations signif-
icantly affects the secrecy performance of the cognitive radio system. We have investigated the
outage and intercept probability of relay selection scheme, when either full instantaneous channel
state information (ICSI) or statistical channel state information (SCSI) of all the links is avail-
able. We have shown that the optimal relay selection improves the performance of the multi-relay
cognitive system, when the number of relays is increased.

1. Introduction

Cognitive radio has emerged as a dynamic spectrum access technique, where an unlicensed (sec-
ondary) user is allowed to simultaneously access the licensed channels. These channels are dedi-
cated to a primary user (PU), as long as the quality of service (QoS) of PU is not affected [1–3]. In
this underlay cognitive radio [4], the transmitting power of the secondary users (SUs) is optimally
controlled, such that the interference caused due to the secondary transmission does not exceed
the maximum tolerable interference level, which is defined by the primary receiver [5]. Due to the
open and dynamic nature of the cognitive radio network (CRN) architecture, the licensed spectrum
is opportunistically accessed by the various unknown wireless devices. This makes it extremely
vulnerable to potential eavesdropping attacks [1, 5].
Physical layer security (PLS) or information theoretic security has been developed as an effective
secure wireless communications paradigm, to prevent the eavesdropper from intercepting trans-
mission messages on the wireless links [1, 2]. Thus, the security performance is improved by
exploiting the physical characteristics of wireless channels, without the need for traditional com-
plex cryptographic protocols [4, 5]. The wiretap channel model was introduced by Wyner, where
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it was shown that the perfectly secure messages with a non-zero rate can be delivered, if the eaves-
dropper channel is the degraded version of the legitimate main channel [6].
Cooperative communication plays a promising role to improve the PLS in CRN [1, 7–10]. It is
worthwhile to note that secrecy rate and secrecy outage probability are the two frequently used
measures of secrecy performance in these cooperative networks. Secrecy outage and intercept
probability of the single and multi-relay system has been investigated in [7] for the CRN. However
in [8], secure performance analysis of cognitive two-way relay system is derived over Rayleigh
fading channels, only in terms of the intercept probability. Both DF and amplify-and-forward (AF)
relays are used in multi-relay dual-hop cooperative networks as given in [11]. In [4], authors have
investigated the secrecy outage probability for underlay cognitive DF relay network. While in [10],
intercept outage probability analysis of AF relaying networks under a spectrum sharing mechanism
in presence of eavesdropping attack is discussed.
Secrecy performance of cooperative CRN has been discussed in literature for both known and un-
known CSI [12–14]. Achievable secrecy capacity for underlay CRN is investigated in [13] for both
cases of known and unknown channel information. Secrecy outage probability performance for co-
operative DF underlay CRNs, with outdated channel state information (CSI) has been discussed
in [12]. Asymptotic analysis of cooperative diversity systems, both with perfect and imperfect CSI
in a spectrum-sharing scenario has been investigated in [14].
The outage performance of the underlay CRN, where secondary network is subjected to interfer-
ence constrains from the primary network is investigated in [15–17]. However, the effect of the
interference from the primary network to the secondary network can be ignored [15–17], if the
primary transmitter is located far away from the secondary users. Also, the interference can be ig-
nored when it is represented by the noise term, under an assumption that the primary transmitter’s
signal is generated by random Gaussian code-book [15–17]. Authors in [3, 14] have ignored the
detailed protocol between the primary source and the primary destination, and have translated the
interference from the primary source into the noise term of the secondary system. In [18, 19] au-
thors have shown that the system performance decreases, with increase of primary user’s transmit
power and larger pathloss exponent. The outage performance of the secondary system deteriorates,
when the primary transmitter is located closer to the secondary receiver.
Optimal and sub-optimal relay selection schemes have been extensively discussed in [20] for the
cooperative relay networks, and it is shown that the performance of the optimal selection scheme
is the best as compared to sub-optimal and traditional relay selection schemes. In [9], authors
have presented the relay selection scheme for the CRN that is subjected to the interference power
constraints. Similarly, the relay selection scheme, where a trusted DF relay is selected to assist the
source transmission and improve the secrecy rate, subject to QoS constraints of PU is presented
in [1]. The performance of this system is analyzed in terms of the intercept probability and the
achievable secrecy rate. In [21, 22] authors have explored relay selection schemes for security en-
hancement in CRN for AF and DF protocols, without taking into account the direct transmissions
from source to eavesdropper.
In the existing literature, typically it is assumed that a relay can correctly decode the message due
to high SNR scenario [23]. However, this is not always a practical assumption as fading might
degrade the signal strength, such that the relay is not able to correctly decode the message [24].
Correct decoding over a particular threshold SNR is thus a better assumption and is considered
in this paper. Opportunistic relay selection scheme can be used to exploit the channel fluctuation
among relays for DF relay networks to enhance the secure transmission [23–25]. Motivated by this,
we have considered threshold-based decoding, where the relays can correctly decode the message,
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only if their SNR satisfies the predetermined threshold. Our work is significantly different from the
others discussed in literature [1, 20–24], as both intercept and outage probability are investigated
for threshold-based cooperative CRN, subject to interference constraints from the primary user.
The secrecy performance is analyzed for both with and without the direct link between secondary
source and eavesdropper.

The key contributions of our work are summarized as follows:

• We have investigated the intercept and outage performance of threshold-based underlay cog-
nitive radio system, under interference constraints from the primary network. We have not
assumed perfect decoding at secondary relays and have shown that the link quality of both
secondary source-relay and relay-destination affects the secrecy performance of this cognitive
system.

• Without assuming that the direct links are in deep shadow fading or the nodes may be far
apart, the expression for intercept and outage probability of threshold-based CRN is derived,
both with and without the direct link between secondary source-eavesdropper.

• We have shown that the improvement in desired secrecy rate, predetermined threshold, eaves-
dropper channel quality and interference constraints affect the secrecy performance of the
cognitive radio system. The outage probability of cognitive transmissions decreases accord-
ingly with an increase in the maximum tolerable interference level at primary destination.

• We have obtained asymptotic analysis for both the cases, when average SNRs of secondary
source-relay and relay-destination links are balanced or unbalanced.

• We have also evaluated the outage and intercept probability for secondary relay selection
scheme, when either full ICSI or SCSI of all the links is available. We have shown that the
optimal relay selection improves the performance of the multi-relay cognitive system, when
the number of relays is increased.
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Fig. 1. Dual-hop DF cooperative cognitive threshold-based multi-relay system

The remainder of the paper is organized as follows. Section 2 presents the cognitive radio
system model. In Section 3, secrecy outage and intercept probability expressions are evaluated for
threshold-based cognitive radio system, subject to interference limitations from primary user, both
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with and without secondary direct transmission. The outage and intercept probability of optimal
relay selection scheme is investigated in Section 4. In Section 5, asymptotic analysis for balanced
and unbalanced case is examined. Simulation and numerical results are discussed in Section 6 and
finally, Section 7 gives the concluding remarks.

Notation: E (x) defines exponential distribution with parameter x, P[·] is the probability of an
event, EX [·] is the expectation of its argument over random variableX . max{·} and min{·} denote
the maximum and minimum of its arguments respectively and (x)+ , max(0, x). Generally FX(·),
in capital letter, denotes the cumulative distribution function (CDF) of a RV X . fX(·) , in small
letter, denotes the corresponding probability density function (PDF).

2. System Model

The system model consists of a secondary source SS, a secondary destination SD, a secondary
eavesdropper SE, a primary source PS , a primary destination PD and N number of DF sec-
ondary relays SRi , i ∈ [1, 2.., N ] as depicted in the Fig.1. The underlay spectrum sharing is
considered throughout this paper where, a secondary unlicensed user and a primary user are al-
lowed to transmit simultaneously over the same spectrum band, as long as the interference caused
by the SUs is tolerable at PD, such that the quality of service (QoS) of PS−PD transmission is not
degraded [3]. We have assumed a maximum tolerable interference power level Im at PD without
affecting its QoS. This constrains the transmit power of secondary users, such that the interference
received at PD from SUs is less than Im [4,21,26]. We have assumed that the primary transmitter
is located far away from the secondary users and also the transmit power of primary source is very
small [15–17]. Thus, we have ignored the effect of interference from the primary network to the
secondary network, in order to obtain the closed-form results for intercept and outage probability
of this threshold-based cognitive relay system.
Due to the broadcast nature of wireless medium, we also consider a direct link from secondary
source to secondary eavesdropper SS − SE and assume that SE is located closer as compared
to SD [8, 9]. The communication between SS and SD takes place with the aid of only a single
cooperative DF secondary relay [1,21]. We have evaluated the expression for intercept and outage
probability of this threshold-based dual-hop cooperative CRN, subject to interference constraints
from PD. The secrecy performance analysis is done for both with and without the direct link
between secondary source and eavesdropper. We have modeled the links between various nodes as
mutually independent Rayleigh flat fading channels, which work in half-duplex mode and are not
identical. In addition, we consider that the ICSI of all the links is available [20, 21].
The SNR Γab between any two random nodes a and b, is given as [20]

Γab =
Pa|hab|2

N0b

, (1)

where the transmitted power at node a is given as Pa , the noise variance of the additive white
Gaussian noise (AWGN) at y is given as N0b . Γab is exponentially distributed, as hab is Rayleigh
distributed, and the mean value is 1/βab [27] , denoted as Γab ∼ E (βab), where βab is the parameter
of exponentially distribution. For the random variable A, which is exponentially distributed with
parameter βab, the CDF is given as

FA(z) = 1− e−zβab , (2)
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and the corresponding PDF is obtained by differentiating (2) with respect to z as

fA(z) = βabe
−zβab . (3)

For the random variable A, where A is the sum of two random variables X and Y , which are
exponentially distributed with parameters βab and βa′b′ , the CDF is given as

FA(z) = P[X + Y ≤ z]

= P[X ≤ z − Y ]

= 1− βa′b′e
−zβab

βa′b′ − βab
− βabe

−zβa′b′

βab − βa′b′
, (4)

and the corresponding PDF is obtained by differentiating (4) with respect to z as

fA(z) =
βa′b′βabe

−zβab

βa′b′ − βab
+
βabβa′b′e

−zβa′b′

βab − βa′b′
. (5)

The SS − SRi channels hsri , SRi − SD channels hrid, SRi − SE channels hrie , SS − SE
channels hse , SS − PD channels hsp and SRi − PD channels hrip , ∀i ∈ [1, 2.., N ], are slowly
varying Rayleigh flat fading channels [28]. The transmit powers used at secondary source SS and
secondary relay SRi are denoted as Ps and Pri respectively. As the secondary user transmits to
SD over the same spectrum band as the PS, there is a maximum tolerable interference power
level Im at PD. This constrains the transmit power of secondary users, such that the interference
received at PD from secondary users is less than Im. In addition, we also consider the maximum
transmit power constraint, such that the power of the secondary users is less than P̄ , where P̄ is the
maximum transmit power of secondary users [3,15,17,29]. Using both interference and maximum
transmit power constraints, the power of the secondary users is limited as

Ps ≤ min

(
Im
|hsp|2

, P̄

)
(6)

Pri ≤ min

(
Im
|hrip|2

, P̄

)
(7)

For extremely large values of P̄ , the transmit powers Ps and Pri of secondary source and relay
respectively are modeled as

Ps =
Im
|hsp|2

(8)

Pri =
Im
|hrip|2

(9)

It is shown in [15] that for high values of P̄ , due to the maximum transmit power constraint, the
transmitting power of the secondary users is modeled as (8) and (9) with high probability. Contrary
to [15], the interference temperature constraint is also taken into consideration in [16]. They have
investigated that when P̄ tends to infinity, the transmit power of secondary source and relay is
modeled as (8) and (9) with probability equal to one. The interference temperature constraint
becomes the dominant factor to determine the maximum allowed transmit power at secondary
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source and relay and outage saturation would appear [16]. The excessive use of power at secondary
source and relay will be limited by a fixed Im. The distributed transmit power allocation for the
multi-hop CRN is discussed in [30]. This power control modeling for characterizing the underlay
CRN given by (8) and (9), is widely used in literature [3–5,15,21,29]. We have considered the use
of (8) and (9) throughout this paper, to model the transmit power of secondary users for the sake
of simplicity and in order to obtain the closed-form results [4, 21].
Without loss of generality, let Nsri , Nrid, Nrie, Nse, Nsp and Nrip denote the variances of additive
white Gaussian noise of SS − SRi, SRi − SD, SRi − SE, SS − SE, SS − PD and SRi − PD
links respectively. The SNRs Γsri , Γrid , Γrie, Γse, Γsp and Γrip are exponentially distributed

given as Γsri =
Ps|hsri |

2

Nsri
, Γrid =

Pri |hrid|
2

Nrid
, Γrie =

Pri |hrie|
2

Nrie
, Γse = Ps|hse|2

Nse
, Γsp = Ps|hsp|2

Nsp
and

Γrip =
Pri |hrip|

2

Nrip
, with link quality taken as γsri =

|hsri |
2

Nsri
, γrid =

|hrid|
2

Nrid
, γrie =

|hrie|
2

Nrie
, γse = |hse|2

Nse
,

γsp = |hsp|2 and γrip = |hrip|2, whose mean values are 1/βsri , 1/βrid, 1/αrie, 1/αse, 1/θsp and
1/θrip respectively, where βsri , βrid, αrie, αse, θsp and θrip are the parameters of the exponential
distribution. When the secrecy capacity of the cognitive relay system is less than the desired
secrecy rate , given as Rs where, Rs > 0 and ρ = 22Rs , an outage event is occurred [11,20]. Here,
we have used ρ for directly mapping desired secrecy rate Rs. We use both the terms as desired
secrecy rate throughout the paper interchangeably. The secrecy outage probability Po is defined as
the probability of successful occurrence of this outage event. An intercept event occurs when the
secrecy capacity is negative (i.e. strictly less than zero), and the intercept probability Pint is defined
as the probability of successful occurrence of this event. It can be observed that Pint is nothing but
a special case of the secrecy outage probability Po with desired secrecy rate Rs = 0 [5]. Both Po
and Pint are the key metrics in evaluating the performance of PLS [28].
We have investigated two scenarios in our study, subject to the primary user’s QoS constraint i.e.
the maximum allowable interference level Im at PD during cognitive radio transmissions. The first
scenario is when the direct link between SS − SE exists. The second scenario is when no direct
link between SS − SE is considered, assuming that the direct link between SS − SE is in deep
shadow fading or the secondary eavesdropper is far apart from the secondary source [1, 21–23].
Assuming that the optimal Gaussian code-book is used at the source, the secrecy capacity of the
system in the first scenario is given as [6, 11, 20, 28]

Ce
s ,

1

2

[
log2

(
1 + Γ e

M

1 + Γ e
E

)]+
(10)

where Ce
s is the secrecy capacity when the predetermined threshold is satisfied by the secondary

relay, such that Γ e
M = Γrid is the SNR of the secondary main link at SD and Γ e

E = Γrie + Γse
is the combined SNR of the secondary eavesdropper link at SE. The capacity of the main link at
secondary destination SD given in (10), is determined by the SNR of the second hop Γrid, but is
not influenced by the SNR of the first hop Γsri , as we have considered very high threshold regime
for the first hop of main link. Without assuming perfect decoding at the secondary relays, here
we consider that among all the secondary relays, only those relays can successfully decode the
message, whose SNR satisfies the predetermined threshold, taken as γth for SS−SRi link [22,23,
25]. The threshold γth , is assumed to be very high for the first hop of main link. The message can
be correctly decoded by relays only if the SNR of SS−SRi link, Γsri is greater than γth else, only
direct transmission between SS − SE takes place in the secondary network. The term 1/2 here
denotes that we require two time slots in order to complete this dual-hop secondary transmission
process. In the first time slot, the SS broadcasts the message to the secondary relay, who correctly
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decodes the message if the predetermined threshold is satisfied. In the second time slot, one relay
node which is selected among the relays that successfully decoded the source message, re-encodes
and forwards the message to SD. From (10), when the secondary relay node does not satisfy the
predetermined threshold due to shadow fading [31], only direct communication link SS − SE
exists and the achievable secrecy rate is given as Ce′

s where Γ e′
E = Γse is the SNR of the secondary

eavesdropper link at SE.
In the second scenario, when the predetermined threshold is satisfied by the secondary relay, the
secrecy capacity from (10) is given as Cne

s where, Cne
s is the secrecy capacity when secondary

eavesdropper direct link SS−SE does not exists, such that Γ ne
M = Γrid is the SNR of the secondary

main link at SD and Γ ne
E = Γrie is the SNR of the secondary eavesdropper link at SE. When the

predetermined threshold is not satisfied by the secondary relay due to shadow fading [31], it is not
selected for secondary cooperative communication.

3. Outage and Intercept Probability of Single Relay Cognitive System

This section deals with the evaluation of the expression for secrecy outage probability and inter-
cept probability of a threshold-based dual-hop DF underlay cognitive relay network, in the two
scenarios discussed in our study. We have divided each scenario into two cases. In the first case,
the SNR at the relay node meets the predetermined threshold, and thus the relay is selected and
decodes the message correctly. In the second case, the SNR at the relay node does not satisfy the
predetermined threshold, and thus the relay is not selected to forward source data [23, 25].
Using (1)-(10), we have evaluated the secrecy outage probability for single ith relay in the first
scenario where, the direct link between SS − SE exists. The expectation is taken over random
variable γsp, γrip for obtaining closed-form solution. The outage probability is given as

P i
o(Rs) = Eγrip

[
Eγsp

[
P [Ce

s < Rs|Γsri ≥ γth, γsp, γrip]P[Γsri ≥ γth|γsp, γrip]

+ P
[
Ce′

s < Rs|Γsri < γth, γsp, γrip

]
P
[
Γsri < γth|γsp, γrip

]]]

= Eγrip

[
Eγsp

[
P
[

1

2

[
log2

(
1 + Γrid

1 + Γrie + Γse

)]
< Rs

∣∣∣Γsri ≥ γth, γsp, γrip

]
P
[
Γsri ≥ γth|γsp, γrip

]
+ P

[
1

2

[
log2

(
1

1 + Γse

)]
< Rs

∣∣∣Γsri < γth, γsp, γrip

]
P
[
Γsri < γth|γsp, γrip

]]]

= Eγrip

[
Eγsp

[
P

[
1 +

Imγrid
γrip

1 +
Imγrie
γrip

+ Imγse
γsp

< ρ
∣∣∣Γsri ≥ γth, γsp, γrip

][
1− P

[
Imγsri
γsp

< γth

∣∣∣γsp, γrip]
]

+ P

[
1

1 + Imγse
γsp

< ρ
∣∣∣Γsri < γth, γsp, γrip

]
P
[
Imγsri
γsp

< γth

∣∣∣γsp, γrip]
]]

= Eγrip

[
Eγsp

[(
1− αrieγripαseγspe

−
(ρ−1)βrid

γrip

Im

αseγsp − αrieγrip
×
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(
1

ρβridγrip + αrieγrip
− 1

ρβridγrip + αseγsp

))
e−

γthβsriγsp

Im

+

(
1− e−

γthβsriγsp

Im

)]]

=

∫ +∞

0

∫ +∞

0

[(
1− xαrieαsee

−( ρ−1
Im

)βridy

(αsex− αriey) (ρβrid + αrie)

+
xyαrieαsee

−( ρ−1
Im

)βridy

(αsex− αriey) (ρβridy + αsex)

)
e−

γthβsrix

Im

+

(
1− e−

γthβsrix

Im

)]
θspe

−θspxθripe
−θripydxdy (11)

where ρ = 22Rs . The secrecy outage probability expression for single ith relay from (11) is ob-
tained as

P i
o(Rs) =

[(
θsp

θsp +
γthβsri
Im

)
+

(
αseθspθrip

(ρβrid + αrie)

)

×

(
1

a21

(
loge

(
a1
b1
− 1

)
−
(

a1
a1 − b1

)))

+

(
α2
rie
θspθrip

αse (ρβrid + αrie)

)
×
(

1

a22

(
loge

(
a2
b2
− 1

)
−
(

a2
a2 − b2

)))
+

(
ρβridαrieθspθrip
αse (αrie + ρβrid)

)
×
(

1

a23

(
loge

(
a3
b3

+ 1

)
−
(

a3
a3 + b3

)))]

+

(
γthβsri
Im

θsp +
γthβsri
Im

)
(12)

where

a1 =

(
θsp +

γthβsri
Im

)
+

(
θrip +

(
ρ−1
Im

)
βrid

)
αse

αrie
(13)

b1 =

(
θrip +

(
ρ−1
Im

)
βrid

)
αse

αrie
(14)

a2 =

(
θrip +

(
ρ− 1

Im

)
βrid

)
+

(
θsp +

γthβsri
Im

)
αrie

αse
(15)
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b2 =

(
θsp +

γthβsri
Im

)
αrie

αse
(16)

a3 =

(
θrip +

(
ρ− 1

Im

)
βrid

)
−
ρ
(
θsp +

γthβsri
Im

)
βrid

αse
(17)

b3 =
ρ
(
θsp +

γthβsri
Im

)
βrid

αse
(18)

The intercept probability expression for single ith relay with direct SS − SE link is obtained
from (12) by substituting ρ = 1.
Using (1)-(10), we now evaluate outage probability for single ith relay in the second scenario
where, no direct link between SS − SE exists. For this scenario also, we have presented the
probabilistic analysis of both cases, where either the relay is selected, or the relay is not selected
for communicating source data. The second case is significantly taken into account, when due to
low SNR of the first hop of main link, the relay is not selected. When Γsri < γth, secrecy outage
probability becomes unity [24], irrespective of direct link SS − SE exists or not. The expectation
is taken over random variable γsp, γrip for obtaining closed-form solution. The outage probability
is given as

P i
o(Rs) = Eγrip

[
Eγsp

[
P [Cne

s < Rs|Γsri ≥ γth, γsp, γrip]P[Γsri ≥ γth|γsp, γrip]

+ P[Γsri < γth|γsp, γrip]

]]

= Eγrip

[
Eγsp

[
P
[

1

2

[
log2

(
1 + Γrid
1 + Γrie

)]
< Rs

∣∣∣Γsri ≥ γth, γsp, γrip

]
P
[
Γsri ≥ γth|γsp, γrip

]
+ P

[
Γsri < γth|γsp, γrip

]]]

= Eγrip

[
Eγsp

[
P

[
1 +

Imγrid
γrip

1 +
Imγrie
γrip

< ρ
∣∣∣Γsri ≥ γth, γsp, γrip

][
1− P

[
Imγsri
γsp

< γth

∣∣∣γsp, γrip]
]

+

[
P
[
Imγsri
γsp

< γth

∣∣∣γsp, γrip]
]]]

= Eγrip

[
Eγsp

[(
1− αriee

−( ρ−1
Im

)βridγrip

ρβrid + αrie

)
e−

γthβsriγsp

Im

+

(
1− e−

γthβsriγsp

Im

)]]

=

∫ +∞

0

∫ +∞

0

[(
1− αriee

−( ρ−1
Im

)βridy

ρβrid + αrie

)
e−

γthβsrix

Im
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+

(
1− e−

γthβsrix

Im

)]
θspe

−θspxθripe
−θripydxdy

(19)

where ρ = 22Rs . The secrecy outage probability expression for single ith relay from (19) is ob-
tained as

P i
o(Rs) =

1− αrieθripθsp(
ρβrid + αrie

)(
θrip +

(
ρ−1
Im

)
βrid

)(
θsp +

γthβsri
Im

)
 (20)

The intercept probability for single ith relay without direct SS − SE link is obtained from (19)
by substituting ρ = 1 and by taking second term in (19) as zero. For Γsri < γth, the relay node
does not transmit and there is no link between SS−SE, thus there is no signal present that can be
intercepted. The intercept probability expression is given as

P i
int =

βridθsp(
θsp +

γthβsri
Im

)(
βrid + αrie

) (21)

In contrast to the prior literature, where the direct link between the secondary source and sec-
ondary eavesdropper is not considered [1, 21–23], we have derived the expression for secrecy out-
age probability and intercept probability of a threshold-based dual-hop DF cooperative cognitive
relay network, both with and without the direct link between SS − SE as discussed in our study.

4. Outage and Intercept Probability of Multi-Relay Cognitive System

This section evaluates the outage and intercept probability of optimal relay selection scheme for
threshold-based dual-hop cognitive relay network. The outage and intercept probability in this
section is obtained under the scenario, when there is no direct link between SS − SE and without
assuming perfect decoding at relays [11,23,32]. Relay selection has been investigated when either
full ICSI of the system, including that of eavesdropper is available or when the eavesdropper’s
ICSI is unknown, but the SCSI of the system, including that of eavesdropper is available.

4.1. Optimal Selection: ICSI of All the Links is Known

In the optimal relay selection scheme (OS) for cognitive relay network [11,20,23,32], the relay that
maximizes the secrecy capacity of system is selected to forward the source data, but at the same
time also keeps received interference power at the PD below a maximum allowable interference
level Im [1]. In this case, ICSI of all the primary and secondary links is available. The relay is taken
to be selected if predetermined threshold is satisfied, and P is taken as the number of relays which
are selected. When the predetermined threshold is not satisfied, the relay is not selected and Q is
taken as the number of relays which are not selected. As the random variable hsp is present in every
CDF, the CDFs are not treated independently and the averaging is done over complete selected and
not selected set of relays. The probability that the maximum of some independent random variable
is less than some quantity, is the probability that all the independent random variables are less
than that quantity. The final summation is done over the set S, where S is the set of all possible
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combinations of relay i ∈ [1, 2.., N ]. The expectation is taken over random variable γsp, γrip for
obtaining closed-form solution. Considering the fact that an outage event occurs when the secrecy
capacity becomes less than the desired secrecy rate Rs, we can evaluate the outage probability of
this optimal relay selection scheme as

POS
o (Rs) =

∑
S

[
Eγrip

[
Eγsp

[( ∏
∀i∈[1,P ]
selected

P[Γsri ≥ γth|γsp, γrip]

)( ∏
∀j∈[1,Q]

not selected

P[Γsrj < γth|γsp, γrip]

)
×

P
[

max
∀i∈[1,P ]
selected

{Cne
s } < Rs|Γsri ≥ γth, γsp, γrip

]]]]

=
∑
S

[
Eγrip

[
Eγsp

[(
P∏
i=1

(
e−

γthβsriγsp

Im

))( Q∏
j=1

(
1− e−

γthβsrj γsp

Im

))
×

P∏
i=1

P [Cne
s < Rs|Γsri ≥ γth, γsp, γrip]

]]]

=
∑
S

∫ +∞

0

∫ +∞

0

[(
P∏
i=1

(
e−

γthβsrix

Im

))( Q∏
j=1

(
1− e−

γthβsrj x

Im

))
×

P∏
i=1

P [Cne
s < Rs|Γsri ≥ γth, γsp, γrip]

]
θspe

−θspxθripe
−θripydxdy

=
∑
S

∫ +∞

0

∫ +∞

0

[(
e−

∑P
i=1

γthβsrix

Im

)(
Q∏
j=1

(
1− e−βjx

))
×

P∏
i=1

(
1− αriee

−( ρ−1
Im

)βridy

ρβrid + αrie

)]
θspe

−θspxθripe
−θripydxdy (22)

where ρ = 22Rs and βj =
γthβsrj
Im

. The middle term
∏Q

j=1

(
1− e−βjx

)
in (22), is further expanded

as

Q∏
j=1

(
1− e−βjx

)
= 1−

Q∑
k1=1

e−xβk1 +

Q−1∑
k1=1

Q∑
k2=k1+1

e−x(βk1+βk2)

− · · ·+ (−1)Q
Q−(Q−1)∑
k1=1

Q−(Q−2)∑
k2=k1+1

· · ·
Q∑

kQ=kQ−1+1

e−x(βk1+βk2+···+βkQ)

= 1 +

Q∑
j=1

(−1)j
∑

j
e−xβ

′
j , (23)
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where ∑
j

=

Q−(j−1)∑
k1=1

Q−(j−2)∑
k2=k1+1

· · ·
Q−1∑

kj−1=kj−2+1

Q∑
kj=kj−1+1

, (24)

and β′j =
∑j

l=1 βkl .

Using the results of (23), POS
o (Rs) for optimal relay selection scheme in closed-form is evalu-

ated as

POS
o (Rs) =

∑
S

∫ +∞

0

[(
e−

∑P
i=1

γthβsrix

Im

)
×(

1 +

Q∑
j=1

(−1)j
∑

j
e−xβ

′
j

)
×

P∏
i=1

(
1− αrieθrip

(ρβrid + αrie)
(
θrip +

(
ρ−1
Im

)
βrid

))]θspe−θspxdx
=
∑
S

∫ +∞

0

[(
e−

∑P
i=1

γthβsrix

Im

+

Q∑
j=1

(−1)j
∑

j
e
−x
(
β′j+

∑P
i=1

γthβsri
Im

))
×

P∏
i=1

(
1− αrieθrip

(ρβrid + αrie)
(
θrip +

(
ρ−1
Im

)
βrid

))]θspe−θspxdx (25)

The outage probability expression of optimal relay selection scheme for cooperative CRN is ob-
tained from (25) as

POS
o (Rs) =

∑
S

[(
θsp

θsp +
∑P

i=1

γthβsri
Im

+

Q∑
j=1

(−1)j
∑

j

θsp

θsp + β′j +
∑P

i=1

γthβsri
Im

)
×

P∏
i=1

(
1− αrieθrip

(ρβrid + αrie)
(
θrip +

(
ρ−1
Im

)
βrid

))] (26)

The intercept probability of optimal relay selection scheme for cooperative CRN is obtained from
(26) by substituting ρ = 1 and by excluding the case when none of the relay is selected. The
intercept probability expression is given as

POS
int =

∑
S 6=∅

[(
θsp

θsp +
∑P

i=1

γthβsri
Im

+

Q∑
j=1

(−1)j
∑

j

θsp

θsp + β′j +
∑P

i=1

γthβsri
Im

)
×
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P∏
i=1

(
βrid

βrid + αrie

)]
(27)

Optimal relay selection requires global monitoring of ICSI [20]. We can reduce the complexity and
power consumption of system, by locally monitoring partial ICSI among the nodes, as opposed to
globally, and thus can prolong the lifetime of the network [20].

4.2. Optimal Selection: SCSI of All the Links is Known

We have examined another relay selection scheme where, no knowledge of instantaneous channel
state information is required [20]. This relay selection method has been proposed in [20], and it
requires only the statistical information of all the links for secrecy outage probability measurement.
This relay selection method is the optimal one, only when no knowledge of ICSI is available except
statistical information. In this scheme, the relay for which the secrecy outage probability of system
becomes minimum is selected [20]. The secrecy outage probabilities, P i

o(Rs) of all the individual
single relay systems as obtained in (20) can be first measured, and then we can find the optimal
relay i∗ [20].
It can be expressed mathematically as

i∗ = arg min
i∈[1,··· ,N ]

(
P i
o(Rs)

)
. (28)

Since ICSI is not required, power consumption is reduced as no complex channel measurements
are necessary. Compared to the ICSI, channel statistics does not considerably change over time and
thus, this is a one-time process. Under severe resource constraint like power and computational
complexity, this selection scheme can improve the secrecy performance [20]. The performance of
optimal relay selection scheme will be better, as improvement is achieved by utilizing the knowl-
edge of ICSI of the system in OS scheme [20], while only SCSI of the system is available for this
scheme. This scheme can be useful in the networks, where there is no availability of CSI of the
eavesdropper at all the time instants and due to power limitations, the ICSI of other nodes cannot
be fed back at all instants to the decision making node.

5. Asymptotic Analysis

In this section, asymptotic analysis of threshold-based dual-hop DF cognitive relay network is
presented, under the scenario when there is no direct link between SS−SE, subject to interference
constraints from the primary user. When we asymptotically increase SS − SRi and or SRi − SD
link SNRs, as compared to secondary eavesdropper’s link, the behavior of the secrecy outage
probability becomes significant for the system design. We have considered two cases [20], which
are of main importance, 1) balanced case, when average SNRs of SS−SRi and SRi−SD link are
equal, for all i, and they together tends to infinity, i.e. 1/βsri = 1/βrid = 1/β →∞, 2) unbalanced
case, when either of the SS − SRi or SRi − SD for all i, link average SNR tends to infinity, i.e.
1/βsri is fixed and 1/βrid = 1/β →∞, or 1/βrid is fixed and 1/βsri = 1/β →∞.
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5.1. Single Secondary Relay with Balanced Case

In the balanced case, when 1/βsri = 1/βrid = 1/β →∞, the secrecy outage probability for single
relay cognitive radio system in (20) is expressed as

P i
o(Rs) =

βrid

(
ρθrip +

αrie(ρ−1)
Im

)
αrieθrip

+
γthβsri
Imθsp

= β

[
ρθrip +

αrie(ρ−1)
Im

αrieθrip
+

γth
Imθsp

]

=
1
1
β

[
ρ

αrie
+

(ρ− 1)

Imθrip
+

γth
Imθsp

]
(29)

It can be observed from (29) that at a very high main channel SNR (1/β), secrecy outage probabil-
ity is inversely proportional to 1/β and it tends to zero. It is directly proportional to the secondary
eavesdropper channel SNR 1/αrie, required threshold γth and desired secrecy rate ρ. The secrecy
outage probability of this cooperative cognitive system also decreases accordingly, with an increase
of maximum allowable interference level Im at primary destination.
Diversity order is a critical metric to examine how fast the secrecy outage probability decreases,
when SNR tends to infinity. Thus, the impact of increase in the number of secondary relays on
the outage probability can also be intuitively comprehended. We can define diversity order [11] of
system as

D = − lim
SNR→∞

logPo(SNR)

log(SNR)
, (30)

where Po(SNR) is the secrecy outage probability given as function of SNR = 1/β in cognitive
relay system. With this definition, we can observe that the diversity order of (29) can be computed
as one. The power of SNR = 1/β in the denominator of (29), is equal to the diversity order, D. As
no relay selection is considered, it is intuitive that diversity order of one is obtained by this single
relay cognitive system.

5.2. Single Secondary Relay with Unbalanced Case

In the unbalanced case, the behavior of secrecy outage probability in cognitive relay system is
studied by asymptotically increasing the average SNR of the SRi − SD link and keeping the
average SNR of the SS − SRi link fixed, i.e. when 1/βsri is fixed and 1/βrid = 1/β →∞.

P i
o(Rs) =

[
1− θsp

θsp +
γthβsri
Im

]
+

1
1
β

[(
θsp

θsp +
γthβsri
Im

)(
ρθrip +

αrie(ρ−1)
Im

αrieθrip

)]
(31)

Also, the behavior of secrecy outage probability in cognitive relay system is studied by asymp-
totically increasing the average SNR of the SS − SRi link and keeping the average SNR of the
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SRi − SD link fixed, i.e. when 1/βrid is fixed and 1/βsri = 1/β →∞.

P i
o(Rs) =

1− αrieθrip(
ρβrid + αrie

)(
βrid(ρ−1)

Im
+ θrip

)
+

1
1
β

[
γth
Imθsp

]
(32)

The asymptotic secrecy outage probability can be expressed as a summation of an asymptotically
varying term with SNR = 1/β and a constant quantity. Asymptotically varying term dominates
at low SNR, but it vanishes at high SNR. It can be interpreted from (31) and (32) that unbalance
is caused due to fixing average SNR of any hop for this dual-hop cognitive relay system. Hence,
secrecy outage probability of the cognitive relay system is limited to a constant, even if the average
SNR of other secondary hop is increased infinitely [20].
From the above analysis, we can conclude that the outage performance is affected by either of
the SS − SRi or SRi − SD link quality. The effect of SS − SRi link quality is neglected in
literature by assuming perfect decoding at the DF secondary relays. In our study, for the complete
performance analysis of cooperative CRN under interference limitations from the primary user, we
have considered the affect of both the SS − SRi or SRi − SD link quality [11, 23, 32].
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Fig. 2. Outage probability of single balanced secondary relay system with 1/β in direct SS − SE
link scenario for 1/α = 3, 9 dB , Rs = 0.1, 1.0, 2.0 , γth = 3 dB and Im = 9 dB

6. Numerical Analysis

In this section, we present and evaluate the analytical results with simulations for a dual-hop
threshold-based DF cognitive relay network, under interference limitations from primary user.
Noise power is assumed to be same at all the primary and secondary nodes. We have covered
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Fig. 3. Secrecy outage probability of single balanced secondary relay system with 1/β in no direct
link scenario for 1/α = 3, 9 dB , Rs = 0.1, 2.0 , γth = 3 dB and Im = 9 dB
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Fig. 4. Comparison of outage probability of single balanced secondary relay system with 1/β
under two scenarios, 1) with direct link between SS − SE and 2) with no direct link between
SS − SE for γth = 3, 9 dB , Rs = 0.1, 1/α = 3 dB and Im = 9 dB

reasonable range of desired secrecy rate, by considering both high and low desired secrecy rate of
Rs = 2.0 and Rs = 0.1.
Fig. 2 shows the outage probability Po(Rs) of single ith secondary relay in cognitive network ,
as expressed in (12) for the balanced case under the scenario when direct link is present between
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Fig. 5. Secrecy outage probability of single balanced secondary relay system with Im in no direct
link scenario for 1/α = 3, 6, 9 dB , Rs = 0.1, 1.0 and γth = 3 dB
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Fig. 6. Secrecy outage probability of single unbalanced secondary relay system with 1/β in no
direct link scenario for 1/α = 3 dB , γth = 3 dB ,Rs = 1.0 and Im = 9 dB with 1/βsri = 25, 30, 35
dB and 1/βrid = 25, 30, 35 dB

secondary source and secondary eavesdropper, with total SNR 1/β. We have plotted the figure
with different secondary relay to secondary eavesdropper average SNR 1/αrie = 1/α = 3, 9 dB ,
desired secrecy rate Rs = 0.1, 1.0, 2.0 and fixed predetermined threshold γth = 3 dB , maximum
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Fig. 7. Secrecy outage probability of optimal relay selection scheme, when either ICSI or SCSI
is known with 1/β in no direct link scenario for N = 2, 3, 4, 1/αrie = 12, 9, 6, 3 dB , Rs = 0.1,
γth = 3 dB and Im = 9 dB

tolerable interference level Im = 9 dB, 1/αse = 3 dB , 1/θsp = 3 dB, 1/θrip = 3 dB . It is observed
from the figure that the improvement in channel quality of secondary eavesdropper, degrades the
Po(Rs) of the cognitive system. Also, Po(Rs) increases in function of the desired secrecy rate Rs.
Fig. 3 shows the secrecy outage probability Po(Rs) of single ith secondary relay in cognitive net-
work , as expressed in (20) for the balanced case under the scenario when direct link is not present
between both SS − SD and SS − SE , with total SNR 1/β. The figure is plotted with differ-
ent secondary relay to secondary eavesdropper average SNR 1/αrie = 1/α = 3, 9 dB, desired
secrecy rate Rs = 0.1, 2.0 and fixed predetermined threshold γth = 3 dB , maximum allowable
interference level Im = 9 dB , 1/θsp = 3 dB, 1/θrip = 3 dB. It is observed from the figure that the
improvement in secondary eavesdropper channel quality degrades the Po(Rs) of the cognitive sys-
tem. Also, Po(Rs) increases in function of the desired secrecy rate Rs. Corresponding asymptotic
analysis as expressed in (29) is also shown by solid straight lines passing through the curves.
Fig. 4 shows the comparison of outage probability Po(Rs) of single ith secondary relay in cog-
nitive network, for the balanced case under two scenarios, 1) when direct link is present between
secondary source and secondary eavesdropper and 2) when direct link is not present between sec-
ondary source and secondary eavesdropper , with total SNR 1/β. We have plotted the figure with
different predetermined threshold γth = 3, 9 dB and fixed maximum allowable interference level
Im = 9 dB, desired secrecy rate Rs = 0.1, secondary relay to secondary eavesdropper average
SNR 1/αrie = 1/α = 3 dB, 1/αse = 3 dB, 1/θsp = 3 dB, 1/θrip = 3 dB . It is observed from
the figure that the Po(Rs) is more when SS − SE link is present which is intuitive, as compared
to when there is no direct link between SS − SE. Also, Po(Rs) increases in function of the pre-
determined threshold γth in both the scenarios. This is because with increase in threshold γth, the
probability of the relay to get selected for forwarding source data decreases, thus outage probabil-
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ity increases.
Fig. 5 shows the secrecy outage probability Po(Rs) of single ith secondary relay in cognitive
network , as expressed in (20) for the balanced case under the scenario when direct link is not
present between both SS − SD and SS − SE , with maximum allowable interference level
Im. The figure is plotted with different secondary relay to secondary eavesdropper average SNR
1/αrie = 1/α = 3, 6, 9 dB , desired secrecy rate Rs = 0.1, 1.0 and fixed predetermined threshold
γth = 3 dB , 1/βsri = 30 dB, 1/βrid = 30 dB, 1/θsp = 3 dB, 1/θrip = 3 dB . It is observed
from the figure that with the increase in the maximum allowable interference level Im , the secrecy
outage probability decreases [3]. This can be explained that with an increasing Im , the secondary
users are allowed to transmit with higher power, leading to a decrease of Po(Rs). One can see from
the plot that as Im increases beyond a certain value, it converges to the respective secrecy outage
probability floor. This observation holds true for the other scenario also. It is also observed from
the figure that the improvement in secondary eavesdropper channel quality degrades the Po(Rs) of
the cognitive system. Also, Po(Rs) increases in function of the desired secrecy rate Rs.
Fig. 6 shows the secrecy outage probability Po(Rs) of single ith secondary relay in cognitive
network, as expressed in (20) for the unbalanced case under the scenario when direct link is not
present between both SS − SD and SS − SE , with average SNR of 1/βsri = 1/β at differ-
ent 1/βrid = 25, 30, 35 dB with fixed 1/αrie = 1/α = 3 dB , γth = 3 dB, desired secrecy
rate Rs = 1.0, maximum allowable interference level Im = 9 dB, 1/θsp = 3 dB, 1/θrip = 3
dB. Also, it is plotted for the unbalanced case with average SNR of 1/βrid = 1/β at different
1/βsri = 25, 30, 35 dB with fixed 1/αrie = 1/α = 3 dB, γth = 3 dB, desired secrecy rate
Rs = 1.0, maximum allowable interference level Im = 9 dB, 1/θsp = 3 dB, 1/θrip = 3 dB. It is
observed that Po(Rs) tends to a fixed constant, shown by horizontal dashed line, which is derived
in (31) and (32) for a given 1/βrid or 1/βsri , even if 1/β increases . From this flooring of curves,
we can interpret that the Po(Rs) is constrained by either of the SS − SRi or SRi − SD link qual-
ity. It is also interesting to observe from the figure that the asymptotically varying term of (31)
and (32) depicted as straight solid line, crosses dashed lines specifically at the point after which
average SNR of the hop exceeds average SNR of the other hop [20].
Fig. 7 shows the secrecy outage probability Po(Rs) of optimal relay selection scheme, when either
ICSI or SCSI is known for the cognitive relay system. The figure is plotted with different number
of secondary relays N = 2, 3, 4 as expressed in (26) and (28), under the scenario when direct link
is not present between both SS − SD and SS − SE, with total SNR 1/β. This figure is plotted
with different secondary relay to secondary eavesdropper average SNR 1/αrie = 1/α = 12, 9, 6, 3
dB, with fixed desired secrecy rate Rs = 0.1, γth = 3 dB, maximum allowable interference level
Im = 9 dB , 1/θsp = 3 dB, 1/θrip = 3 dB. It is clearly observed from the figure that Po(Rs)
decreases with the increase in number of secondary relays N . The relay selection will improve
the performance of multi-relay cognitive system, when the number of relays is increased, for the
case when ICSI of the system is known. Whereas, when ICSI of the system is not available, while
only SCSI of the system is known, the secrecy performance can either remain same or increase,
when the number of relays is increased, depending on the channel characteristics. Particularly for
this numerical analysis, we have shown that when only SCSI of the system is known, the secrecy
performance is increasing with the increase in the number of relays. Here, out of N relays, we
select the relay for which the secrecy outage probability of the system becomes minimum. The
secrecy performance with only SCSI of the system will be less, as compared to the one with ICSI
of the system, which is also intuitive as improvement is achieved by utilizing the knowledge of
instantaneous channel information of the system.
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7. Conclusion

In this paper, we have investigated the intercept and outage probability performance of a threshold-
based underlay CRN, under interference constraints from the primary network. The closed-form
expressions are evaluated for both with and without the direct link between secondary source and
eavesdropper. Asymptotic analysis for both cases is obtained, when average SNRs of secondary
source-relay and relay-destination links are equal or unequal. We have shown that the desired
secrecy rate, predetermined threshold, eavesdropper channel quality and interference power limi-
tations significantly affects the secrecy performance of the CRN. We have also evaluated the outage
and intercept probability for optimal secondary relay selection scheme, when either full ICSI or
SCSI of all the links is known. We have shown that the relay selection improves the performance
of the multi-relay cognitive system, when the number of relays is increased.
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