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Abstract—In the recent past, patient wearable devices and implantable biosensors revealed exponential growth in digital
healthcare, because they have the capability to allow access to the information anywhere and every time to improve
the life standard of multifarious disease effected patients followed by healthy people. Following these advantages,
digital healthcare demands a secure wireless communication infrastructure for interconnected self-empowered biosensor
devices to maintain the trust of patients, doctors, pharmacologists, nursing staff, and other associated stakeholders, etc.
Several authentications, privacy, and data preservation schemes had been used in the literature to ensure the security of
this emerging technology, but with time, these counteraction prototypes become vulnerable to new security threats, as
the hackers work tirelessly to compromise them and steal the legitimate information of user’s or disrupt the operation of
an employed self-empowered wireless sensor network (SWSN). To discuss the security problems of SWSN applications,
in this review article, we have presented a detailed survey of the present literature from 2019 to 2022, to familiarize the
readers with different security threats and their counteraction schemes. Following this, we will highlight the pros and
cons of these countermeasure techniques in the context of SWSN security requirements to underscore their limitations.
Thereafter, we will follow-up the underlined limitations to discuss the open security challenges of SWSN that need the
concerned authorities’ attention. Based on this, we will pave a road map for the future research work that could be
useful for every individual associated with this technology. For the novelty and uniqueness of this work, we will make
comparative analysis with present survey papers published on this topic to answer the question of reviewers, readers,
editors, and students that why this paper is in time and needed in the presence of rival papers.

Index Terms— Self-empowered biosensors, digital healthcare, security challenges, authentication of biosensors, cyber-
security, SWSN.

|. INTRODUCTION family members, pharmacologists, etc, a reliable and secure
communication infrastructure is required to be developed for
these applications that could be capable to meet the Quality
of Service (QoS) standards followed by the security protocols

[3]. As mention, every parameter has its own advantages and

N the past several years, the growth of patient wearable
devices or biosensors technologies had shown a significant
contribution in the healthcare industry [1]. To explore, they
have been used in many disease detection and prevention

processes that range from general to complex [2]. To satisfy
the needs of clients (patients), supporting staff, physicians,
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consequences in these networks, but security is one of those
problems, which have a direct link to all stakeholders’ trust.
Therefore, the main focus of this work is on the security
of self-empowered patient wearable devices or biosensors
that constitute a healthcare self-empowered wireless sensor
networks (SWSN).

The general network architecture of SWNS follows the
three-layer of the OSI model (open system interconnect)
such as the physical layer (data collection layer), network
layer (data communication layer), and application layer (data
processing and analysis layer) [4]. To explore, a large number
of self-empowered biosensors are deployed at the client-side
(physical layer) to collect and process data in the network
via wireless links (network layer) for the remote users, ad-
ministrators, operators, etc. Therefore, it is very important
for the industry experts and researchers to take care of the
security of each layer while designing new security techniques
or modifying the existing ones to ensure the integrity and
confidentiality of SWSN. To familiarize, the readers with the
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security challenges, Strielkina et al. [5] present a detailed
survey on this topic by highlighting the recently used attacks.
Bhuiyan et al. [6] extended this discussion and presented a
review article on the security concerns of these networks with
different countermeasure techniques. In this article, the author
underscored the limitation of different adopted techniques in
the context of these network’s requirements such as compu-
tation and communication costs followed by the processing
time of an authentication request, etc, to set foundation for
the future research work in this domain.

To follow up on this discussion, in this paper, we want to
present a comprehensive survey of the latest literature asso-
ciated with security aspects of SWSN from 2019-t0-2022 to
familiarize the readers with the existing challenges. Moreover,
we will examine the current cyberattacks in coordination with
counteraction schemes to identify their constraint and suggest
possible research directions.

The key accomplishments of this work are recapitulated as
below:

1) In the first phase, we will familiarize the readers with the
taxonomy of self-empowered wireless sensor networks
(SWSN). Following the security concerns of SWSN, we
will narrow down our discussion with the evaluation of
present review articles to set the foundation for this work
by highlighting their contributions and limitations.

2) To fill up the gap of underscored limitations of the
existing state-of-the-art review articles, we will focus on
relevant literature to give a brief overview of different
countermeasures schemes by following the layer-wise
security threat model.

3) Likewise, we will outline the limitation of present lit-
erature to set the stage for open research challenges
followed by future research directions that could be
useful in the redressal of underlined challenges.

4) Finally, we will do a comparative analysis following the
section-wise structure of our paper to claim the novelty
and uniqueness of this work, and an answer of a question
of the students, readers, reviewers, editors, and other
relevant stakeholders that why this paper is required in
the presence of rival review articles on this topic.

Remaining paper organization: Section II, of this article,
overviews the taxonomy of self-empowered wireless sensor
networks (SWSN), while Section III summarized the layer-
wise security threats of SWSN technology. Following this,
Section IV focus on relevant literature that had been used to
address or counter the highlighted security threats in these
applications, whereas Section V underlines the open security
challenges followed by future research directions. Similarly,
Section VII represents the comparative analysis results of
our paper in presence of rival papers to demonstrate the
distinctive factors and novelty of this work, while Section VII
summarized and concludes the paper.

II. TAXONOMY OF SWSN AND RELATED REVIEW
ARTICLES

In this section, we will focus on the taxonomy of SWSN
to set a preface for the understanding of security concerns
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of this emerging technology. For a visual representation, we
have used figure 1 to summarize them such as enabling
technologies, architectural requirements, SWSN platform ar-
chitecture types, SWSN applications, and network topological.
To explore figure 1, we have shortlisted different enabling
technologies that have a direct or indirect role in the intercon-
nectivity, communication, security, interoperability, and opera-
tion ability of SWSN. Following this, we have also underlined
different applications of SWSN to acknowledge the essence of
this newborn technology. With this, we have underscored the
requirements of enterprise market stakeholders in the context
of Business objectives to set a footstep for the researcher and
industry stakeholders working in this domain. Despite this all,
we have cited the architecture requirements that need to be
considered by industry stakeholders and research community
people working in this domain.

1) Enabling technologies of SWSN: In SWSN applications,
the sensors devices need network connectivity to share their
accumulated data in the network. To interconnect these devices
in a network topological order, different routing protocols and
communication technologies are used for this task such as
low-range wireless area network (LoRaWAN), WiFi, software-
defined networks (SDN), Zigbee, low-power personal area net-
work (6LowPAN), Sigfox, and Celluar network, etc [6]. Sigfox
has been used as a reliable technology in the communication
or interconnectivity process of SWSN that works between
Wifi and cellular networks. To explore, Sigfox is very useful
to transfer data among interconnected self-empowered sensor
devices in the network [7]. SDN is another useful technology
that helps to minimize the complexity of the network with
improved latency. Similarly, 6LowPAN, 6LowWAN, Zigbee,
and WiFi is an IP-based network protocol that works in
layer three to encapsulate message packers followed by the
header compression processes. To continue, these technologies
are very useful to support bidirectional communication in
constraint-oriented networks such as SWSN, which is a good
sign for them to strengthen their security parameters. For long-
range communication cellular communication infrastructure
such as (GSM/2G/3G/4G/5G) is in use, because it has great
capabilities to ensure the integrity of data during transmission
in resource-limited networks [8]. SDN is another alternative
emerging technology that has demonstrated remarkable results
while managing the network traffic and security to improve the
performance of an employed SWSN application.

2) Applications of SWSN: In the last decade, SWSN ap-
plications have demonstrated significant contributions to the
digitalized world. To exemplify, they have been used in smart
cities, smart transportation, smart grids, smart healthcare,
smart agriculture, smart homes, etc [9]. With the help of these
applications, the people associated with this technology have
been facilitated in many aspects of life. To explore, these
applications are very valuable in transportation, because it
helps to ameliorate traffic congestion at different points by pro-
viding alternative routes. Moreover, ML-enabled techniques
also have confirmed reliable results during predictive analysis
to minimize road casualties [10]. To extend this discussion,
SWSN has also been very productive in smart homes, because
it enables the inhabitants to remotely monitor and control
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Fig. 1: SWSN visual representation

home appliances [11]. In smart healthcare, they have been used
to monitor different detect diseases at an early stage or monitor
the existing patients [12]. If we talked about this technology in
the smart grids, they are useful to note the energy consumption
at the client-side, and forward the recorded data to remote grids
for further processing. In smart cities, it enables intelligent
lighting, accessibility to markets, and transportation through
low-cost and low-power self-empowered sensor devices that
are connected through wireless links to share accumulated data
in the network and facilitate people’s daily lives. Despite this,
in table I, we have summarized all possible applications, where
SWSN has technology had been used.

3) Architectural Requirements of SWSN : New and existing
SWSN applications need different architectural requirements
to manage the issues of scalability, interoperability, flexibility,
QoS, and security concerns of sensor devices followed by
deployed networks [23]. Scalability of SWSN refers to the
expandability of these networks, where voluminous sensor de-
vices would be added to an employed network without losing
the generality and performance issues. Whereas flexibility of
SWSN defines the provision of firmware updates followed
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the application services such as an employed network de-
vices software should be updated, programmed, and optimize
according to certain requirements of applications and clients
[24]. However, the interoperability of SWSN applications is
very helpful to enable the interoperation among interconnected
sensor devices in heterogeneous networks. Likewise, QoS is
another most influential architectural requirement of these ap-
plications, because delay-sensitive data transmission evaluates
the performance of an employed SWSN [25]. Therefore, every
highlighted parameter have its own role and importance in
these applications and need considerable attention from all
stakeholder working with this technology during the imple-
mentation phase.

4) Antenna Requirements of Self-Empowered Sensors : In
this subsection, we will talk about the onboard antenna of
self-empowered sensor devices, because it plays a vital role in
the communication of interconnected devices. To explore this
topic, we have noted in the literature that antenna systems
are getting popularity with the passage of time, because of
the high demand for emerging technologies such as WSN and
SWSN applications. According to the survey articles [26-29],
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TABLE I: Summary of different surveys paper contributions followed by their limitations
Application Description Advantages References Future Objectives
Domain
Military Appli- | In the recent past, SWSN has used | Special sensor such as Radiologi- | Swamy et al. [13], | Easy accessibility
cations many subdomains of the Military sec- | cal, Biological, Chemical, Nuclear | Boukerche et al. | to the specific
tor such as battlefield surveillance, | and Explosive (CBRNE) are help- | [14], Deng et al. | entities such as
intruder detection, combat monitor- | ful to detect the presence alike | [15] mentioned
ing, and drones to facilitate different | name substances.
operations cost-effectively.
Environmental SWSNs had been used to enhance | Water monitoring, air monitoring, | Patil et al. [16], | Can be extremely
Applications accessibility to environmental imped- | temperature monitoring, humidity | Rajasekaran et al. | helpful to prevent
iments such as continuous monitor- | monitoring, and fire detection sen- | [17], Mao et al. | dangerous situation
ing of ambient conditions like a for- | sors are used to report hazardous | [18] like this in the fu-
est fire, coastal area monitoring, abd | information from inaccessible ar- ture
flood monitoring, etc. eas to remote location
Flora and | SWSN applications had demonstrated | Gas sensors, temperature sensors, | Vera-Amaro et al. | In the future, it
Fauna extraordinary results in flora and | conductivity sensors, RF sensors, | [19], Hamouda et | can be very use-
Applications Fauna sectors to facilitate the differ- | and photographic sensors are used | al. [20], Catini et | ful to improve the
ent tasks. to manage the greenhouse ef- | al. [21], Zorbas et | productivity of this
fect, crop monitoring, and livestock | al. [22] sector.
farming, etc.

it can help to improve spectrum use with enhanced quality
of service metrics. Moreover, the authors discussed different
aspects of an antenna in the context of its importance in
different emerging technologies. Moreover, the specific secu-
rity requirements of sensor devices in the context of antenna
model are discussed in reference [30]. In [31], Curiac et al.
discussed the importance of directional and omnidirectional
antennas in the context of security challenges of the WSNs.
Moreover, the authors highlighted the weak and strong aspects
of these antennas by taking into account the real attacks
and communication atmospheric to minimize the intruder
anticipation in the network and improve the communication
metrics with the least implementation cost.

5) Business Objectives Requirements of SWSN : In the
recent past, it has been noted that SWSN applications have
provided a lot of benefits to several businesses. To explore
the business objectives of SWSN applications, it offers sale
data access, marketing automation, targeted customer services,
reduces the cost of delivery, and improves the supply chain
processes [32]. Smart-SWSN applications create a knowledge
base framework for the customers such as the buying pattern,
order records, payment records, supply chain, and preferences,
etc [33]. Despite this, it also allows the business stakeholders
to find out the customer needs in real-time and they also make
a prediction of the future demands of the customers based on
recorded data. Following this, the customers order anything
online to save time, and site visiting costs with one-way arrival
time. These are examples of marketing automation and online
shopping.

To continue this discussion, the interconnected devices of
SWSN applications share tremendous amounts of data in the
network in the context of customers’ demands and orders. With
this, the companies will know the what, why, and where the
customer is demanding, and what they need to improve in the
future for their better services. In addition, the supply chain
and customer services can be improved up to a great extent by
analyzing the generated data of self-empowered sensor devices
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to fulfill the requirements of customers and achieve business
objectives.

A. Summary of Discussion "Taxonomy”

In this segment, we are going to summarize the learned
lesson from the preceding subsections. Undoubtedly, SWSN
is an emerging technology and has numerous contributions
in many sectors. Therefore, we familiarized the new readers,
students, and enterprise stakeholders with the taxonomy of this
technology followed by enabling technologies. Thereafter, we
acknowledge the importance of this technology by highlighting
its different applications, contributions, advantages, and future
objectives. Following this, we have set a road map for the
future work in the context of this technology application
extendability in new domains, because it has the potential to
enhance the productivity of any sector, where it can be used
effectively. With this, we also underscored the architecture
requirement to set a preface for this work.

B. Existing Review Articles

In this section, we will discuss the existing review articles
that have been published on the security challenges followed
by future research directions of SWSN. Although it is very
hard to find out a particular paper on this topic, but we
will consider the wireless sensor networks paper as well to
acknowledge the distinctive factors of our work. In table II,
we have summarized the present review articles in the context
of their contribution followed by limitations.

I11. LAYER-WISE SECURITY THREATS TO SWSN

In this section, we shall discuss various layer-wise security
threats that are associated with SWSN to set a foreword for
concerned literature. To explore, SWSN uses a wireless com-
munication medium to transmit data from source to destination
by following the OSI model. During this process, many inter-
nal and external security vulnerability threats arise that can
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TABLE Il: Summary of different surveys paper contributions followed by their limitations

enabled techniques. In this paper, the authors considered a generalized
structure of the network with different parameters such as QoS, security,
interoperability, and routing protocols, etc.

References Description and contribution of a paper Limitations
Osamy et al. | In [34], the author presents a comprehensive survey regarding the | This article lacks to present the true picture
[34] different challenges of WSN by particularly taking into account Al- | of the security challenges of WSN or SWSN

applications.

[jemaru et al.
[35]

In this survey paper, the author presented a comprehensive survey of
the existing literature associated with wireless power transfer and energy
harvesting technologies WSN. Moreover, the author discussed different
challenges related to the wireless power transfer of sensor devices.

In contrast, the authors did not discuss the se-
curity challenges that arise during the power
transfer of sensor devices. Therefore, we be-
lieve that this article lacks to present the
true picture of security challenges of these
networks.

Ananthi et al.
[36]

In this paper, the authors discussed general security challenges asso-
ciated with WBAN. Furthermore, the authors also discussed differ-
ent safety, data transmission, and reliability concerns associated with
WBAN.

To highlight the limitation of this work,
the authors did not follow the template of
layerwise attacks to demonstrate the actual
challenges that can hamper the operation of
WBAN.

Sadkhan et al.
[37]

In this review paper, the authors present a detailed survey regarding the
present literature of biometric-based authentication schemes by taking
into account WSN to highlight unresolved security challenges.

To underscore the limitations of this work, the
authors only discussed the security challenges
of biometric-based authentication WSN ap-
plications.

Al-Nasser et
al. [38]

In this paper, the author presented a survey related to the security
challenges by taking into account routing protocols in WSN. Differ-
ent routing protocols have been discussed with their advantages and
disadvantages in the context of the security of WSN.

In this paper, the authors only focused on the
routing protocols literature associated with
security concerns of WSN, but they did not
elaborate on other security challenges that
can impair the fair operation of these net-
works.

Huanan et al.
[39]

In this survey paper, the authors talked about different applications of
WSN followed by their security problems. Although they discussed
several problem, but all of them were superficially.

To underline the limitations of this paper,
the author superficially discussed the security
problems of WSN applications, which does
not give a concrete lesson to the readers.

Bhushan et al.
[40].

In this paper, the authors highlighted several security threats associated
with WSN applications. Despite this, they also discussed the existing
authentication and data privacy schemes that had been used to counter
them. Although, this was a balanced article for readers to know about
different security problems associated with the WSN applications, but
it was not good for the specialist, because of underscored limitations.

In contrast to its contribution, the authors
did not discuss the potential research direc-
tion that can be handy in the solution of
underlined security threats, which makes this
article useless for the specialist working in
this domain.

annihilate or fiddle with the communication process. For this,
herein, we would like to highlight layer-wise security threats
that had been used in the recent past to disrupt the operation
of SWSN applications. Table III summarized these attacks
with their expected consequences. For different security threats
and their counteractions visual representation and superficial
evaluation, we have used figure 2 in the paper. Moreover, we
have highlighted different layer-wise attacks that had been
used in the recent past to compromise the security of these
networks. Following this, we have underscored the existing
counteraction techniques that had demonstrated a significant
contribution in the redressal of these problems.

IV. DIFFERENT COUNTERMEASURE SCHEMES

In this section, we will discuss the possible defensive coun-
teraction schemes in the context of highlighted security threats.
Following the aforementioned security threats, the confiden-
tiality, integrity, authentication, accessibility, and availability
of sensor devices accompanied by data transmission must be
insured. As mentioned in the preceding section, SWSNs are
susceptible to external and internal threats, therefore, both of
the attacks should be considered, when it comes to the security
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concerns of these network applications. In the upcoming
sections, we have explored different countermeasures schemes
that had been used to mitigate the security threats in SWSN
applications.

A. Physical and Data link Layer attacks Counteraction
schemes of SWSN

In this segment, we will talk about different techniques
that had been used counter the physical layer security threats
of SWSN application. To begin, Hu et al. [66] proposed a
continuous leakage and tampering resilient scheme for SWSN
applications by utilizing a public-key encryption model to
counter different external threats to these networks. During
the evaluation, the authors checked the key update with a
bounded number of tampering queries for an arbitrary key
to monitor the time consistency during the authentication
process. However, the complex authentication process of this
model generates latency and congestion issues in the network.
To deal with tampering attacks in WSN, Aldaya et al. [67]
proposed an intelligent memory tampering detection-based
framework for these networks with the help of a binary GCD-
based modular inversion algorithm. Yang et al. [68] extend
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Fig. 2: Layer wise different attacks and their counteraction schemes

TABLE Ill: Summary of different layer-wise security threats

Layer-name

Name of Attacks

Relevant references

Consequences

Physical Layer at-
tacks on SWSN

Sensor Tampering attacks, sensor
physical damage attacks, illegal
sensor injection attacks, jamming
attack

Adil et al. [41], Osanaiye et
al. [42], Sahu et al. [43],
Huang et al. [44], Dora et al.
[45]

Create signal distortion problems, Congestion,
physically damage devices to disrupt their
operation, Exhaust embedded battery power,
misguide legal traffic with the induction of
malicious devices

Data link Layer
attacks on SWSN

Hardware based attacks, colli-
sion attacks, de-synchronization
attacks, sleep deprivation attacks,

Tao et al. [46], Tolba et al.
[47], Kim et al. [48], Aghili
et al. [49]

create packet loss problems, transmission in-
terference create latency problems, increase
chances of contention and congestion

Network  Layer
attacks on SWSN

Replay attacks, node replication
attacks, sybil attack hello flood,
sinkhole, blackhole and wormhole
attacks, IP spoofing attacks,etc.

De Roode et al. [50], Li et al.
[51], Ali et al. [52], Govin-
dasamy et al. [53]

Disturbs the transmission routes, False trans-
mission routes, Data losses with traffic con-
gestion, Fake message errors, Routing loops,
Eavesdropping transmitted data, Hello flood

Cross Layer at-
tacks on SWSN

Man in the middle attacks, de-
synchronization attack, Denial of
Service (DoS) attacks, distributed
denial of Service (DDoS) attacks

Aliyu et al. [54], Chaudhry et
al. [55], Lakshmi Narayanan
et al. [56], Abidoye et al.
[57], Liang et al. [58],
Abidoye et al. [59]

Disrupt the integrity of transmitted data, re-
duces the network’s ability to carry out antic-
ipated collisions, exhausting energy resources,
over functioning of the sensor devices, data
transmission to the wrong destination

Application
Layer attacks on
SWSN

Malicious code injection attacks,
spyware attacks, phishing attacks,
social engineering attacks, mal-
ware injection attacks,etc.

Agrawal et al. [60], Eassa et
al. [61], Xia et al. [62], Bera
et al. [63], Piplai et al. [64],
Pi et al. [65]

Access the legitimate information of clients,
compromise the password of a client, misguide
the client via illegal links,
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this discussion and present a comprehensive regarding the
present literature associated with the integrity of physical
damage attacks followed by tampering attacks on WSN. For
a comprehensive study, we suggest that readers and experts
interested in tampering and physical attacks need to follow
this article.

In self-empowered sensor devices, the EEPROM chip is
vulnerable to tampering attacks, as discussed by Skorobogatov
et al. [69]. With the security vulnerabilities, the authors also
highlighted the possible countermeasure scheme that can be
useful against different tampering attacks. In [70], it has been
demonstrated that PUF is used as a valuable solution to tackle
physical layer attacks such as tampering with devices and
EEPROM chip of sensor devices in an operational network
of WSN. For the case study of EEPROM chip attacks and
their counteraction schemes, we suggested the readers to went
through the article [71].

B. Network Layer Counteraction schemes of SWSN

In this segment, we highlight different schemes that are
dealing with the security concerns of the network layer of
SWSN applications. Farha et al. [72] proposed a timestamp-
based scheme for WSN to mitigate replay attacks during
communication among legitimate devices. This model was
particularly designed for WSN technologies/applications that
use ZigBee protocols for their interconnectivity. Likewise,
Zhou et al. [73] suggested a permutation and entropy-based
hybrid scheme to tackle the security concerns of WSNs
associated with replay attacks. Moreover, the authors used the
legitimate devices’ transmission single regularity parameters
to detect these types of attacks. In [74], the author proposed a
stochastic coding scheme to handle malicious replay attacks in
WSN applications generated by man-in-the-middle or compro-
mised devices. To more comprehensively overview the existing
literature associated with replay attacks mitigation schemes,
the readers are advised to read the article [75-76].

Kim et al. [77], proposed a physical identification-based
trust path routing (PITrust) scheme for WSN utilizing trans-
mission signal strength indicator (RSSI) to detect and prevent
Sybil attacks during operational network. To handle Sybil
attack issues in the WSN applications employed in digital
transportation, Syed et al. [78], proposed a two-phase security-
based framework utilizing Public Key Infrastructure (PKI) and
hash function algorithms. Different Sybil attacks counterac-
tions are discussed in references [79], if anyone is interested
to explore this topic, we suggest them to follow the highlighted
survey articles.

In [80], the authors discussed sleep deprivation attacks and
proposed a machine learning-enabled clustering-based binary
search tree algorithm to address them effectively in WSN.
Within this scheme, the authors used a decision tree, long
and short-term memory, a support vector machine, and k-
nearest neighbor algorithms to ensure the legitimacy of an
employed WSN application. Ezhilarasi et al. [81] proposed
a novel intrusion detection system for WSN to detect and
prevent routing attacks such as hello flood attacks, sybil
attacks, wormhole attacks and blackhole attacks, etc, in these
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networks. To continue this discussion, Raghav et al. [82],
proposed a bio-inspired secure routing framework for WSN
applications employing bee algorithms. This model uses two
important metrics that are known as primary scout bee and
secondary scout bee. Both of them are responsible to carry out
security checks during transmission with the help of defined
security parameters. For a detailed study regarding different
routing attack counteractions schemes, we suggest the reader
to follow up on the studies of references [83-84].

In [85], the author proposed a Discrete Event System (DES)
based Intrusion Detection System (IDS) for WSN networks to
tackle IP spoofing-based attacks in these networks. With this,
the authors claimed that the suggested prototype is not merely
efficacious against IP spoofing attacks, but it has also the
capability to oppose the anticipation of malicious nodes in the
network. Likewise, Visalakshi et al. [86] proposed an improved
whale optimization (IWO) algorithm for WSN applications to
tackle the IP spoofing attacks related issues. In this prototype,
the authors basically used IDS, where they defined parameters
for transmitted signal evaluation to ensure the legitimacy of
the network traffic followed by connected devices. To explore
the literature related to different countermeasure schemes of
IP spoofing attacks by taking into account WSN applications,
we suggest the readers and people working in this domain to
go through the references [87-88].

C. Application Layer Counteraction schemes of SWSN

In this segment, we will discuss different prototypes that
had been used to ensure the security of the application layer
of WSN applications. For this, Elmalaki et al. [89] proposed
a Context-Aware Adaptation Based Spyware (SpyCon) frame-
work to counter application layer threats of WSN and IoT
applications. Following this discussion, Huertas Celdran et al.
[90] proposed a machine learning intelligent framework to
counter different application-layer attacks in resource-limited
networks. In [91], the author proposed an invisible malicious
code detection framework known as CAPPCHA to counter
malware attacks in WSN applications. Nauriyal et al. [92]
proposed an Artificial neural network (ANN) based framework
for WSN applications to address malware-related security
challenges in these applications. In this model, the authors
considered different classes of data packets to segregate be-
tween legal and illegal traffic in the network. In [93], the
author suggested an architecture-based model for the industrial
internet of things (IloT) and WSN application to detect and
prevent malware anticipation in the network utilizing a hybrid
image visualization and deep learning algorithm. Reference
[94], present a machine learning-enabled framework utilizing
four different datasets to counter malware attacks in WSN
and IIoT applications. Here in this article, the authors claimed
that the proposed model is very effective against false packet
and code detection in real-time traffic, as the detection rate
demonstrated 99.5 % accurate results.

Likewise, Jeon et al. [95] proposed a dynamic analysis
framework for malware detection in IoT and WSN applications
utilizing Convolution Neural Network (CNN) with trained
datasets. To explore, the traffic analysis was enabled at the
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cloud side rather than the edge side with an objective to
minimize computation cost, but the edge side devices are still
vulnerable to various external and internal threats. Therefore,
the applicability of this model in real networks is in a fuzzy
state. In [96], the authors proposed a hardware-level malware
detection technique for IoT and WSN applications by using the
behavior of signatures designed for sensor devices. To explore
this topic more, we suggest the involved stakeholders to study
references [97-98], for the most recently used counteraction
schemes of malware detection in WSN applications.

D. Cross Layer Counteraction schemes of SWSN

In this segment, we will speak about the most recently
used cross-layer authentication and data preservation coun-
termeasure schemes of SWSN. To tackle cross-layer security
threats in SWSN, WSN, and IoT applications, Kore, et al.
[99] proposed a novel prototype known as Cross-Layer and
Cryptography-based Secure Routing (CLCSR) scheme. This
model is consist of two phases such as a cross-layer mecha-
nism to secure sensor clusters and a lightweight cryptography
scheme to ensure the privacy of the user’s data in the network.
Subashini et al. [100] proposed a secured energy-efficient
framework (SEEF) for WSN applications to address the cross-
layer security concerns of these applications. This model
comprises of two layers to ensure the legitimacy of devices
on the client-side followed by data preservation. Reference
[101], suggested a cross-layer security framework for WSN to
guarantee the security of participating sensor devices of the
network. In [102], the author proposed a two-level security
framework for WSN and IoT applications to detect malicious
packets in real-time. In this first phase, a sniffer was used
to assess network traffic based on a decision tree classifier,
while in the second phase, they used the correct classified
instances (CCls) algorithms to report malicious packets, if any
is detected during the assessment phase.

E. Cryptography and Non-Cryptography based Solutions

In this segment, we will talk about the various cryptographic
techniques that had demonstrated remarkable results in the
recent past to counter different attacks of the SWNS. To
explore this discussion, first of all, we would like to familiarize
the readers with different cryptographic breaches. To do so,
we have started that these strategies are categorized into two
major breaches such as Cryptography and Non-Cryptography
techniques. However, these approaches are further categorized
in to sub branches, which we will discussed in the upcoming
subsections

1) Cryptography based Solutions: In the consequent sub-
parts, we will discuss cryptography-based solutions that had
been used to resolve the authentication and data privacy issues
in SWNS. By doing this, we will give a broad overview of
the latest literature to the readers that what has been done in
the recent past and what is likely expected in the future in
the context of utilization of these algorithms to address the
security concerns of SWSN. To explore, cryptographic-based
solutions are further classified into three categorizes, which
are discussed below.
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2) Public-key based cryptography: Before moving into the
detailed discussion, herein, first, we would like to familiarize
the readers with public key cryptography/asymmetric cryp-
tography. In this cryptographic model, the authentication is
enabled through pairs of key validation and verification such
as public and private keys. The pair of keys are generated
through the cryptographic technique, which uses and follows
one-way functions and mathematical formulations.

a) Key matching based authentication schemes: In this seg-
ment, we will disclose different key-matching-based authen-
tication schemes that had been used to ensure the integrity
of WSN applications. Moghadam et al. [103], proposed a
mutual authentication and key agreement protocol based on
ECDH (elliptic-curve Diffie-Hellman) scheme for WSN ap-
plications. For comparative analysis, the author considered
different communication metrics to claim the effectiveness
of this model. Likewise, Alotaibi et al. [104] proposed an
enhanced biometric-based anonymous user authentication and
the key agreement scheme for WSN applications to ensure
the legitimacy and integrity of clients and their information
in the network. For formal security analysis, the author used
the BAN-logic model to check the usefulness of this scheme
against different security threats. For a comprehensive analysis
of key-based authentication schemes, we suggest the involved
stakeholders to follow up references [105-106].

3) Certificate-less based Cryptography: When it comes to
the security of SWSN, the role of certificate-less cryptography
can not be ignored, because it has revealed a significant con-
tribution to maintain data integrity, privacy, and preservation.
In [122], the author proposed a certificate-less public key
cryptography scheme for wireless sensor networks to minimize
the authentication complexity on the client side, and improve
the operation of constraint-oriented devices. Likewise, Xie et
al. [123] proposed an improved certificate-less aggregation
signature scheme (iCLAS) for wireless sensor networks to
resolve the authentication and data privacy issues in these
networks. The results of this model were checked by taking
into account different attacks scenario in the simulation envi-
ronment. Kar et al. [124], extend this discussion and suggested
a certificate-less aggregate signature scheme (CL-ASS) for
WSN. In this model, the authors considered the storage
space and transmission bandwidth of an employed network to
improve the communication metrics with the security of WSN.
Moreover, the authors checked the resilience of this model
against two types of attacks in the context of the computational
Diffie-Hellman (CDH) problem assumption.

4) Identity based authentication schemes: In the literature,
it has been noted that the researchers used the identities
of legitimate sensor devices for their security verification,
authentication, and validation in the WSN applications [111].
Therefore, the importance of the identity-based authentication
model can not be neglected in WSN applications. To overcome
the authentication security challenges in WSN applications,
Hassan et al. [112], proposed an identity-based authentication
scheme for WSN and IoT applications by taking into account
the agriculture sector. Despite the authentication of legitimate
devices, the author used hyperelliptic curve cryptography
(HECC) algorithm with a hash function to ensure data in-
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tegrity during transmission. Likewise, Yuvaraj, et al. [113],
proposed a lightweight identity based-authentication scheme
for WSN and IoT applications utilizing a dual multicast
communication infrastructure. In this model, the authentication
and data preservation process was improved with help of the
EdDS and EdDSA algorithms. To overview the most recently
adopted identity-based-authentication schemes, we encouraged
the readers and researchers working in this domain to follow
up on references [114-115].

5) Signature based authentication schemes: The role of
signature based-authentication schemes can not be ignored
in the SWSN application. Following this, herein, we would
like to highlight the most recently used signature-based-
authentication techniques that have demonstrated remarkable
results. Kumar et al. [107] proposed a Pairing-Free Identity-
based Digital Signature (PF-IBDS) scheme for WSN appli-
cations utilizing the Modified Elliptic Curve Cryptography
(MECC) and Battle Royal Optimization Algorithm (BROL).
The objective of this model was to ensure data security during
communication among sensors followed by a remote destina-
tion operator. Fathima et al. [108], extend this discussion and
proposed a unique signature based-authentication prototype for
WSN applications utilizing a simplified encryption technique.
However, this model was very complex, therefore, the chances
of its real applicability are very limited. Further information
regarding the latest signature-based authentication schemes of
WSN applications should be found in references [109-110].

6) Two factor based authentication schemes: In the liter-
ature, a two factor-based authentication scheme has been
used by Wang et al. [116], to manage the authentication and
validation problems in WSN applications. Likewise, Jiang et
al. [117], had proposed a privacy-aware two-factor authen-
tication scheme for WSN applications utilizing elliptic curve
cryptography. Burrows—Abadi—Needham logic framework was
used to check the reliability of the proposed model in the
context of formal security analysis. In [118], Attkan et al. pro-
posed a lightweight two-factor authentication scheme for WSN
applications to resolve their security concerns particularly
associated with the verification and validation of legitimate
devices. Wu et al. [119] proposed a robust and lightweight
two-factor authentication scheme for wireless medical sensor
networks (WMSN to guarantee the legitimacy of participating
sensor devices in the network. For formal security analysis,
the authors used the Proverif tool to check the performance
of their model against different security threats. However, for
communication metrics, the proposed model was checked in
the NS-3 simulation tool. The people interested in this topic
are encouraged to overview references [120-121].

F. Non-Cryptography based Solutions

In the security SWSN, the role and importance of non-
cryptographic solutions can not be neglected, because they
had shown incredible results in the past couple of decades.
To familiarize the readers with different techniques of non-
cryptographic-based security solutions of SWSN. In the sub-
sequent sections, we will discuss the sub-branches of non-
cryptographic techniques that had been utilized in the preven-
tion of different attacks in SWSN.
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a) Physiological-Signals-based Solutions: In the recent past,
physiological signals had been used as a non-cryptographic
data preservation technique to counter different attacks in
WSN and SWSN. As a case study, Zhao et al. [125] present
a detailed survey of the existing literature to acknowledge
the importance of this topic and familiarize the readers and
experts with the effectiveness of different non-cryptographic
algorithms. In [126], the authors proposed a multiple physi-
ological signals-based data protection scheme for healthcare
WSNs to detect transmission manipulation attacks. Nia et
al. [127], proposed a physiological signals-based data preser-
vation scheme for healthcare WSN utilizing the acoustic,
visual, and electromagnetic signals of source and destination
nodes. The resilience of this model was checked against
different attacks in the simulation environment to verify its
reliability. Moreover, they have compared the results statistics
with existing works to ensure the effectiveness of this scheme
in their presence of them.

b) Channel-Configuration-based Security Solutions : In WSN
and SWSN, proprietary cryptographic algorithms had been
used in the recent past to ensure the security of transmitted
data by utilizing the client-side electronic devices process-
ing chip. To exemplify this, Azriel et al. [128] suggested
a novel non-invasive model using a scan chain approach
to automatically detect malicious traffic during the traffic
evaluation phase. Moreover, the proposed model scan chains
model unfolds the sequential logic at the chip to form a
combinational function that is capable to ensure the security of
the communication channel before data transmission. Strobel
et al. [129] presented a new model to extract malicious codes
from the embedded system using the CPU electromagnetic
emanation to prevent side-channel attacks in WSN and SWSN.
To ensure the physical layer security of WSN and SWSN,
Bang et al. [130] proposed a secure cryptographic-enabled
modulation technique for these networks. In this model, the
authors used a random constellation mapping rule for packet
transmission in the network instead of a pre-defined mapping
rule such as ”Gray-coded mapping” to guarantee the integrity
of information during transmission from source to destination.

¢) Proximity-based Security Solutions : In the literature,
we have noted that it is very difficult to apply key-based
authentication schemes in small-scale WSN/SWSN applica-
tions such as smart homes, smart markets, smart healthcare,
smart street, etc., because these networks are constituted from
mobile devices, which need simple, trustworthy, and reliable
authentication models. For the redressal of this problem,
the importance of a proximity-based-cryptographic security
solution can not be overlooked, because it has the potential
to handle this problem cost-effectively. To exemplify, Zhang
et al. [131] proposed a proximity-based authentication model
known as "Move2Auth” for smart homes. In this model, the
authors ensured the authentication of clients/users through the
hand gesture by taking into account the different movements
such as forward movement of hands and rotation of hands,
etc., to match and validate different variations in a transmitted
single to ensure the legitimacy of connected device/users. Xiao
et al. [132] used a proximity-based lightweight authentication
model for smart homes. In this model, the author considered
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two scenarios mobility and communication of sensor devices
to check the feasibility of validation that had been done
successfully.

G. Summary of Discussion

In this part, we familiarized the readers with the different se-
curity threats of SWSN applications. The notation behind this
familiarization was to set the stage for concerned literature that
had been used to counter several existing attacks. Despite this,
we have acknowledged the consequences of different attacks
to ensure the importance of this topic for future research work.
With this, we examined the existing cryptographic and non-
cryptographic authentication and data preservation schemes to
identify their disadvantages and limitations. Based on this,
we have set the foundation for upcoming sections, which
will follow these limitations in the context of open security
challenges to make footprint for their redressal work.

V. OPEN RESEARCH CHALLENGES WITH FUTURE
RESEARCH DIRECTIONS

In the preceding sections, we have discussed modern threats
and their countermeasure schemes associated with the hard-
ware, software, and communication SWSN, WSN, and IoT
applications. With this, we have underlined the constraints
of the existing counteraction schemes in the context of the
requirements of SWSN applications. Despite the facts of
underscored limitations, SWSN applications are comprised of
self-empowered sensor devices, which are connected through
Internet technology. Following their wireless communication
and open area deployment, these networks offer several se-
curity challenges for the research community that is assumed
to be an open door for attackers to compromise the security
of an employed SWSN application. Therefore, we would
like to underline the open security challenges with future
research directions to create an atmosphere for all stakeholders
interested in the utilization of this technology.

A. Security of SWSN with Scalability = Challenges 1

Maintaining the security of existing SWSN applications dur-
ing the scalability of these networks is one of the challenging
tasks for the research community, because of the induction of
new sensor devices in the network. Following this discussion,
how these devices should be synchronized with the existing
devices in terms of authentication and validation. Secondly, it
is also challenging for people to ensure data privacy during
transmission when there is a continuous induction of new
devices in the network. Thirdly, secure processing of a high
volume of data with scalability is another challenging task,
because a large number of devices are interconnected in the
network. Fourthly, how the computation complexity of these
devices should be managed, when it comes to a large number
of devices authentication in a heterogeneous network, as these
devices are resource-limited in terms of memory, processing,
and energy, etc.
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1) Future Research Direction = Challenges 1: To address
the highlighted challenges correlated with the scalability of
SWSN applications in the context of security concerns. We
suggest the research societies and industry stakeholders to
consider blockchain technology infrastructure while design-
ing new security hardware chips, software, routing proto-
cols, authentication, and data preservation schemes because
it has the capability to ensure decentralized authentication
and data privacy during the communication process among
self-empowered sensor devices followed remote destination.
With the utilization of blockchain technology, many compu-
tation problems can be resolved with reliable communication
metrics. Despite this, incremental Learning should be used as
an alternative technology to resolve this problem effectively.
Therefore, we believe that the involved stakeholder will use
this technology to manage the security concerns of SWSN
applications in the future.

B. Security of SWSN with Interoperability = Challenges
2

In SWSN applications, the interoperability of sensor de-
vices, application requirements, organization standards, and
client needs arise numerous security challenges for the re-
search community that can hamper the operation of an em-
ployed network followed by the use of concerning technology
in the future. Therefore, we would like to emphasis on the open
security challenges that can play a vital role in the future of
this technology. To explore this topic, herein, we would like
to accentuate different interoperability challenges.

Firstly, when it comes to the interoperability of different
sensor devices (different vendors) how cost-effective authen-
tication should be ensured among participating devices in the
network. Secondly, how the organizational standard would
be maintained with proper security protocols when different
vendor devices are communicating with each other in one
network topological order. This is another challenging task for
the research community. Thirdly, how secure firmware updates
should be enabled for the client-side devices during operational
network, this is also a very hectic problem, when it comes to
the interconnectivity of different vendor devices. Fourthly, the
application accessibility omnipresent is another challenging
task, because of how the users should be familiarized with
the security protocol. Following the aforestated challenges in
the below part, we will suggest the possible research directions
that could be helpful in the redressal of these problems.

1) Future Research Direction = Challenges 2: To manip-
ulate the interoperability challenges associated with security
concerns of SWSN applications, we suggest the researcher’s
communities to focus on the interoperability technology such
as APIs, routing protocols, software, and hardware of self-
empowered devices during the design, connectivity, and inter-
operability phase. This will be helpful to maintain the security
protocols in these applications with significant results in terms
of authentication, access control policies, data privacy, and
service authorization. With the help of these technologies, we
believe that they will not only fix the security problems of
the SWSN applications but will also be in position to improve
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the communication metrics in terms of QoS standards to gain
the attention of new interested stakeholders in utilization of
this technology in the future. Moreover, ML and DL-enabled
techniques should be also used the manage the interoperability
concerns of these applications securely. Following this, we
suggest the involve stakeholders to set international secu-
rity standards for the interoperability of SWSN applications
because this will help to compel the industry and research
community to follow them while working on the new hard-
ware, software, protocols, APIs and interconnectivity of these
applications.

C. Security problems with heterogeneous network key
distribution = Challenges 3

In this segment, we will discuss the open security problems
key distribution in SWSN applications. Keeping in view the
limited resources of self-empowered sensor devices, it is hard
for them to manage a large number of keys in their built-
in memory. To address this problem, the research community
needs to work effectively to design reliable key distribution
and authentication schemes for these applications. Moreover,
the existing literature follows a centralized authentication
authority for key distribution and management, which cre-
ates congestion and contention problems in the network. For
redressal of this problem, new reliable key distribution and
management schemes are the utmost requirement of these
networks.

1) Future Research Direction = Challenges 3: In this seg-
ment, we will discuss different future research directions that
could be useful to tackle the key distribution problem in
heterogeneous SWSN applications. To enable decentralized
key distribution, authentication, and management in SWSN
applications, the role of SDN technology can not be ignored,
because it has the capability to manage the aforesaid concerns
of key manipulation of keys via SDN controllers. With the
help of these controllers, the computation complexities during
authentication and key distribution can be minimized up to
a great extent that would be useful to improve the commu-
nication metrics of these networks. Therefore, we suggest
the people working in this to think about SDN technology
for future research work, when it comes to the decentralized
key authentication and management of SWSN applications.
Likewise, DL and RL-enabled could be helpful as well to
manage the key distribution of an employed network, because
it has the capability of intelligence. Thus, we also suggest
the research community to design reliable datasets, when it
comes to the distribution of SWSN applications to improve
the communication metrics of these networks in the future.

D. Security problems with Syntactic and Semantic =
Challenges 4

In heterogeneous SWSN applications, the legitimate self-
empowered devices and transmitted data are susceptible to
various security threats, due to syntactic and semantic in-
teroperability, because different vendors devices create these
problems. To explore, this is very challenging task for the
researchers to ensure the security of self-empowered devices,
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when it comes to the syntactic and semantic synchronization
during operational network. To continue, in SWSN applica-
tions different vendors devices are communicating with each
other for the sake of one objective to achieve the required
goal. But these devices have firmware, which makes the
authentication process, due to syntactic and semantic prob-
lems. Therefore, this challenging task also need the involved
stakeholder attention to address them within the range of
define security protocols.

1) Future Research Direction = Challenges 4: To address
the security challenges associated with Syntactic and Semantic
interoperability of SWSN applications, the role of machine
learning algorithms and Natural Languages Processing (NLP)
can be skipped, because they have the capability to anomalies
in the network based on their past behavior. Despite this, NLP
is capable to detect new attacks without the past knowledge of
their behavior. Therefore, we believe that artificial intelligence,
machine learning algorithms, and NLPs could be extremely
useful to in the future to address the challenges interlinked
with the Syntactic and Semantic interoperability of SWSN
applications.

E. Security Problems with Management and Automation
= Challenge 5

SWSN applications used in the industry enable and allow
the machines to operate in an automated fashion. With this
feature, they have shown significant contributions in the pro-
ductivity of different industrial products. Although they are
very useful in their task handling, but, at the same time,
they are very sensitive in terms of operations, if an intruder
misguides them, then they disrupt the whole operation of
an industrial set-up. Therefore, secure management of these
devices in real-time is a challenging task for the research
community and enterprise market producers to ensure their
reliable operation. For this, some work has been done in the
recent past, but it does not support heterogeneous networks.
Therefore, we suggest the concerned stakeholders to pay
attention to this important issue and devise security schemes
for this technology.

1) Future Research Direction = Challenges 5: To address
this security challenge, the research community and industry
stakeholders need to design a reliable firmware and software
platform. Moreover, we also suggesting the research commu-
nity that the new paradigm would be capable to authenticate
each connected device with pre-firmware update time to ensure
the legitimacy of participating devices in the network.

VI. LESSON LEARNED AND COMPARATIVE ANALYSIS

Here in this section, we would like to summarize what
we have learned in this article by taking in account the
existing security threats of SWSN, WSN, and IoT applications
followed by their counteraction schemes, while considering
the requirement of these applications. To explore, we would
like the answer the question of reviewers and editors of why
this review article is needed in the existence of state-of-the-
art review articles on this topic. For this, we will consider
each section of our article and compare it with competitors’
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TABLE IV: Distinctive Results analysis with Competitor papers

Superficially overviewed (&), comprehensively discussed (y/), Haven’t discussed (®),
Open Research Challenges (ORC) and Future research directions (FRD)

Name of Comparative Met-
rics

Osamy et
al. [34]

Ijemaru et
al. [35]

Ananthi et
al. [36]

Sadkhan et
al. [37]

Al-Nasser et al. | Huanan et al.
[38] [39] per

Physical Layer Counteraction
schemes

v

v ® v

Network Layer Counteraction
schemes

Cross Counteraction

schemes

Layer

Applications Layer Counterac-
tion schemes

O ® & O O
R ® O <] O
R/ O ® O

Security Challenges with Net-
work Scalability = Challenges
1

O < < O O
<J < 9 <
B < < <
< N <

®
®
®

Security Challenges with Syn-
tactic and Semantic = Chal-
lenges 2

®
O)
O)
<

Security Challenges with Inter-
operability = Challenges 3

Security Challenges with Het-
erogeneity = Challenges 4

Future Research Direction =
Challenges 1

Future Research Direction =
Challenges 2

Future Research Direction =
Challenges 3

O ® O Q& O O
R < B & ® <

Future Research Direction =
Challenges 4

<J O ® ® <] O

O O ® O ® O
<] ® & O O O
O O ® Q& O <
AU NN

survey papers to acknowledge that what are those important
points that we have addressed in this paper, and missed by
rival papers. To do so, we have added table IV, in the paper
for comparative analysis.

VIl. CONCLUSION

In this paper, we have presented a comprehensive survey re-
garding the current literature associated with the susceptibility
and counteraction schemes of SWSN applications. Initially, we
familiarize the readers with the taxonomy of SWSN, while in
the consequent phase, we have explored the layer-wise security
threats of these applications to set a preface for the relevant
literature that had been used to counter these threats. After
a detailed discussion of the latest counteraction schemes, we
moved one step forward to identify the open security chal-
lenges of SWSN applications by following the requirements of
these networks. Based on identified challenges, we set the road
for future research by highlighting potential areas that could
be productive in these network security and communication.
Finally, we conducted a comparative study in order to assert
the originality of this work in the presence of competitive
articles, and provide an explanation for why this paper is
necessary in their existence. With the collection of these all, we
have presented a complete package for the students, industry
stakeholders, and researchers working in this domain to design
a foolproof security framework for SWSN application in the
future that could be capable to achieve better communication
and computation metrics.
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