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ABSTRACT

Improvingtheperformanceandreducingthecostofhealthcarehavebeenagreatconcernandahuge
challengeforhealthcareorganizationsandgovernmentsateverylevelintheUS.Measurestaken
haveincludedlaws,regulations,policies,andinitiativesthataimtoimprovequalityofcare,reduce
costsofcare,andincreaseaccesstocare.Centraltothesemeasuresisthemeaningfulandeffective
useofBigDataanalytics.Toreap thebenefitsofbigdataanalyticsandalignexpectationswith
results,researchers,practitioners,andpolicymakersmusthaveaclearunderstandingoftheunique
circumstancesofhealthcareincludingthestrengths,weaknesses,opportunities,andthreats(SWOT)
associatedwiththeuseofthisemergingtechnology.ThroughdescriptiveSWOTanalysis,thisarticle
helpshealthcarestakeholdersgainawarenessofbothsuccessfactorsandissues,pitfalls,andbarriers
intheadoptionofbigdataanalyticsinhealthcare.
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1. INTRODUCTION

TheUShealthcaresystemhasbothstrengthsandweaknesses.Itenjoysalarge-scale,well-trained,and
high-qualityworkforceofclinicians,nurses,andspecialists,robustmedicalresearchprograms,and
theworld’sbestclinicaloutcomesinselectmedicalservices.Yet,itsuffersfromhighexpenditure,
lowperformance,anddisparityinhealthstatus,accesstocare,andoutcomesofcare(Barnes,Unruh,
Rosenau,&Rice,2018).

1.1. High Cost of the US Healthcare System
According to a recent report published by The Organization for Economic Co-operation and
Development(2018),in2017theUSspendingonhealthcarewasthelargest,measuredbyboththe
spendingpercapitaandthepercentageofthegrossdomesticproduct(GDP)amongits37member
nations.Figure1showsthattheUSspentover$10,000percapitaonhealthcarethatyear,orabout
17%ofGDP.

EvenmorealarmingistherapidgrowthinUShealthcarespending.AccordingtotheCenters
forMedicareandMedicaidServices(CMS),healthcarespendingisprojectedtogrowatanaverage
rateof5.8percentfrom2012-2022,1.0percentagepointfasterthantheexpectedaverageannual
growthintheGDP.By2022,UShealthcarespendingisprojectedtobenearly20%ofGDP(Centers
forMedicareandMedicaidServices,2012).

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonMay24,2019willproceedwithpublicationasanOpenAccessarticle
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1.2. Low Performance of the US Healthcare System
ThisextremelyhighspendingissharplycontrastedwiththelowperformanceintheUShealthcare
system.In2000,theWorldHealthOrganization(WHO)publishedareportthatmeasuredandranked
thehealthsystemperformanceof191countries.Accordingtothisreport,theUShealthcaresystem
wasunimpressivelyrankedat37,belowmost industrializedcountries includingFrance, theUK,
andCanada,andevenbelowsomelessdevelopedcountriessuchasColombiaandChile(Tandon,
Murray,Lauer,&Evans,2000).Almosttwodecadeslater,therehasnotbeenmuchimprovementin
theperformanceoftheUShealthcaresystem.Accordingtoa2017reportfromtheCommonwealth
Fund,theUSisrankedlastoutof11high-incomeindustrializedcountriesbasedonmeasuresincluding
careprocess,accesstocare,administrativeefficiency,equity,andhealthoutcomes(Schneider,Sarnak,
Squires,Shah,&Doty,2017).Figure2showsthattheUShealthcaresystemperformsatthebottom
onfourofthefivemeasures.

1.3. efforts to Improve the US Healthcare System
In2007,theInstituteforHealthcareImprovement(IHI)launchedtheTripleAiminitiativetoimprove
thepatientexperienceofcare(includingqualityandsatisfaction),improvethehealthofpopulations,
andreducethepercapitacostofhealthcare.TheTripleAiminitiativedirectlytargetsthecritical
measuresofhealthcareperformanceincludingbothqualityofcareandefficiencyofcare(Institute
forHealthcareImprovement,2007).

In2008,CongressenactedtheMedicareImprovementsforPatientsandProvidersAct(MIPPA).
AspartoftheimplementationofMIPPA,CMSintroducedthevalue-basedpurchasing(VBP)plan
linkingpaymentsdirectlytothequalityoutcomesofthecareprovided.Thispay-for-qualityorpay-
for-performanceplanaimstomoveawayfromthetraditionalfee-for-serviceplanwhichprovides
noincentivesfortheproviderstoimprovecarequalityandcontributestothehighcostofhealthcare
(Terhaar,2018).

In2010,toaddressthedisparityandinequityinhealthcareandtoincreaseaccesstocarefor
tensofmillionsofuninsuredandunderinsuredAmericans,CongressenactedthePatientProtection
andAffordableCareActof2010,alsoknownas“Obamacare”(“PatientProtectionandAffordable
CareActof2010,”2010).

Whilehealthcareinitiatives,regulations,andpoliciesmayhelpdrivethequalityandperformance
improvementatthemacrolevel,effectiveimplementationsrequireconcertedeffortsatthemicrolevel
byallstakeholdersincludingpolicymakers,providers,payer,patients,andthepublic.Inaddition,
thesediversestakeholdersmustbeempoweredandenabledbyinnovativesolutionsandtechnologies

Figure 1. 2017 health spending per capita as share of GDP (Organization for Economic Co-operation and Development, 2018, p. 2)
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todealwiththecomplexproblemsinhealthcare.Bigdataanalyticsasanemergingtechnologyisone
ofmanyindispensabletoolsinthetoolboxandcanplayanimportantroleinimprovinghealthcare.
However,aswithanynewtechnology,benefitsoftencomewithlimitations,opportunitieswithrisks,
andhopeswithhypes.Itisimportanttounderstandthefullspectrumofthisnewtechnologysothat
itcanbeefficientlyandeffectivelyadoptedandapplied.

MotivatedbythetremendouschallengesfacingtheUShealthcaresystemandthegreatpotential
bigdataanalyticshasinimprovingitsperformance,thispaperpresentsahigh-levelanalysisofthe
strengths,weaknesses,opportunities,andthreats(SWOT)associatedwiththeuseofbigdataanalytics
inhealthcare.Thegoalofthispaperistohelppolicymakers,careproviders,researchers,andthe
publicgainbroaderanddeeperunderstandingofthemanydimensionsoftheuseofthisemerging
technologyinhealthcaresothattheycanmakeinformedandsensibledecisionsintheireffortsto
improvehealthcarequalityandperformance.

2. BIG DATA ANALyTICS AS eNABLeR TO IMPROVe HeALTHCARe

2.1. Big Data Analytics
Duringthepastdecade,bigdataemergedasanewtechnologytrendthankstotherapidinnovationand
advancementininformationandcommunicationtechnology(ICT).Bigdatawasinitiallydefinedwith
threeessentialcharacteristicsknownastheThreeV’s–Volume,Velocity,andVariety.Sincethen,more
V’shavebeenadded.ASixV’smodelwidelyusedinhealthcareaddsthreeadditionalV’s–Veracity,
Variability, and Value (Senthilkumar, Rai, Meshram, Gunasekaran, & Chandrakumarmangalam,
2018).Dataanalyticsisanumbrellatermcommonlyusedtoreferencebusinessintelligence,business
analytics,datamining,knowledgediscoveryindatabases,anddatascience.Aslargevolumesofdata
inwidevarietiesarecollectedandmadeavailable,thedemandincreasesforextractingvaluesfrom
bigdatatoimprovebusinessperformanceanddriveorganizationalchanges.Dataanalyticsanswers
thechallengebyintegratingcomputerscience,informationtechnology,statistics,domainknowledge,
andhumancollaborationinastreamlinedprocessofknowledgediscovery,creation,andapplication
(Wang,2018).

2.2. Applications of Big Data Analytics in Healthcare
Healthcaredata analytics is the applicationofbigdata anddata analytics tohealthcare.Similar
termswithminordifferencesalsoappearbothinacademiaandindustry.Amongthemarehealthcare
analytics, health analytics, healthcarebigdata analytics, bigdata analytics in health, andhealth

Figure 2. 2017 healthcare systems performance ranking (Schneider et al., 2017)
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informatics.Knowledgecanbediscovered,andinsightscanbegainedfrombigdataanalyticsto
improvehealthcarequalityandperformance.Basedonthecontentanalysisof26casestudies,Wang,
Kung,andByrd(2016)identifiedfivepotentialbenefitsofhealthcaredataanalytics:ITinfrastructure,
operational, organizational, managerial, and strategic benefits. Lebied (2018) provided detailed
accountsoftwelveapplicationsofbigdataanalyticsinhealthcaresuchaspreventionofopioidabuse,
telemedicine,preventionofERvisits,andfrauddetection.Theseserveasexemplarsofthemany
applicationscurrentlyrecognizedandmanymoreinnovativeapplicationscontinuingtoemerge.

TheUniversityofPennsylvaniaHealthSystem(UPHS)’suseofmachinelearningandElectronic
HealthRecords(EHR)datatopredicttheonsetofseveresepsisisanexampleofusingbigdataanalytics
inhealthcare.Sepsisisalife-threateningillnessduetobloodinfection.AccordingtotheCenterfor
DiseaseControl&Prevention(CDC),eachyear,1.7millionAmericanadultsdevelopsepsis,270,000
Americansdieofsepsis,andoneinthreepatientswhodieinhospitalshassepsis(Dantes&Epstein,
2018).SepsiscostsAmericanhospitals$27billionannually,makingitthenumberonecostdriver
forhospitals(Reinhart,2018).UPHSdevelopedapredictivemodelbytrainingamachinelearning
algorithmusinghistoricpatientdatastoredin itsEHRincludinglabs,clinical,anddemographic
data.Thetrainedmachinelearningmodelwasthenusedtopredictseveresepsis12hourspriorto
theclinicalonsetbycontinuouslypullingreal-timepatientdatafromtheEHR.Alertsweresentto
cliniciansandnursestoenableadditionalmonitoringandearlyintervention(Gianninietal.,2017).

2.3. The Adoption Model for Analytics Maturity (AMAM)
Whenitcomestotheadoptionandutilizationofbigdataanalytics,eachorganizationisconstrained
byitsuniqueorganizationalcharacteristicsincludingsize,financialresources,technicalcapability,and
leadershipandenvironmentalcharacteristicssuchasgeographicallocation,community,andpatient
populations.Tohelpassessthematurityofhealthcareorganizationsinadoptingbigdataanalytics,
HIMSSAnalytics,awhollyownedsubsidiaryoftheHealthInformationandManagementSystem
Society(HIMSS),developedtheAdoptionModelforAnalyticsMaturity(AMAM)(HIMSSAnalytics,
n.d.). AMAM describes eight stages representing increasing levels of maturity. An organization
typicallystartsoutatstagezeroinwhichitonlyusesanalyticsinsparseandsiloedpointsolutions
andgraduallyclimbsuptostageseven,whereanalyticsisusedforprescriptiveandpersonalized
careforindividualpatients.

3. THe SWOT FRAMeWORK AND SUMMARy OF ANALySIS

3.1. The SWOT Framework
Strengths-Weaknesses-Opportunities-Threats(SWOT)isamanagementscienceframeworkoriginally
usedforcorporatestrategicplanningdatingbacktothe1960s.Itisananalysistooltoassessabusiness’s
fitnessasmeasuredbyhowwellitsinternalqualities(thestrengthsandweaknesses)matchupwith
externalfactors(theopportunitiesandthreats)(Hill&Westbrook,1997).

Strengthsandopportunitiesareconsideredpositive,favorable,andsynonymoustosuccessfactors
while weaknesses and threats are considered negative, unfavorable, and synonymous to pitfalls,
challengesorbarriers.Theobjectiveofstrategicplanningistomitigateorminimizetheunfavorable
factorsandutilizeormaximizethefavorablefactors.TheSWOTframeworkhasbeenappliedtothe
useofbigdataanalyticsingeneral(Wang,Wang,&Alexander,2015)andinaspecificindustryor
domain(Collins,2016).ThispaperappliesSWOTanalysistotheuseofbigdataanalyticsinhealthcare.
Figure3showstheframeworkinfourquadrants,knownasaSWOTmatrix.

3.2. Strengths and Weaknesses of the SWOT Framework
SWOTisasimpleyetpowerfulmodelforanalyzingacomplexsituation.Itreflectsthecomplexityof
therealityandpresentsadialecticallybalancedperspectiveforanalyzinganddealingwithcomplex
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problems.However,SWOTanalysisisnotconsideredarigorousempiricalresearchmethod.Itis
differentfromthequalitativemethodaimingatthegenerationofnewtheoriesorthequantitative
methodaimingattheconfirmationorfalsificationofexistingorproposedtheories.SWOTprovides
awayof thinkingakin tosystems thinkingorcritical thinking.Thedefinitionandclassification
ofwhatconstitutesstrengths,weaknesses,opportunities,andthreatsaresubjectiveandreflectthe
researchersandpractitioners’personalexperienceandunderstandingofthecomplexsocioeconomic,
cultural,andmanagerialproblems.SWOT’spowerliesinitssimplicityindealingwithcomplexity.
Itprovidesasimpleframeofreferenceforanalyzinganddealingwithcomplexsituationssothat
potential opportunities can be explored, potential risks can be assessed, and potential outcomes
(intendedorunintended,desirableorundesirable)canbeilluminatedbeforeinterventionscanbe
developedandactionscanbetaken.

3.3. SWOT Analysis of Big Data Analytics in Healthcare
This SWOT analysis was performed based on review of literature, industry reports, and expert
opinions.Theauthoralsodrawsuponhisprofessionalexperiencesinsystemsengineering,healthIT,
dataanalytics,andhealthcarequalitymanagement.AligningwiththefourquadrantsoftheSWOT
matrix,thispapersetsouttoanswerthefollowingfourquestions:

1. Whatarethestrengthsofhealthcarethatmakeitfavorablefortheadoptionofbigdataanalytics?

Figure 3. The SWOT matrix
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2. Whataretheweaknessesofhealthcarethatmayhindertheadoptionofbigdataanalytics?
3. Whataretheopportunitiesthatfavortheadoptionofbigdataanalyticsinhealthcare?
4. Whatarethethreatsassociatedwiththeadoptionofbigdataanalyticsinhealthcare?

Theextantliteratureonsimilarsubjectstendstobeatalowerlevelorwithtechnicalimplementation
details.Collins(2016)performedaSWOTanalysisofbigdataandhealtheconomicsintheUKwith
afocusoncostsandincludedcoverageofdrugs,biomonitoring,anddatarepositories.Yangetal.
(2016)performedaSWOTanalysisofwearabledevicesinhealthcare.Whiletheflexibilityofthe
SWOTframeworkallowsfordifferentlevelsofanalysis,thispaperfocusesonthebigpicture(the
forest)insteadoflow-leveldetails(thetrees).TheresultsoftheSWOTanalysisaresummarizedin
Figure4.Detaileddescriptionsareprovidedinthefollowingfoursections.

4. STReNGTHS

4.1. Tradition of evidence-Based Medicine
Westernmedicinehasthetraditionofapplyingscienceandtechnologyintheprevention,control,
diagnosisandtreatmentofdiseases.FromthedevelopmentofmedicaldevicessuchasMagnetic
ResonanceImaging(MRI)andtheAutomatedExternalDefibrillator(AED)totheuseofexperimental
designandstatisticalinferenceinclinicaltrials,scienceandtechnologyremainattheheartofmodern
medicine.

A spirited movement called Evidence-Based Medicine (EBM) began within the healthcare
communityintheearly1990s.EBMisdefinedas“theconscientious,explicit,andjudicioususe
ofcurrentbestevidenceinmakingdecisionsaboutthecareofindividualpatients.Thepracticeof
evidence-basedmedicinemeansintegratingindividualclinicalexpertisewiththebestavailableexternal
clinicalevidencefromsystematicresearch”(Sackett,Rosenberg,Gray,Haynes,&Richardson,1996).
EBMhasbecomeanessentialcodeintheDNAofhealthcareeversince.Itsprinciples,processes,
andpracticesarewellalignedwiththoseofbigdataandanalytics.Theincreasingvolume,variety,
andavailabilityofdataalongwiththeadvancementofdatastorage,computingpower,andanalytics
toolsandtechniqueswillmakeEBMmorepracticalandpowerful.

Figure 4. Summary of the SWOT analysis on big data analytics in healthcare
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4.2. Prevalence of electronic Health Records
Electronic Health Records (EHR) evolved from traditional Electronic Medical Records (EMR).
WhileEMRwaslimitedtomedicalrecords,EHRexpandsthescopetoallrecordsgermanetohealth
includingmedical, administrative, claim, and socioeconomic records. In2009, theUSCongress
enactedtheHealthInformationTechnologyforEconomicandClinicalHealth(HITECH)Actas
partoftheAmericanRecoveryandReinvestmentAct(ARRA)afterthe2008globalfinancialcrisis.
HITECHwascreatedtopromotetheadoptionofhealthITandimplementationofEHRtomodernize
technologyinfrastructureandcapabilitiesofhealthcare.Federalinvestmentwasprovidedtohealthcare
providerstoincentivizehealthITadoptionandafederalcertificationprocesswasputinplaceto
ensureITsystemsaredevelopedaccordingtotechnological,functional,andsecurityrequirements.

SincetheenactmentoftheHITECHAct,morehealthcareorganizationshaveadoptedhealthIT
andimplementedEHRs.AccordingtotheOfficeoftheNationalCoordinatorforHealthInformation
Technology(2018),“In2017,96percentofallnon-federalacutecarehospitalspossessedcertified
healthIT.”ThepenetrationofhealthITandEHRsprovidesthetechnicalfoundationanddatasources
fortheadoptionofbigdataanalyticstoimprovehealthcare.Atthesametime,bigdataanalytics
aimstodelivertherightamountofinformationtocareprovidersattherighttimeintherightplace
andhelprealizetheintendedbenefitsofEHRsandalleviatetheunintendedburdenassociatedwith
EHRssuchasadministrativeoverheadandinformationoverload.

4.3. Widespread Use of Mobile Technology
TheubiquitousInternetcoupledwithGlobalPositioningSystems(GPS),mobiletelecommunication
networks,andcloudcomputingleadtotheproliferationofmobiledevices(includingwearablefitness
trackers)andmobileappsthatarebecominganintegralpartofhealthcareandourdailylife.According
toStatista(2018),asofJanuary2018therewere3.7billionmobileusersworldwide.Whiletheglobal
mobilebroadbandsubscriptionpenetrationrateisaround50%,theAmericasandEuropehavethe
highestrates,around78.2percentand76.6percent,respectively.

Amongmillionsofmobileapps,healthandwellnessappsarebecomingincreasinglypopular.
Therearecloseto48,000mobilehealthandwellnessappsavailablefromtheAppleAppStorealone
(Statista,2018).Mobilehealthandwellnessappsnotonlychangethewayhealthcareisdeliveredand
howhealthismonitoredandmanaged,butalsoprovideadditionalbiometricsandlifestyledatato
theclinicians,researchers,andpolicymakersintheireffortstoimprovecareforindividualpatients
andpopulationsatlarge.

5. WeAKNeSSeS

5.1. Complex System of Healthcare
TheUShealthcaredeliveryandpaymentsystemiscomplexwithmanyinterdependent,interacting
stakeholders.Asacomplexadaptivesystem, itexhibitsnon-linear,dynamic,and indeterministic
behaviorsthatareunpredictableanddifficulttomanageandcontrol(Rouse,2008).Figure5shows
themanystakeholdersandhoweachof themplaysadifferent role inacomplex relationship to
deliverhealthcare.

Improvinghealthcarerequiresthecollaborationandconcertedeffortsofallstakeholdersthrough
consensus building. Government policymaking should be conducted by taking inputs from all
stakeholdersandanypotentialunintendedadverseconsequencesshouldbeevaluatedandremedied.
Forexample,CMS’sbundledpaymentinitiativeintendedtoreducecostofcaremayleadtocare
providers’discriminationinpatientselectioncommonlyknownas“lemondropping”and“cherry
picking”,wherehighriskpatientsareturnedawayinfavoroflowriskpatients.Bigdataanalytics
canprovideevidenceandinsightstohelppolicymakersassesstheintendedbenefitsandunintended
harmofhealthpolicies.
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5.2. Complex Determinants of Health
Whilemodernmedicinehasgreatsuccessattreatingsymptomsandmanagingbothacuteandchronic
conditions,itisnotassuccessfulinpreventingandcuringdiseases.Thisisduetothecomplexnature
ofdiseasesandthemultiplecontributingfactorsincludingclinical,behavioral,andsocioeconomic
factors.Thereisagrowingbodyofresearchlinkingsocioeconomicfactors,suchasanindividual’s
lifeconditionandsocial standing, tohisorherhealth statusunder thegeneral schemeof social
determinantsofhealth(Barr,2014;Marmot,2005;McGovern,Miller,&Hughes-Cromwick,2014).
Thereisamyriadoffactorsthataffecthealthandinfluencehealthcare.Somearenaturalwhileothers
arecultural;somearemeasurablewhileothersarenot.Machinelearningandartificialintelligence
maybeeffectiveinanalyzingnaturalormeasurablefactorsbutmustrelyonhumanintelligenceand
humanjudgementtodealwiththeculturalorunmeasurablefactors.

5.3. Complex Process of Care
Healthcareisateamsportwheremultipleprofessionalsmustworktogethertodeliverqualitycareto
patients(Nancarrowetal.,2013).Forexample,thedialysiscareforpatientssufferingfromEnd-Stage
RenalDisease(ESRD)requirescoordinatedeffortsbyadministrative,medical,andsocialprofessionals
including facility administrators, medical directors, nephrologists, nurses, dialysis technicians,
dietitians,andsocialworkers(MarylandDepartmentofHealth,n.d.).Inaddition,ESRDpatients
tendtohavecomorbiditiessuchasdiabetesandhypertensionandarevulnerabletohospitalizations
andERvisits.Theirqualityoflifedependsonthecoordinatedcarebydialysisfacilities,hospitals,
communitiesandtheirfamilies.Thisprocessofcareiscomplexandmakesthequalityofcaremuch
hardertoquantitativelymeasureandanalyze.

Inaddition,patientengagementplaysacriticalroleinachievingoptimalhealthoutcomesinthe
patient-centeredcareprocess.Patientsmustbeinformedofhowtheirtreatmentisbeinginfluenced
bydata,evidence,andanalyticsandbeengagedinthehealthcaredecisionmakingprocess.This
requiresongoingpatienteducationtoimprovebothhealthliteracyanddataliteracy.

Thecomplexityarticulatedintheabovethreeinterrelatedareasposesgreatchallengestothe
effectivenessofbigdataanalytics.Asmuchaswewouldliketousetheinsightsgainedfrombigdata
analyticstoimprovetheperformanceofhealthcare,actionscannotbetakensolelybasedontheoutputs
ofnondeterministiccomputeralgorithms.Forexample,IBMWatsongeneratedconsiderablebuzz
foritspurportedutilityinhelpingdoctorsmorerapidlyandaccuratelydiagnoseillness,butarecent
articlerevealedthatWatsonfailedtoliveuptothoseexpectations(Hernandez&Greenwald,2018).

Figure 5. Stakeholders and interests in health care (Rouse, 2008, p. 19)
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6. OPPORTUNITIeS

6.1. Promise of Health Information exchanges
WhileEHRsenablehealthcareorganizationstocentralizethemanagementofpatienthealthdata,the
HealthInformationExchanges(HIEs)goonestepfurtherbyprovidingthetechnicalinfrastructureto
connectthesedisparateanddiverseEHRssothatpatienthealthdatacanbeexchanged,aggregated,
andsharedacrossthewholehealthcaredeliverysystem.“Electronicexchangeofclinicalinformation
allowsdoctors,nurses,pharmacists,otherhealthcareproviders,andpatientstoaccessandsecurely
share a patient’s vital medical information electronically - improving the speed, quality, safety,
coordination,andcostofpatientcare”(TheOfficeoftheNationalCoordinatorforHealthIT,n.d.).
HIEsmakeitpossibletoestablishcomprehensive,inclusive,andlongitudinalpatientandpopulation
healthdatafortheeffectiveapplicationofbigdataanalytics.

Since2009,theSocialSecurityAdministration(SSA)hasbeenusingHIEstoautomaticallyand
timelyrequestandobtainmedicalevidencerecords(MERs)fromhealthcareprovidersnationwideto
supportdisabilityclaimsadjudication(Feldman&Horan,2011).AsofDecember2018,over18,000
healthcareproviders representedby150healthcareorganizationsparticipated in theexchangeof
MERswithSSA.Comparedtoapaperprocess,theuseofHIEsgreatlyspeedsupmedicalevidence
acquisition to support disability determination. Faster availability of benefits resulting from the
expediteddeterminationhelpsdisability claimants pay formuchneededhealthcare services and
supportshealthcareprovidersinthedeliveryofhealthcare(SocialSecurityAdministration,n.d.a).In
addition,SSAusesthevastamountofelectronichealthdataalongwithmachinelearningtoprovide
data-drivendecisionsupporttoitsdisabilityadjudicators.Thisuseofbigdataanalyticsfurtherspeeds
upthedisabilityadjudicationprocessandhelpsincreasetheaccuracyandconsistencyofdisability
determinationdecisions.SSAestablishedinteroperabilityguidelinesandacertificationprocessto
ensureparticipatingorganizationscomplywithindustryinteroperabilitystandards(SocialSecurity
Administration,n.d.b).

6.2. Abundance of Data from All Sources
OneofthemanyV’sofbigdataisvariety.Forbigdataanalyticstobeeffective,manykindsofdata
thatarerelatedandrelevanttohealthandhealthcareshouldbeincluded,especiallythesocioeconomic
datathatmeasuretheimportantsocialdeterminantsofhealth.EHRsmaycontainindividualpatient’s
demographicdatabutlacksthemacrosocioeconomicdatathatcanbeobtainedfromgovernment
censusandsurveydata.

Forexample,theAmericanCommunitySurveydatafromtheUSCensusBureaucontainrichsets
ofsocioeconomicdataaboutcommunitiesintheUSandcouldbeusedinconjunctionwithclinical,
administrative,andclaimsdatatogainabetterunderstandingofthestateofhealthandhealthcare.
Inaddition,datafromlawenforcement,non-governmentalorganizations,andsocialmedianetworks
canalsobeleveragedforbigdataanalyticsinhealthcare.

In January 14, 2019, President Trump signed into law the Foundations for Evidence-Based
Policymaking(FEBP)Act.AspartoftheFEBPAct,theOpen,Public,ElectronicandNecessary
(OPEN)GovernmentDataActrequiresallnon-sensitivegovernmentdatatobemadeavailablein
openandmachine-readableformats.Thesuccessful implementationof this federal lawwillhelp
propeltheadoptionofbigdataanalytics.

6.3. Availability of Technology Innovations
Thepastdecadehasseena rapidadvancement incomputerscienceand information technology.
Theconfluenceofcloudcomputing,mobilecomputing,machine learning,artificial intelligence,
andInternetofThingshasgivenrisetoaplethoraofnascenttools,techniques,andplatformsfor
performingproductiveandeffectivebigdataanalytics.Therearemanyreadilyavailablechoicesof
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bothcommercial-off-the-shelf(COTS)productsandfreeopensourcesoftware(FOSS)products.
Therearemanyvirtualcommunities,blogs,forums,andtutorialsavailableontheweb.Datascience
hasemergedasaburgeoningvibrantprofession,andhundredsofdatascienceprogramshavesprouted
upincollegesaroundtheworld.

7. THReATS

7.1. Cyberattacks and Data Breaches
Whilebigdataanalyticshasthepotentialtohelpimprovethequalityandperformanceofhealthcare,
therisksofcyberattacksanddatabreachesarehighandshouldnottobeoverlooked.Accordingtoa
recentstudyoverafive-yearperiodfrom2012to2017,therewere1,512reporteddatabreachesof
protectedhealthinformationaffectingatotalofmorethan154millionpatientrecords(Ronquillo,
ErikWinterholler,Cwikla,Szymanski,&Levy,2018).Thesestolendatacanbeusedfor“identity
theft,criminalimpersonation,taxfraud,healthinsurancescams,andahostofothercriminaloffenses”
(Goodman,2016,p.109).

ThecyberattacksonhealthcareITsystemsnotonlyputpatients’privacyandsecurityatrisk,
theyalsoposeeconomicharmstohealthcareproviders,insurers,andtaxpayers.A2016studyby
thePonemonInsfitute(2016)estimatedthatabout90%ofthehealthcareorganizationsrepresented
inthestudysuffereddatabreachesinthepasttwoyearsandtheaveragecostofdatabreachesfor
coveredentitiessurveyedwasmorethan$2.2million,whiletheaveragecosttobusinessassociates
inthestudywasmorethan$1million.

7.2. Unethical Use of Health Data
Externalmaliciouscyberattacksarecertainlygraveconcerns,howeverinsiderthreatsandunethical
useofhealthdatatodiscriminatehealthinsurancecoverageandtoboostcorporaterevenuesand
profitsshouldnotbeoverlooked.Bigdataanalyticsisadouble-edgedsword.Whenappliedproperly
andethically,ithasthepotentialtodogood;otherwise,itmaycauseharmtopatients,providers,and
taxpayers.Oneemergingapplicationistheuseofpredictiveanalyticstodrawinsightsforprofits
withoutregardtoprivacylawsandprotectionofpatients’personalandhealthinformation.

A2017reportbyTheCenturyFoundation(Tanner,2017)paintedagloomypictureofbigdatain
healthcare.Thereexistsamulti-billion-dollarindustrythatcollects,mines,buys,andsellsanonymized
patienthealthdata.Thepatienthealthdataaretradedroutinelyforprofit.Whilethesharinganduse
ofde-identifiedpatienthealthdataforsecondaryuseinmedicalandpolicyresearchareallowedby
theHealthInsurancePortabilityandAccountabilityAct(HIPAA)(Cohen&Mello,2018),thereis
arealdangerforthepatienthealthdatatobere-identifiedthroughtheprocessofdatalinkingwith
additionaldatasourcesfromsocialmedianetworksandmobilehealthandwellnessappsandthe
useofmachinelearningalgorithms.Thisunethicalfor-profitdataminingalongwiththeupsurgein
malicioushackinganddatabreachescanresultindevastatingimpacts.

7.3. Biases in Data and Algorithms
Realityiscomplexandunknowable.AsstatedbyLaoziinthe2500-yearoldTaoisttextTao Te Ching,
“ThetaothatcanbetoldisnottheeternalTao.ThenamethatcanbenamedisnottheeternalName.
Theunnamableistheeternallyreal”(Laozi,Mitchell,Roig,&Little,1989).EchoingLaozi,statistician
GeorgeBox(1976)wasfamouslyquotedforthemaximthat“allmodelsarewrong”becausetheyare
onlyapproximationsoftruereality.Bigdataanalyticsisinherentlybiasedsinceitreliesondataas
input,andalgorithmsastheenablers.Limitationsandbiasesexistinbothdataandalgorithmswhich
canbetracedbacktothecognitivelimitationsandbiasesinhumanminds(Gianfrancesco,Tamang,
Yazdany,&Schmajuk,2018).
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Whethercollectedthroughhumanobservationsorsensorydevices,dataareapproximatemeasures
oftheactualpropertiesoftheobservedentities.Evencorrectlymeasuredandcurateddatacannot
escapefromthebiasesofthosewhodefinethemeasurementandthosewhodesignthedatacollection
instruments. Inaddition, incomplete, inaccurate,andmissingdataare typicalandcandistort the
outcomeoftheanalytics(affectionatelyknownas“garbagein,garbageout”).

8. CONCLUSION

Thispaperpresentedahigh-levelanalysisofthestrengths,weaknesses,opportunities,andthreats
(SWOT)intheapplicationofbigdataanalysisinhealthcare.Whilethestrengthsandopportunitiesare
positive,desirable,andeasiertocomprehend,theweaknessesandthreatsarenegative,undesirable,
anddemanddiligenceandvigilance.Althoughthispaperprovidesevencoverageofallfourfactors,
itshouldbestressedthatmoreattentionmustbepaidtotheweaknessesandthreats.Thisisespecially
trueintheeraofrapidinnovationsininformationtechnologywhichoftengiverisetoanunrealistic
expectationofapanaceawithquick,autonomous,andmagicalcuresforacomplexsocialproblem.

Technologysuchasmachinelearningandartificialintelligencehavebeeneffectiveindealing
with“hard”problemssuchaswinning“Go”games,recognizinghumanvoicesandfaces,andeven
translatinglanguages.Theseproblemshavewell-definedboundaries,well-understoodrulesofgame
orcausalmechanisms,andcanbesimulatedorprogrammedusingsoftwarewithhighdegreesof
accuracyandcertainty.However,socialproblemsaremuchmorecomplexwithill-definedboundaries
andpoorly-understoodcausalmechanisms(Kirk,1995).Healthcareisaperfectexampleofacomplex
systemwithnon-linear,dynamic,andindeterministicbehaviorsinvolvingmultiplestakeholderswith
conflictsofinterestsandundertheinfluenceofmultitudesofintertwinednaturalandsocialforces.
Theseweaknessesareinherentinhealthcareandshouldbekeptinmindwhenapplyingtechnologies
suchashealthITandbigdataanalytics.Thereisnosimpleandstraight-forwardsolutiontothehigh
costandlow-qualitychallengesfacingtheUShealthcaresystem.Bigdataanalyticsispromisingand
canhelpuncoverpartialandlimitedknowledgefrombigdatatoinformclinicalandpolicydecision
making,butitdoesnotprovidethewholetruthabouthealthcareandisnotasilverbullet;overcoming
the weaknesses requires the conscious and judicial use of political skills, business acumen, and
collaborativespiritinadditiontotechnicalandanalyticalcompetency.

Whilethispaperprovidesonlycursoryexposuretothesubjectofbigdataanalyticsinhealthcare,
oneofitsobjectivesistodrawattentiontosomeofthemanyinterrelatedfactorsthatmustbeconsidered
whenseekingtoleveragebigdataanalyticstoimprovehealthcarequalityandperformance.Amore
detailedanddeeperanalysisonanyofthefactorsmentionedintheabovehigh-levelanalysiswould
representaworthwhileresearchsubject.Forexample,healthcareisahighlypersonalizedprocess
involvingthecoordinationofmultipleproviderssuchasacutecarehospitals,primarycarephysicians,
andnursepractitioners.Carecoordinationisaknownfactorinfluencingsuchhealthcareoutcomes
as unplanned hospital readmission (Fluitman et al., 2016). Quantitatively measuring health care
coordinationisachallengingtask.Comparedtoreadily-quantifiableclinicalmeasuressuchasblood
pressureorbodymass index, individualhumanbehaviorsaremuchharder toquantify,andcare
coordinationinvolvesmultipleparties.Moreover,fairandjustattributionofqualitymeasurescores
tomultipleprovidersisalsoadifficulttask.Thisisfurthercomplicatedbypatientbehaviorssince
patientsarealsopartofthecoordinationprocess.
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